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1 Introduction

1.1 What is Intent-based Automation?

Network Intent (NI) is an automation construct that allows users to define expected design and
operational state. It establishes a baseline configuration and operational state to validate the
network design. Further, users can run Nls to simply detect design and operational deviations
during the troubleshooting or set up the scheduled task to run a set of Nls to assess the whole
network.

A standard NI has the following key components:

¢ Device(s): An intent is specific to a device or a set of devices. The intent is designed this way
so that it can include the current, last, and baseline data.

e Raw data: The data can be retrieved from devices by the CLI, SNMP, and API.

e Parser: The Visual Parser transforms the raw data into structured datasets. These datasets
serve as the input for the diagnosis. Visual Parser is the Ul-based for users without any
programming language to create one.

o Diagnosis: The diagnosis defines rules or conditions to evaluate different aspects of the
network and the status code (the output) for different conditions. Users can then specify the
appropriate actions or recommendations to be executed based on the status codes.

So, an NI takes a device and a command (CLI/SNMP/API) as the input, retrieves data from the live
network or database, parses the data into the structured datasets (variables), runs the diagnosis on
these variables, and outputs the network status (error/warning/info).

. Command —_— Retrieve Data
Device > (CLI/SNMP AP (Live Network | Database)
Visual
parser
Output Execute .
(Error/ Warning/ ———— — Variables
Information) LR e (Structured datasets)

The following are some examples of NI:

e Enforce configuration compliance and prevent configuration drift. For example, you can
create an NI to ensure that an access list is configured in all Cisco firewalls.
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e Continuously monitor the operational status. For example, you can create Nls to monitor the
general health of a network device, such as the reachability, uptime and reboot reason,
performance data, and temperature. You can also create NIs to monitor the specific vendor
functions, such as the virtual server and pool member of an F5 load balancer.

e Check the failover. Create an intent to check whether the failover status changes and
monitor the performance if a failover occurs.

Multiple NIs can be grouped to form a diagnosis flow. Users can define follow-up Nlis in the
Diagnosis so that these NlIs can be executed under certain conditions. For example, users can add
Check duplicate router ID and Check EIGRP neighbors as the follow-up NI if the EIGRP routes
change. An Intent can also call itself as a follow-up intent (follow-up self), so the system will jump
into other devices to execute the same defined logic as the original intent. For example, users can
create an intent to check the BGP neighbor status and call itself for its BGP neighbors. This follow-
up intent can be recursively called till no neighbor is found or it reaches a user-defined depth.

M n Stop all follow up Nis
d D »

RID Check Stop follow up intents

i Check duplicate route
:M n 1\ uplicate router ® EIGRPAI m n
i — — )
: foute check i I Check EIGRP neighto Check nterface M
@ EIGRP-R1 m N n Vhen neighbor change » N n @ EIGRP-R1
Check EIGRP neighbo check neighbor Ping EIGRP neighbor: Ping Neighbor
@ EIGRP-R1 @ EIGRP-R1 M >
Check EIGRP configlet ~ COMPare configlet
h @ EIGRP-R1

The execution results of a parent NI and its follow-up Nls are displayed in a diagnosis tree:

Diagnosis Tree X |
Source: [2 Incident 100 FRK Current NI: ¥ OSPF Route Table Check Execution Time: 03/03/2022 09:00AM ~  Refresh
Pre-Execution | Post-Execution

Stop follow up intents

ttofind ... m E

OSPF Authentication Check Diagnosis 4

BJ_POP1

Diagnosis 5
BOS_lab

QSPF ABR/ASBR Check
E] NI without Alert 8¢

B ni with Alerts

Unexecuted NI Diagnosis &
NN B}
- £meae BOS_lab
E Executed Diagnosis
I Unexecuted Diagnosis
Stop
Le * Double click NI to open
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An intent (seed NI) can be cloned for all qualified devices through the whole network or as a set of
network devices via an Intent Replication Wizard. An Intent Template (NIT) will be defined for
this purpose, including the definition of the target devices, rules to replace the Macro Variables, etc.
The cloned intents can be grouped into a column of an Automation Data Table (ADT), which is the
other key component (besides intent itself) for intent-based automation.

An ADT contains a base table, which can be the critical assets and be built from the device group,
sites, application table, intent template, and CSV file, and many Column groups, which are
associated with the intent and results and can be replicated primarily from the intent template.

The following is an example of an ADT table showing all BGP devices and intents associated with
the BGP devices:

E, BGP Document tand TS Table Builder Lost Updated at: 07/08/2024 0218 PM &, Rebuild Table Add Data Manua =
Des
Items: 15 Rows 11 Columns Q.| ¥ Advanced Filter:Undefined | T
©Device 18P ASN s IRouter ID 5|BGP Conigurations Check BGP ConfigChange ~ © slintent Status Code 5| Device Status Code TS 5GP (Wizpoen) TV 5GP nelgnbor Check © DiCheck Refleccor of
UK-LHR-CRO1-02 65200 192.168.10.253 router bgp 65200 UK-LHR-CRO1-02
UKLHR.CROT-01 65200 19216810254 router bgp 65200 UK-LHR-CRO1.01
Us-NY)-CRO1.01 65101 1921681254 router bgp 65101 US-NY}-CRO1.01
ISP-PE03 10000 router bgp 10000 ISP-PEO3
P02 RSP UELLS router bgp 10000 1sp-p02
Us-B05.CRO1-01 £s100 1921680254 router bgp 65100 US-B05-CRO1.01
IP-TY0.CRO1-01 65300 192.168.20254 router bgp 65300 JPTYO.CRO1.01
Us.805-R2 65001 10110111 router bgp 65001 UsBOSR2
fsc.sIN.CRO1-01 65301 18215821 254 router bgp 65301 SGSIN-CRO1-01
E 10000 router bgp 10~ 15P-PEDT
1P-pE02 10000 routerngpia A 1SP-PEO2
DE-MUC-CR01-01 £5201 192.168.11.254 router bgp 63 DE-MUC-CROT-01
lIP-TY0.CRO1-02 65300 router bgp 65300 Check BGP configure change JP-T.. © = BGP does not change JP-TYOCRO1-02
Us0s.R1 65001 10101010 router bgp 65001
US-BOS-CROT-02 65100 router bgp 65100 Check BGP configure change US-.. © BGP does not change US-BOS-CRO1-02 BGP Route Refl

1.2 Intent-Based Automation Use Cases and Flows

Intent-based automation can be applied for many use cases. In this book, we will cover three
categories of use cases which can be automated:

e Collaborative troubleshooting.
¢ Continuous network assessment.
¢ Network change and assessment.

¢ Map and document the network.

1.2.1 Intent-Based Collaborative Troubleshooting

The collaborative troubleshooting workflow starts with mapping the problem area. Different levels
of users can create intents via the Quick Intent tab within the map and run intents to troubleshoot
the same problem. The active diagnosis results and the relevant triggered event results can be
shared in a Summary Dashboard, which summarizes the results of groups of intents.
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0 Define Problem Area Intent-Based Network Automation 9 Share

= _-’-
] N (o]

After mapping out the problem area, a user can leverage the Quick Intent tab inside the map to

quickly define an intent for a map device by following three steps: collect the data, define the logic,
and run the intent. Users can repeat these three steps till they are satisfied with the results. An
intent can be scheduled to run (e.g., run every minute for 20 times) to troubleshoot a transient
problem.

The final quick intent can then be replicated for all devices on the map. The cloned intent can be
saved as a map intent, and the result can be displayed on the map or in the Intent Dashboard.

[/ R S B e o |

Detaction Device Summary VINRAIBRAN venres Ineent Result History

B oetccred e count
B octecied oevice count .

Device Information YW bmAN enrwri  Detection Times Summeey Bt 104z hen e

© CaceASAPrwll @ Qo IMI  © Cucs Routar

B octectcd Automation.
B eccuion Times

Device Name

Different users at different levels can create many intents to troubleshoot the same problem. The
Intent Dashboards from these intents can be added to a Summary Dashboard. The final output of
the collaborative workflow is the Summary Dashboard, with each row as a diagnosis activity and
each column as a device.

Device Results
Dashboard and Intent Group
Total Device Results Internet Global-Core-WAN USA-WAN EMEA-WAN Distribution-WAN NY Data Center London Data C... Core Network

ServiceNow Trigger

seenegoorssoiyen- . [EEE R R DA G EEE Tl SN
BGP Routes Stability Check El o A TN N N @ e s e
erpceacscrresioe. [l 0 Gl GEEE G OGN DN DD DD G
Level-1 NOC

pnegroorsoiiy e ([ © G D (D N N TN NN
Mo powesaviiy creck ([EHD o G D (D NN N (N N
Level-2 Escalation

Muicas:RP Stabily Check El - Il (N N N N N NS s
mcsrernegoorsao. [0 0 DN G OGN OGN DD DD DD s

The individual intents can be grouped to troubleshoot a problem. One way to do this is to create a
wrapper intent, which includes all relevant intents as the follow-up intents as a public interface for
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the end users so that any change of underlined intent will not change the end-user interfaces. For
example, you can wrap all intents to troubleshoot the BGP-related issues, such as checking BGP
config change, BGP neighbor stability, and route-reflector-client, into a wrapper intent, BGP
Assessment and TS, which will be exposed to the end user interface, such as Dashboard, Auto-
intent, and Chatbot.

o
.-.
User Interface Dashboard Auto-Intent Chatbot

Public Functions BGP Assessmentand TS
(Wrapper Intents)

_ . BGP route-
Private Functions Neighbor reflector-

(Individual Intents)

Stability client

1.2.2 Continuous Network Assessment

The Automation Data Table (ADT) is a key component of the continuous network assessment
across your whole network. You can build an ADT Base Table from the device group (such as all
BGP devices) or from the intent template, which forms the scope for the network assessment.
Then, replicate the intents to the ADT table as the Column Group to assess the network
configuraitons and operational status.

In the continuous assessment workflow, the data is collected through the benchmark and saved in
the ADT as the Dataset, which can be used to decode, replicate and run intents.

49 Data Collection

o Intent-Based Network Automation Presentation

The results of the continuous assessment are presented in the Summary Dashboard. The
dashboard displays the key metrics, the top devices with the most alerts, and the detail charts, with
each row as an assessment point and each column as the alert counts for a device group or site.
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EA NN k summary Dashboard o Last Refreshed at 1161/2023, 12 u-e =
Summary E

Mumbaer of Intents Humber of Devices Tatal Aerts Total Successes
42 752 63 283
A3 A2 AE
eTop 10 Devices with Alerts Top 10 Devices with Device Compliance Alerts Top 5 Devices with BGP Alerts @
Dwwice Narme Device Alert Device Name Device Alert Device Name Device Abert
& UsBosRS - & us-Bos-Rs _ o P sosPw -
& UsBOSR1 & Us-BOS-RIN q 16 & TORDG-10 -
P Pwsosm = & uscan-R1D _ 14 & ToRDG-11 -
& uscan [ ] & us-canrz - & 805066 R
& uscanai Cw § rweosm e & eos0612 s
@ BerlinvEdge - @ BerlinvEdge - 10
& 1515R3 - & iR - 9 Top 5 Devices with Network Performance Alerts @O
& poreRs - ' FH-BOS-5 - 2 Device Name Device Alert
& PGRRAT - & sGRRAT - 7 & EcReRs -
& niCLabCEl [ ] & NiCLabcEl s P p—— e
& MICLab-CEl -
& USCANRID s
& US-BOSR1 [
al’ault Tolerance Assessment Application and Metwork Deapendency Network Performance Assessment
Tatal intents Total Alerts Total Successes Total Intents Total Alerts Tatal Successes Tatal Intents Tatal Alerts Total Successes
1 2 12 1 2 12 1 2 12
6 ;'55 1'28 6 .s55 A128 6 155 11:8
Dashboard and Intent Growp Intent Results Dashboard and Intent Group Intent Results Dashboard and Intent Group Intent Results
Golden Config Check Path Stablity and Performance Dashboard Critical Interface Assessment Dashboard _
ACL Goldan Chack - - Operational Status Chack-1 -- IP 5LA Assessmant Dashboard

In this book, we will study three important cases of network assessments:

e Security: check the configurations against the NIST compliance and find out the CVE
vulnerability for network devices.

e Configuration Drift: check the configuration drift from the Golden template and the industry
standard.

e Failover: check the configuration consistency between the failover pair, failover status, and
the performance degradation after the failover.

NetBrain R11.1b | 13



1.2.3 Change Management and Assessment

NetBrain Change Management module is a comprehensive solution for controlling a network change

process. With intent-based automation, you can upgrade the change process with more accurate

verifications of the change, for example,

Overall Health View

Target Dev... Status Code

typ

Status Code

rneSain D B R
@ T3 Map63 (Master) v * > Page1~ [ Summary
A Intent Data View
l@ Add a network subnet (for Cookbook) v Document | Aute Test Intent (Before Change)
Sl Select Action =

& o Define Change ltemsi4  + Add Intent
Network

- Intent Name

- Ping Check 1

Files Benchmark Before s

.’h Assess OSPF neighbor st 1

Stre - Check CPU 1

I =

,/_Q o 1\ Auto Test Intent (Before ... = am * Cookbook Server Farm F 1

Path T

m
Intents

° What is Changed Intent

e Items:0  Filter Intent by Tags:

Chatbot
Intent Name... Target Dev...
e o Auto Test Intent (After C...
Data

@ Benchmark After

'l. Compare

) Incident: 105XRX

& O boomain O

13 v (ETIEDY @

ts Network ™ Stencils L Map | & + 100% & B < X
& + New Incident
[ Note(0) X
CSV Repor... Actions
o &
,
US-BOS-R2
HJE’W 240
Cisco Router

Filter
CSVRepor... Diagnosis Tr... 25
772
16,77
2
673 o
é -
Us-BOS-SW2
-
L 1081.242
5-BOS-SW3 Cisco 105 Switch
10.8.1.243
€0 105 Switch
Run

1. Run the auto-test before and after the change. You can add as many as intents to verify that the

change does not violate the designs and that important operation status is normal. For example,

you may want to run the batch ping for the key applications to ensure that they are still accessible.

2. Run the intent, what is changed, to verify that the change is successfully executed and there are no

unexpected impacts. For example, for routing change, verify that no critical routes are removed.

The intent to discover what is changed can be useful not just for Change Management but also for
troubleshooting and network assessments. You can create a dashboard to view what is changed across

the whole network:
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‘What's Changed (Monday 5 am Weekly)

Summary

Mumber of Intents

330

What's Changed(Last Result)

Number of Intents

330

A 209

Dashboard and Intent Group

AAA Config Change
ACL Config Change

BGP Config Change

Deviee Uptime Change
EIGRP Config Change
HSRP Config Change

GSPF Config Change

Qos Config Change
Redistribute Config Change
SNMP Config Change
Software Version Change

Static Route Config Change

Number of Devices

(S}
Xe}

Number of Devices

Ul
O

AN

5
£

g 7
-
° ° B
A
a
=z

JPTYO

1.3 How to Use This Cookbook?

Number

(o)}
o

of Alerts

Number of Alerts

(o))
o

>
@
S

=
=
T

c
b
Z
=

Last Refreshed ar4/14/2024, 20118 P (& =

Number of Successes

530

w

Number of Successes

530

A 530 Q

w

=
&
2

In this book, you will learn the key concepts of NetBrain Intent-Based Automation with real-world

use cases. The book is organized into two parts:

e Chapters 2 to 5 walk you through the basics of intent-based automation, and we

recommend you read all of these materials and follow the examples. In these chapters, you

will learn how to automate the most frequently used commands, such as commands to

probe the device and interface health. It covers the basic workflow of intent-based

automation: create an intent and ADT, replicate it to auto intent and ADT, and create the

dashboard and chatbot for end users.

e In chapters 6 to 12, you will apply the intent-based automation to different use cases. You

can skip any of these chapters and jump to the use cases you are interested.

(e]

Chapters 6 to 8 study three cases of network assessments: security, configuration
drift, and failover.

Chapter 9 covers collaboration troubleshooting, and chapter 10 teaches how to
troubleshoot the path-related issues.

Chapter 11 studies how intent-based automation can be used to assess the impact of
network change.

Finally, chapter 12 teaches how the intent can be used to create the map and
documentation.
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The best way for you to learn is to follow the examples step by step. You can practice using your
own NetBrain system. Or, You can use the free NetBrian lab. Start by signing up for an account as
detailed in the Section Sign-in Netbrain Lab.

1.3.1 Sign in to Netbrain Lab for the First Time

1. Navigate to nextgen-lab.netbrain.com/desktop.html in your browser.

2. Click Office-SSO to log in with your @netbrainlab.com account.

« > C QO 8 & nttps://nextgen-lab.netbrain.com/login.htmi#/ o b ® @ & =

3% Update Intent Baseli.. &) Getting Started € JIRA/ CONFLUENCE ' Use Compound Vari.. £ Net brain HR Share... » [ Other Bookmarks

)
Net3rain

Welcome to NetBrain R11.1b NextGen

Log in with:

Power User Training (Lab Resources)

Toronto (April 10-11) &
Ofﬁce-Ssoe

[o]g

https://scribehow.com/page/NetBrain_2-
Day_Power_User_Training_Toronto_April_10-1
1__4hQGbes7RjOHrMZtcKI85w )

Email or Username
Virtual (April 2-3)
Password

https://scribehow.com/page/NetBrain_2-
Forgot password?

Day_Power_User_Training_Virtual_April_2-4_

_640fL60QQFMKZ2DbU74ekg

€@ switch to Administrator Login

3. Enter the username. The username provided by NetBrain ends with @netbrainlab.com. You
can reach out to NetBrain support if you do not have one.

4. Click Next.

QO B nhttps://login.microsoftonline.com/9c7ea05f-2219-4072-9733-

mthi@
Sign in

axxx.bxx@netbrainlab.com o

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies .+ ..
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http://nextgen-lab.netbrain.com/desktop.html

5. Enter the provided Password and then click the Sign in button.

QO B nttps://login.microsoftonline.com/9c7ea05f-2219-4072-9733 1% 9 © & =

Nzemir@

& arunkumar.belide@netbraintech.com

Enter password

Password

Forgot my password

6. To set up the MFA (multi-factor authentication), click the Next button.

!
Net3rain .

john.doe@netbrainlab.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

=vA

7. Click  want to set up a different method to set up SMS-based MFA.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app

| want to set up a differént method
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8. If you want to use an Authenticator app, click Choose a method >> Phone >> Confirm.

Choose a different method X

Which method would you like to use?

Phone /\\\/ |

Cancel

9. Enter your mobile phone number and then click Next.

Phone

You can prove who you are by texting a code to your phone.

What phone number would you like to use?

IUnited States (+1) VI I

@ Text me a code

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

| want to set up a different method

10. Click the Enter code field and enter the code sent to your mobile number >> Next.

Keep your account secure

Your arganization requires you to set up the following methods of proving who you are.

Phone

We just sent a 6 digit code to +1 . Enter the code below.
| 454253

Resend code
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11. Click Done.

Keep your account secure

Your arganization requires you to set up the following methods of proving who you are

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in,

Default sign-in method:

Qg Phone
+1 7058225146

Next, you will need to change your password. Enter the provided password and a new

password, and click Sign In.

Nzemir@

john.doe@netbrainlab.com

Update your password

You need to update your password because this is
the first time you are signing in, or because your
password has expired. ..
/7 N
\
[current password | |

S

New password

Confirm password

12. On the first login, select your Tenant demo_tenant >> Lab domain >> Apply.

Current Daman;

Tanant: demo_tenant - T O 'S Refrech

Terant lame Domain Mame Faundation Kades Description Creator

dema_tenant deime_domali, 50000 (43380 avalabic) admin W

dema_tenant Laity damain 1000 =0 el able) ETLIDTH TS

You have now successfully setup MFA and logged into the NetBrain lab environment.
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PART 1 - Intent Based Automation Essential
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2 Automate Frequently Used Commands

In this chapter, you will create your first intent. You will find that it is easy to automate the
frequently used CLI commands such as Ping <destIP> and show ip route <destIP>. No
programming knowledge is required. We will use two examples:

CLI Command Intent Description

Check whether the success rate is equal to 100% and the

Ping < destination ip> L ,
average round trip time is reasonable. If not, create an alert.

Compare the next hop to the last known value (baseline). If it

show ip route <destination ip> .
P P changes, create an alert and set the baseline value.

The key steps to define an intent are:
1. Select a device, enter the CLI command, and retrieve the data.

2. Define variables: from the CLI command results, find the data you are interested in and define
it as the variable.

3. Define the Diagnosis: compare the variable with the normal status or design and create an
alert.

This chapter also covers a common intent-based automation creation flow, which has the following
steps:

4. Create a new map or open an existing map.

5. Under the Quick Intent tag, create an intent. You can edit and run the quick intent recursively
till you are satisfied with the intent results.

6. Save theintent as a map intent.

7. Create the dashboard from the intent to better view the results.
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2.1 Search and Add Devices to the Map

The intent is always associated with a device or a set of devices, which are called the seed
device(s). You can draw these devices either by searching devices from the search bar and adding
them to the map or by drawing the predefined group of devices to the map (recommended best
practice).

2.1.1 Draw Devices from a Device Group

You can create a device group and draw the predefined group of devices to the map as follows:

1. Go to Device Group from the start menu ¥ from the Netbrain desktop.

2. Inthe device group pane, select the predefined group Cisco Routers and click the drop-down
menu.

3. Click Draw Devices on Map to add the devices to a new map.

4. Close the Device group pane.

Net3rain I
Search App Q | 4% Domain Management
Network Map-Based Automation Intent-Based Automation Incident & Change Misc
Network Analysis Discovery Data Model
i Network @ Discover " Data Accuracy Discovery
*? One-IP Table & Network Settings © Data Accuracy Resolution

%, Device Groupo

Site

\ B API Server Manager E% Open Driver Manager
© Do-Not-Scan Health Report
- NetSin D 8o

Device Group > My Device Groups > Cisco Routers BHelp 5 § X

&, Site Manager

. Inventory Report

-] Change Analysis Report 2 A

1(9 4 My Device Groups stname Vendor Model Mgmt IP
Recents
% Cisco Routers (4) v )
A-TOR-R1 Cisco CGS-MGS-AGS 10.8.3.1
“ Edit
—a L sl @ CA-TOR-R2 Cisco CGS-MGS-AGS 10.8.3.5 Kl
Move
P @ US-BOS-R1 Cisco CGS-MGS-AGS  10.8.1.51
Delete
S @ US-BOS-R2 Cisco CGS-MGS-AGS  10.8.1.240
Open Group Map
4 Y
Draw Devices on Map
Draw Group on Map
WAN Cloud (7)

N e e e A e e e i s P AN (N e e e e i
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2.1.2 Draw Devices from the Search Bar

You can search and map devices from the Netbrain desktop:
Search the device US-BOS-R1 in the search bar.
1. Inthe results device section, click Map to draw the device to the map.

2. Close the search results window and open the Intent pane.

3. Repeat the Step 1 thru Step 3 and add other cisco devices US-BOS-R2 and CA-TOR-R1.

SR N O = 0 Y wexc-Gen SR us-bos w1

@ Search Results(103)

« | Device (1/1)
Lo
Recents &/ US-BOS-SW1 Site: test-site-jun
18 Interfaces 9 L3 Meighbors 7 L2 Meighbors
Cisco 3560E Software Version: 15.2(HI_201702...

Configuration
1 - US-BOS-5Wi#show run
14 - hostname US-BOS-5W1

b Site (1/1)

r Device Group

2.1.3 Save the Device Map

In the Upper-Right corner of the screen, click the floppy disk icon to save the current map.
1. Inthe Save Map window, choose either a Desktop or another location to save the map.
2. Add a name [Ping Check (Cisco 10S) / Route Check (Cisco 10S)] to the map.

3. Click OK to save and close the window.
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ﬂ [WTSGE Search Incident. Q E ‘-‘
o -  }

&' + New Incident

Reset

«

-

> @ Desktop o ;-BOS-SW2

- . !
Private 72.16.11.206
co 10S Switch

I B Public ©
g
;

<
US-BOS-SW1

172.16.11.205
,ﬂq,‘b Cisco 10S Switch

>-
Map Name: = Ping Check (Cisco 10S) o P

Cancel OK
.8)

2.2 Quick Intent Creation

From the map you just created,
1. Goto the Quick Intent tab in the Intent section.

2. Enter the command Ping 10.8.1.1 in Input or Select a command... field to collect data. For
another example, you enter the command show ip route 0.0.0.0.

3. Click Retrieve to parse the data.

RS e e || a] Next-Gen N US-505-SW2 6 incident [

ti Mapl(Master) v * > Pagetl~ B Summary Overall Health View i Network ® Stencils .. Map |

A Runbook »1 Data View

Auto Intent Quick Intentouhhshed Intents Map Intent Reset |

Ll Collect Data 4 Devices v «o»

o “ Re:rieveo ©  e3/2172.16.11.204/22 )

US-BOS-SW3 US-BOIS-5W1
]
172.16.11.204 172.16‘,11‘205
Cisco 10S Switch Cisco 105 Switch

| el

Us-BOS-sW2
172.16.11 .ZU\

Cisco 105 Switch

vlan100 10.8.1.2/28

US-BOS-5W4
172.16.11.203
Cisco 105 Switch

e

0.8.1.0/28
HSRP: 1(10.8.1.1); HSRP: 2(10.8.1.8)
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4.

The retrieved data sample will be:

<destination
ip>

CLI Retrieve data Sample
£l Map32(Master) ~* > Pagelv [ Summary
A Runbook Data View
Auto Intent Quick Intent Published Intents Map Intent
Collect Data 3 Devices ~ < Define Logic
Ping 10.8.1.1 o Retrieve &
Ping

12:15:14 PM: Successfully retrieved!

@ US-BOS-R1 ~ Parser: Select parser

06/21/2024 12:15:09 PM (Live) &2

US-BO5-R1#Ping 18.8.1.1
Type escape sequence to abort.

Sending 5, 1@@-byte ICMP Echos to 18.8.1.1, timeout is 2 seconds:

New

Add to Intent >>

show ip route
<destination

ip>

£l Map32(Master) ~* > Page i~ [ summary

= Runbook
Auto Intent Quick Intent Published Intents

Collect Data 3 Devices

show ip route 0.0.0.0

12:16:01 PM: Successfully retrieved!

# US-BOS-R1 w Parser: Select parser

06/21/2024 12:15:58 PM (Live) &2
l)s-BOS-R1#show ip route 9.0.0.0
Routing entry for @.8.0.8/0, supernet

Routing Descriptor Blocks:
* 172.16.10.1, via Ethernet®/3

Known via "static", distance 1, metric @, candidate default path

Route metric is @, traffic share count is 1

Data View

Map Intent

¢ Define Logic

o Retrieve &5

w MNew

Add to Intent >>
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2.3 Define Variables with a Visual Parser

Defining variables is simple with Quick Intent using the auto-parser feature. Entry-level users can
quickly learn and utilize the parser. The system will automatically select the appropriate parser
mode (single or multiple) based on input words.

Once the auto-parser completes the parser definition task, you can add additional variables or
make adjustments to the line pattern to achieve the desired result.

2.3.1 Define parser for ping <destination ip>
You can define a variable with the following steps:
1. Create and add a parser using the option New located next to the Parser field.
Map32 (Master) ~ * > Page 1v E summary
Runbook Data View
Auto Intent Quick Intent Published Intents Map Intent

Collect Data 3 Devices - ¢¢ Define Logic

Ping 10.8.1.1 X Retrieve &

12:15:14 PM: Successfully retrieved!

M US-BOS-R1 Parser: 5Select parser o Mew

Add to Intent ==

06/21/2024 12:15:09 PM (Live) &2

US-BOS-R1#Ping 10.8.1.1
Type escape sequence to abort.
Sending 5, 18@-byte ICMP Echos to 18.8.1.1, timeout is 2 seconds:

roynd-trip minSavg/max = 1173 ms
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2.

3.

4.
5.

Select the text 700 in the sentence rate is 100 percent and click Parse Variable in the tip
window. You can also double-click the text to get the same result.

New Parser

Select Data: | CLI Command -~ ping 10.8.1.1 XA W | on @ US-BOS-R1 Retrieve -~ with Live Data

Format1 ~ + Qualifical

(i) Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) + New Patter

Current Device W Search... O a v

US-BOS-Rl#ping 10.8.1.1
Type escape sequence to abort.

1

r4

3 Sending 5, 1@@-byte ICMP Echos to 18.8.1.1, tim
4 1y
5

15

Success rate is [18@ percent (5/5), round-trip n Double click a variable field

Parse Variable o

Click Apply.

ping 10.8.1.1 <N on & US-BOS-SW1 Retrieve ~ with Live Data

Qualification: Defined Test on Devices: 0 =

t multiple lines to parse a table. Critical Variable (0) Name: Pattern1 Type: (@ Single () Multiple Caro Apply =

Search... Q| a v [¥]
VarLine1 rate is $int:percent percent

P Echos to 10.8.1.1, tin 5 Success rate is [100] percent| (5/5), round-trip m- > 1 Line
---------------------------

Click +Field to another variable for round trip time.

Similar to Step 2, select the round-trip text value 1/1/2.

to parse a table. Critical Variable (0) & Patterni ~ |/ Type:Single @ + New Pattern v

Search... Q| a
Var Line 1 rate is $int:percent percent

seconds: 5  Success rate is [100] percent (5/5), round-trip m... > 1 Line

+ Field o

_ ll/l/l e Var Line 1

Parse Variable e
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6. Modify the Variable line pattern to min/avg/max = $int:min/$int:avg/$int:max ms.
NOTE: The variable name is defined as $<type>:<variable_name>. The default variable type is

string, and the type mstring is a string with spaces.

7.  Click Apply.
Qualification: Defined Test on Devices: 0 =
ble. Critical Variable (0) Type: Single Cancel Apply 0
';\ A Y
rate is $int:pe rcent\percent =
5 Success rate is |100| percent (5/5), round-trip m-.. >
E\ Var Line 1 @
VarLine2 | min/avg/max = $int:min/$int:avg/$int:max ms 6
5 Success rate is 100 percent (5/5), round-trip mi... > 1 Line

8. Select OK to save and close the window.

Output + Parse Lines
$percent (int) = 100

$min (int) =

$avg (int) = 1

$max(int) = 1
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0.

Click Add to Intent, and the parsed variables are added to the diagnosis.

KA

¢ Map2(Master) v * > Page1v [ Summary

@ Overall Health View . Network ® Stencils

A [1] intent . Runbook {2} Data View
Auto Intent Quick Intent Published Intents Map Intent

Reset @ Help
Collect Data 4 Devices v <« Define Logic

<«
ping 10.8.1.1 X v Retrieve Create
11:28:39 PM: Successfully retrieved! s US-BOS-SW1 ping 10.8.1.1 P1 1 1 Diagnosis v
-
-
& US-BOS-SW1 v Parser: [ Parseri P1) ~ Edit v - -
-—
-

o Add to Intent >> e == =

07/19/2024 11:28:10 PM (Live) &5 Successfully parsed all 4 variables.
l)s-B0S-SWi#ping 10.8.1.1
Type escape sequence to abort.

Sending 5, 10@-byte ICMP Echos to 10.8.1.1, timeout is 2 seconds:

Diagnosis: £] Diagnosis 1 v + New Diagnosis

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Name: Diagnosis 1 Anchor: Select Variable ~

NetBrain R11.1b | 29



2.3.2 Define parser for Command Show ip route

You can define a variable with the following steps:

1. Create and add a parser using the option New located next to the Parser field.

K

£3i  Route Check (Cisc... (Master) v > Page1v & Summary

A Runbook »)| Data View
Auto Intent Quick Intent Published Intents Map Intent

Collect Data 2 Devices <« Define
show ip route 0.0.0.0 X~  Retrieve &

03:04:19 PM: Successfully retrieved!

&7 US-BOS-SW1 v Parser: | Select parser o New

Add to Intent >>

07/20/2024 03:03:18 PM (Live) &2
US-BOS-SW1>show ip route 0.0.0.0

2. Select the text Routing Entry For 0.0.0.0/0, and click Parse Variable in the tip window.
You can also double-click the text to get the same result.

3.  Modify the Variable line pattern to Routing entry for $subnet, .

4. Similar to Step 2, copy the next hop line 10.8.1.18 from the sample data and parse the

variable.
I
New Parser X
Select Data: | CLICommand ~ |  showip route “  on & US-BOS-SW2 Retrieve v~ with Live Data
Format1 v + Qualification: Defined Test on Devices: 0 =
() Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) Name: Patterni Type: ® Single () Multiple Cancel Apply =
Current Device e Search L a W 9
. VarLine1 Routing entry for $varl
US-BOS-SW2>show ip route ©.0.0.0 = 9 4 ¥ ! o
outing entry for @.0.0.0/0, supernet artine
Known via "ospf 1", distance 110, metric 1, 2 ‘Routingentryfor 0.0.0.0/0 |supernet > 1Line

4 Tag 1, type extern 2, forward metric 21
5 Last update from 10.8.1,18 on Vlianl@l, 4wld

6, Routing Descriptor Blocks:
01@.8.1.18,| from 10.10.10.1@, 4wld ago, vic
Route me Parse Variable share count i

9 Route ta, _
10 * 10.8.1.2, from 10.10.10.10, 4wld ago, via
11 Route metric is 1, traffic share count i
12 Route tag 1

il

5.  Modify the Variable line pattern to ~“$mstring:nexthop, from.

NOTE: The variable name is defined as $<type>:<variable_name>. The default variable type is
string, and the type mstring is a string with spaces. The created variables will appear
under the Parsed Result section.

6. Click Apply.
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7.

Select OK to save and close the window.

Select Data: CLICommand show ip route 0.0.0.0

Format1 v +
() Double-click a variable to parse. Select multiple lines to parse a table.

Current Device hd Search...

1 US-BOS-SW2-show ip route 9.0.0.0

2 Routing entry for ©.0.0.0/0, supernet

3 Known via "ospf 1", distance 11@, metric 1,
4 Tag 1, type extern 2, forward metric 21

S Last update from 10.8.1.18 on Vlanl@l, 4wld
1]
7
8
9

Routing Descriptor Blocks:

Route metric is 1, traffic share count i

Route tag 1
10 * 10.8.1.2, from 10.10.10.10, 4wld ago, via
11 Route metric is 1, traffic share count i
12 Route tag 1
13

[ 10.8.1.18, fron i0.10.10.10, 4Wid ago, via

<% on & US-BOS-SW2 Retrieve ~  with Live Data

Qualification: Defined

Critical Variable (0) Name: Patternil Type: @Sirgle O Multiple Cancel

Q| avw

Varline1 Routing entry for $string:subnet,

2 Routing entry for m supernet

VarLine2 ~ $mstring:nexthop, from 0

fartnez )

7 10.10.10.10, 4w1d ago, via V-.-

Output + Parse Lines

$subnet (string) = 0.0.0.0/0

$nexthop (mstring) = 10.8.1.18

Test on Devices: 0 =

Apply o

> 1Line

> 1Line

Cano oK

07/20/2024 03:03:18 PM (Live) &5

US-BOS-SW2>show ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet

Successfully

Tag 1, type extern 2, forward metric 21
Last update from 10.8.1.18 on V1lanl0l, 4wld ago
Routing Descriptor Blocks:

Route metric is 1, traffic share count is 1
Route tag 1

Route metric is 1, traffic share count is 1

Route tag 1

10.8.1.18, from 10.10.10.10, 4wld ago, via Vlan101l i

* 10.8.1.2, from 10.10.10.10, 4wld ago, via V1an100

4
Click Add to Intent, and the parsed variables are added to the diagnosis.
£ Route Check (Cisc... (Master) v > Page 1v & Summary @ Overall Health View % Network % Stencils .. Map |
A Intent Runbook [} Data View
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
Collect Data 2 Devices v <« Define Logic «
show ip route 0.0.0.0 X~  Retrieve & Create
03:04:19 PM: Successfully retrieved! < US-BOS-SW2 [0 show ip route 0.0... P71 [) 1 Diagnosis v
-
—
&7 US-BOS-SW2 v Parser: [ Parser1 Pl ~ Edit v

parsed all 2 variables.

Diagnosis: [J] Diagnosis 1 v

Known via "ospf 1", distance 110, metric 1, candidate default path

Name: Diagnosis 1 Anchor:

[7] Loop Table Rows
v If

!
T e e T i e e e

Select Variable v

+ New Diagnosis
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2.4 Define the Diagnosis

Go to the Define Logic section to define the diagnosis logic as follows:

1.

2. Define the condition as detailed in the followi

Enter the diagnosis name, e.g., Ping Cisco or Subnet next hop check.

ng table and images:

Intent

Steps

a.
Ping < destination ip> b.

C.

Variable percent does not equal 100.
Variable avg is Greater than 60.

Boolean Expression: A or B.

Add to Intent >>

06/17/2024 01:45:44 PM (Live) 22

US-BOS-R1#Ping 10.8.1.1
Type escape sequence to abort.
Sending 5, 10@-byte ICMP Echos to 10.8.1.1, timeout is 2 seconds:

Success rate is 10@ percent (5/5), round-trip min/avg/max = 1/1/2 ms ) )
Name: Ping Cisco 0

e P e e e e e e i P e

£l PingCisco (Master) ~* > Pageiv B Summary
A Runbook »)| Data View
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
Collect Data US-BOS-R1 ~ k < Define Logic o <«
Ping 10.8.1.1 X~ Retrieve & Create
01:49:37 PM: Successfully retrieved! & US-BOS-R1 Ping 10.8.1.1 Pl 1 1 Diagnasis w
@ US-BOS-R1 v Parser: Ping [Cisc... (PT| Edit w

Successfully parsed all 4 variables.

Diagnosis: [ Ping Cisco ~ + New Diagnosis

Anchor: | $percent

["] Loop Table Rows

vlfo

A @ US-B.. Current

o percent ~  Deoesnot.. ~ | 100 v o
B @ USB.. Current

o avg ~ || Greaterth.. ~ || 60 v o
C | SelectVariable

Boolean Expression:  AorB o
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Intent Steps

a. Thevariable subnet |s not empty.

Variable nexthop (Current) Does not equal

show ip route <destination ip> .
P P nexthop (Baseline).

c. Boolean Expression: A and B.

e y i e i e e e i g i e e e, |

| Add Note 2 Add Diagnosis Can also click a variable on the left to add automation.

Mame: Subnet nexthop check e Anchor: v

Type description of the diggnosis...

7] Loop Table Rows

O

A @ CATOR-R1 Current ~
o subnet ~ |5 not empty W |
B & CATORRI Current ~ Baseline ~
o nexthop ~ | Does not equal w | nexthop |
C  Select Variable ~
Boolean Expression: AandB o
Pt i e
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2.5 Define Intent Output

Enter a message under the Then and Else output areas to appear as the result of the diagnosis.
1. Then: Define a color, message and status in case If condition is true, as shown in the figure.

2. Click the checkbox of the Set Status Code for Device and Set Status Code for Intent to
duplicate the message to the Device Status Code.

Intent Message

Ping $this_device ping failed, and the average round trip time is $avg ms

~ Then

Y Diagnosis Message: o =

~ s_device ping failed, and the average round trip time is $avg.

o Set Status Code for Device:

@) Error ~ ce ping failed, and the average round trip time is $avg.

o Set Status Code for Intent:

@) Error - ‘ice ping failed, and the average round trip time is $avg

Add Logic «

v Else i Delete

! Diagnosis Message: o =

~ this_device ping success, and the average round trip time is $

o Set Status Code for Device:

@ Success ~»  $this_device ping success, and the average round trip

o Set Status Code for Intent:

@) Success ~~  $this_device ping success, and the average round trip

+ Elself
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Intent Message

. On $this_device subnet $subnet nexthop $nextHop is changed
Show ip route

($nextHop(Baseline)).

NOTE:

3.
4,

By typing $, you can get the variable selection pop-up.

For a variable, you can get the current value and baseline value.

Define Link to Variable X

4= Paragraph1

subnet (US-BOS-R1.Paragraph1)

nexthop (US-BOS-R1.Paragraph1) o

[] this_device

Source: Current v

t Current

Baseline 0

Last

Link Text: $nexthop(Baseline)

Cancel OKo

#

Else: Define a color, message and status in case If condition is not true, as shown in the figure.

Click the checkbox of the Set Status Code for Device and Set Status Code for Intent to

duplicate the message to the Device Status Code.

Intent

Message

Ping

$this_device ping succeeded, and the average round trip time is
favg
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Show ip route On $this_device subnet $subnet nexthop $nextHop is not changed
($nextHop(Baseline)).

~ Then o

|2 Diagnosis Message: [T] Save to Incident =

~ | On $this_device subnet $subnet nexthop $nextHop is changed ($nextHop(Baseline)).
%2-1s] Set Status Code for Device:

@ Error ~  On $this_device subnet $subnet nexthop $nextHop is changed ($nextHop(Baseline)).
4-1s| Set Status Code for Intent:

@ Error ~  On $this_device subnet $subnet nexthop $nextHop is changed ($nextHop(Baseline)).

Add Logic v
~ Else e @ Delete
[ Diagnosis Message: ["] save to Incident =

v~ On $this_device subnet $subnet nexthop $nextHop is not changed ($nextHop(Baseline)).
Set Status Code for Device:
@) Success v On $this_device subnet $subnet nexthop $nextHop is not changed ($nextHop(Baseline)).
Set Status Code for Intent:

@ Success v On $this_device subnet $subnet nexthop $nextHop is not changed ($nextHop(Baseline)).

Add Logic v

<+ Add Elself

5. Click on Create to save and create the intent.

Auto Intent Quick Intent Published Intents Map Intent Reset @ Help

Collect Data US-BOS-R1 ~ <« Define Logic <

ping 10.8.1.1 X~  Retrieve & o Create

11:55:11 AM: Successfully retrieved! @ US-BOS-R1 show ip route 0.0... P2 2] 1 Diagnosis

@ US-BOS-R1 v Parser: [l Showipro.. P2 ~ Edit ~

Add to Intent >>

08/06/2024 11:15:26 AM (Live) &5 Successfully parsed all 1 variable.
|JS-BOS-R1#show ip route ©.0.0.0
Routing entry for 0.0.0.0/0, supernet Diagnosis: [C] Diagnosis 1 ~ + New Diagnosis

Known via "static", distance 1, metric @, candidate default path

6. Go to the Run Intent pane and click Run to execute the diagnosis.
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b)| Data View

ap Intent Reset @ Help
< Run Intent M Saveto v K«

Recreate Not Executed o Run  with Live Data

2] 1 Diagnosis v | View Intent L, Diagnosis Tree €& Show in Map =

v &7 US-BOS-SW1
ping 10.8.1.1

Success rate is 100 percent (5/5), round-trip mi..

1 Diagnosis

Upon completing the diagnosis by the system, the following result will appear:

Intent execution date and time.
Success/Failure message and status as defined in Then and Else conditions.

The execution log can be accessed using the View Execution Log located under [=]:

Execution Log

Select Intents: i Created Via Quick Intent
4 | Created Via Quick...
4@ US-BOS-SW1

@ ping 10.8.1.1

1:07:40
1:07:40
1:07:41
1:07:41
1:07:41
1:07:41
1:07:41

1:07:41
1:07:41

W @ N oW AR W N R

10

: Start to run Network Intent "Created Via Quick Intent" using Live Network, flc
: Start to retrieve and parse the command “ping 10.8.1.1" on device "US-B0OS-Sw1'
: End to retrieve and parse the command “ping 10.8.1.1" on device "US-BOS-SW1" 1
: The US-B0S-SW1->ping 10.8.1.1 data matches with the Formatl of the parser.

: Start to execute the diagnosis "Ping Cisco" on the command "ping 10.8.1.1" of
: End to execute the diagnosis "Ping Cisco" on the command "ping 10.8.1.1" of de
: End to run Network Intent "Created Via Quick Intent"

: Asynchronously launched follow-up Qapp (0):

: Start level 1 with candidate follow-up intents (@):

1:07:41 pm:

b Ping Cisco (Master) v * > Page 1v E Summary Overall Health View %= Ne
Autgo Intent Quick Intent Published Intents Map Intent Reset @Help
> » | RunIntent & Saveto v «
[8) 07/20/2024 01:07 PM Run with Live Data
! ViewIntent % Diagnosis Tree €& Show in Map =
[S) us-BOS-SW1 ping success and average round trip time is 1 ms 2 U
Edit Intent
~ & US-305-5W1 [S) Us-BOS-SW1 ping success and average round trip time is 1 ms 1 View Execution Log
[ pir . 10.8.1.1 1 Diagnosis 2 Successes ,{ Expand Al
Sut 2ss rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms /, Collapse All

Search... A ", Refresh

Selected follow-up intents (@) at level 1:
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2.6 Duplicate the Intent to Other Devices

An intent can be duplicated to other devices. The system will automatically copy the parser and
logic to other devices.

1. You can duplicate the created intent to other devices as follows:

2. Go to the Define Logic pane, and from the drop-down menu, select the option Duplicate to
Other Devices.

3. Select all the devices to which you want to copy the intent.

4. Click OK to save.

£3  Ping Cisco (Master) v > Page1v & Summary Overall Health View . Network ® Stencils

A Runbook *) Data View
Auto Intent Quick Intent Published Intents Map Intent
Collect Data 4 Devices <« Define Logic <«
ping 10.8.1.1 X\ Retrieve @3 Last Created: 12:06:45 AM o Recreate
12:04:58 AM: Successfully retrieved! 7 US-BOS-SW1 [0 ping 10.8.1.1 P1 2 1 Diagnosis v

P o Duplicate to Other Devices
Duplicate to Other Devices X Delete

&7 US-BOS-SW1 v

Search..

A
07/20/2024 12:04:54 AM (Live)
. [ All Devices ‘ )
l)s-B0OS-SW1>ping 10.8.1.1 + New Diagnosis
Type escape sequence to ¢ % < us-BOS-sW2

Sending 5, 100-byte ICMP % <7 US-BOS-SW3

..... Anchor: Select Variable ~
Success rate is 100 perceg [ < us-BOS-sW4

Cano oK

5. All the selected devices will be added to the list and click Recreate.

6. Inthe Run Intent pane, all the devices will be listed with intent configured.

7.  Click Run to execute the intent diagnosis on all the devices. And the results are displayed.
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Define Logic «
Last Created: 12:14:51 AM ORecreate

&2 US-BOS-5wW1 [ED ping 10.8.1.1 P1 &1 1 Diagnosis

& US-BOS-SW2 [ ping 10.8.1.1 P1 |21 1 Diagnosis

&2 US-BOS-SW3 [ED ping 10.8.1.1 P1 1 1 Diagnosis

« US-BOS-sW4 [ ping 10.8.1.1 P1 2] 1 Diagnosis 0
Diagnosis: [ Ping Cisco v + New Diagnosis
Name: Ping Cisco Anchor: Select Variable v
[C] Loop Table Rows
~ If

A .5 US-B.. Current v

percent v || Doesnot.. ~ | 100 v W
B .5 US-B.. Current v

Run Intent

Not Executed

View Intent

v &7 US-BOS-SW1
[ED ping 10.8.1.1 1 Diagnosis

Success rate is 100

~ & US-BOS-SW2
[0 ping 10.8.1.1 1 Diagnosis

Success rate is 100

w &2 US-BOS-SW3
[0 ping 10.8.1.1 1 Diagnosis

Success rate is 100

v &7 US-BOS-sW4
(D ping 10.8.1.1 1 Diagnosis

Success rate is 100

In the Run Intent pane, click Save to > Save to Map Intent and then OK.

<{ Run Intent

Reset @ Help

«

[ Save to v

£ Diagnosis Tree

Reset @ Help

M Saveto v «

o Run  with Live Data

@ Show in Map =

percent (5/5),

percent (5/5),

percent (5/5),

percent (5/5),

B o it SN

Recreate (8) 07/20/2024 12:17 AM Save to Map Intent ta

Save to Path Intent

1 Diagnosis View Intent ;L Diagnosi =
Save to Common Intent

1 Diagnosis US-BOS-SW1 ping success

b/
1 Diagnosis
v & US-BOS-SW1  [S) US-BOS-SW1 ping success an... 1
1 Diagnosis v "

ping 10.8.1.1

Success rate is 100 percent (5/5), roun..

1 Diagnosis 2 Successes

+ New Diagnosis
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2.7 Diagnosis Tree

Click . toview the diagnosis tree. It includes the following details as shown in the figure:

. Current NI medium,
. Execution date and time,
. The diagnosis tree in Pre-Execution and Post-Execution mode,

. The status of execution in each device with color legends.

A [1] Intent Runbook I5) Data View
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
» » Runintent Saveto v«
[8) 07/20/2024 01:40 PM ~ Run  with Live Data
| View Intent h Diagnosis Tree & Show in Map =
[S) Us-BOS-SW1 ping success &d average round trip time is 1 ms. 8
~ a2 US-BOS-SW1 @ v-BOS-SW1 ping success and average round trip time is 1 ... 1
(@D ping 10.8.1.1 1 Diagnosis 2 Succﬁses &

Success rate is 100 percent 5), round-trip min/avg/max = 1/1/1 ms
Diagnosis Tree of Created Via Quick Intent X

[¢ Source: & ArunKumar.Belide@netbraintech.com  Current NI: I Created Via Quick Intent  Execution Time: |5] 07/20/2024 01:40:20 PM @ View Settings 141 Auto Layout | 5 =

P

Pre-Execution | Post-Execution
v o
[ S D]
US-BOS-SW1 Ping Cisco
&0 ping 10.8.1.1
- a——0
US-BOS-SW2 Ping Cisco

. o—Nn

2 ArunKumar,Belide...

ping 10.8.1.1

a
US-BOS-SW3 Ping Cisco
&0 ping 10.8.1.1

D]
US-BOS-SW4 Ping Cisco
&0 ping 10.8.1.1

Created Via Quick Intent

B with Alerts

I Without Alert
. Unexecuted

© Double-click Node to Open Detail Pane

Legend

Network Intent Details - Created Via Quick Intent
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2.8 View the Result on Map

The result of the intent execution can be visualized in a map as shown in the following map by
selecting “=» Show in Map button located in the Run Intent pane:

Ping Cisco (Master) ~* > Page i~ [ Summary Overall Health View % Network ® Stencils . Map | & = — + 100%
[1] Intent Runbook 11 Data View
a
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
» » Run Intent B Saveto v «
[S) 0772012024 01:40 PM1 ~ Run  with Live Data £ svnTIeN20422 o - i
172/1530.‘22 P
! ViewIntent i, Diagnosis Tree 5 Show in Map = US-BOS-SW3 o US-BDF-SW1
US-BOS-SW1 ping success and average round trip time is 1 ms.

[Sl US-BOS-5W1 ping success and average round trip time is 1 ms. 8

~ & US-BOS-SW1 [S) US-BOS-5W1 ping success and average round .. 1

[ED ping 10.8.1.1
Success rate is 180 percent (5/5), round-trip min/avg/ma...

1 Diagnosis 2 Successes L

~ &7 US-BOS-SW2 [S) US-BOS-SW2 ping success and average round ... 1

ED ping 10.8.1.1
Success rate is 18@ percent (5/5), round-trip min/avg/ma..

1 Diagnosis 2 Successes &

~ & US-BOS-SW3 [S) US-BOS-5W3 ping success and average round ... 1

[ED ping 10.8.1.1
Success rate is 180 percent (5/5), round-trip min/avg/ma...

1 Diagnosis 2 Successes b

~ &7 US-BOS-SW4 [S) US-BOS-SW4 ping success and average round ... 1

[ED ping 10.8.1.1
Success rate is 180 percent (5/5), round-trip min/avg/ma...

1 Diagnosis 2 Successes &

US-BOS-SW3 ping success and average round trip time is 1 ms,

=4

vlan100 10.8.1.2/28

US-BOS-SW2 ping success and average round trip time is 1 ms.

%

10.8.1.0/28
HSRP: 1(10.8.1.1); HSRP: 2(10.8.1.8)
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2.9 Create Intent and Summary Dashboard

You can view the intent results through two different dashboards:

. Intent Dashboard to view the individual Intent results and

. Summary Dashboard to view the consolidated Intent results in a single view.

2.9.1 Intent Dashboard

The Intent Dashboard observes specific network issues with details and displays the results. You
can save the frequently used dashboards as templates. Intent Dashboard can be created directly

from the Map Intent tab as follows:
1. Go to the Map Intent tab and click on New Dashboard.
2. Inthe Create Intent Dashboard window, define the following:

a. Enter the Dashboard Name, Ping Latency Check

b. Select the Location to save the Intent Dashboard.

c. Data Source: By default, Specified Intent is selected from the dropdown.
d. Intent: Keep the default intent to create the dashboard for the same intent.
e. Click Create.

KA

£3  PingCisco (Master) v * > Page1v [ Summary

A Runbook »)| Data View

Auto Intent Quick Intent Published Intents Map Intent

[5) 07/20/2024 01:46 PM ~ Run v  with |

View Intent ;; Diagnosis Tree ShuwiM New Dasl‘@ard

[8) Us-BOS-sW1 ping success and average round trip time is 1 B 4

v & US-BOS-SW1 [S) US-BOS-5W1 ping success and average round trifig,..
@ ping 10.8.1.1 1 Diagnosis 2 Successes

Success rate is 180 percent (5/5), round-trip min/avg/ma:

~ & US-BOS-SW2 [S) us-BOS-SW2 ping success and average round trip t...
[0 ping 10.8.1.1 1 Diagnosis 2 Successes

Success rate is 100 percent (5/5), round-trip min/avg/ma

~ &7 US-BOS-SW3 [S) us-BOS-SW3 ping success and average round trip t...
@ ping 10.8.1.1 1 Diagnosis 2 Successes

Success rate is 100 percent (5/5), round-trip min/avg/ma

w & US-BOS-SW4 [S) us-BOS-SW4 ping success and average round trip t...
@ ping 10.8.1.1 1 Diagnosis 2 Successes

Success rate is 100 percent (5/5), round-trip min/avg/ma

Create Intent Dashboard 2

Create Intent Dashboard for 'Ping Cisco’

Ping Latency Check o
M My Dashboards vo

Name:
Location:

] Use Template

Data Source

Specified Intent o
Intent:  Ping Cisco o

Include Triggered Follow-up Intent Results

Time Range Last 7 Days

Cancel

Createo
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Create Intent Dashboard dialog pops up. Click Open Intent Dashboard, and the dashboard

will be created.

Create Intent Dashboard X

o Intent dashboard has been created.
You may open to view the dashboard, or choose to add itto a

summary dashboard.

Add to Summary Dashbo Open Intent Dashboard

M

Ping Latency Check

Summary 20/7/2024, 2:0432pm  View Report

Times Executed

Intent-level Alerts

- Intents
1
o

Intent Result History

Time Range: All ¥  Result: All v

-#- Sum of Intent Alert Status Code Count

8
+

[} L
20/7/2024, 1:46:27 pm

Top Five Intent Alerts

Intent Name Map Execution Time Intent Alert Status Code Cou...
20/7/2024, 1:46:27 pm ]

Ping Cisco View Map

Last Refreshed at 20/7/2024, 2:04:28 pm G “ @ =

Device Information

@ Cisco 105 Switch

Intent Success Status Code ...

4

20/7/2024, 2:04:32 pm  View Report

20/7/2024, 2:04:32pm  View Report

~+ Sum of Intent Success Status Code Count

Intent Status Code Summary

US-BOS-SW1 ping success a...

4 Devices

Intent Alert Detection

0
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2.9.2 Summary Dashboard

The summary dashboard provides an overview displaying results from multiple Intent dashboards
of the entire network or a set of network devices. With Summary Dashboard, you can group Intent
Dashboards into widgets based on diagnosis purpose and display results by device, site or device
groups. You can use the summary dashboard to monitor critical information across thousands of
devices and discover the root cause for issues in one view.

1. Let us create a Summary Dashboard using the step-by-step instructions as follows:
2. Click [£]to open the menu located at the top-right corner of the dashboard window.

3. Select Add to Summary Dashboard to open the corresponding window for creating a
summary dashboard.

Ping check Last Refreshed at 20/06/2024, 128714 3 M @& =
Edit Dashboard
Summary 20/06/2024,12:4717  View Report Device Information 20/06/207  Share Dashboard
Save as
Save as Template
i C 4 =
L — D View Dashboard Input
Export Diagnosis Result to CSV
1 I Add to Summary Dashboard
Edit Dashboard
Intent Result History }_ S h a re Da S h bo a rd 20/06/2024,12:47:17  View Report

Time Range: All v Result: All v, Save as

Code Count

‘ Save as Template
Update
Intent Name Map View Da S h board I n pUt iC.. Intent Status Code Sum... Intent Alert Detection

Ping Map View Mag CA-TOR-R1 ping failed a... 1

Export Diagnosis Result to CSV
oAdd to Summary Dashboard

4. Inthe Add to Summary Dashboard window, let us create the new summary dashboard and
group as follows:

a. Summary Dashboard: open the dropdown menu and select +New Summary
Dashboard to pop up its dialogue.

b. Enter the dashboard basic details like name, group title and location of the summary
dashboard to save.

c. Click OK to save and create the summary dashboard.
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Add to Summary Dashboard X

Summary Dashboard:

Dashboard Group:

Select or create New v
Search... Q
4 [ Shared Dashboards (49)

47 Automation Library (3)

Config Drift Check (Monday 5 am weekly)

Network Failover (Daily 6AM)
What's Changed (Monday 5 am Weekly)
47 Automation Library Kunal (4)

Config Drift Check

FY A aldan Tamamlaba
+ New Summary Dashboard 0_

l‘ New Summary Dashboard X

\ -

\ 3 Shared Dashboards
~ 7 My Dashboards

~§‘

Dashboard Name:

Dashboard Group Title:

Device Health Monitor

Cisco los Devices

Cancel

OK
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You can add more intent dashboards to the same summary dashboard by choosing this summary
dashboard located under My dashboards locationAdd to Summary Dashboard dropdown menu.

5. Inthe Add to Summary Dashboard dialog, a success message prompt appears along with the
option to Open Summary Dashboard. Click to view the dashboard.

Add to Summary Dashboard X

0 Intent dashboard has been added to the summary dashboard.

Open the summary dashboard to view or edit your changes.

Close Open Summary Dashboard

6. Review the resulting Summary Dashboard and explore the dashboard interface.

A —
.| Device Health Monitor Last Refreshed at 20/7/2024,2:28:37 pm (& =
Summary
Number of Intents Number of Devices Number of Alerts Number of Successes
Cisco los Devices
Number of Intents Number of Devices Number of Alerts Number of Successes
Q
Device Results < &
Dashbeard and Intent Group Intent Results
Total Device Results US-BOS-SW2 US-BOS-SW4 US-BOS-SW1 US-BOS-SW3
Total Alert Count - 0 0 0 0
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2.9.3 Add an Intent Dashboard to an Existing Summary Dashboard
Now, let us add the route check intent dashboard to the Device Health Monitor Summary
Dashboard created in Section 2.9.2 as follows:

1. Go to the Map Intent tab and click New Dashboard to launch the Create Intent Dashboard
window.

2. Change the default dashboard name to Route check.
3. Keep the default settings for Location (My Dashboards) and other fields

4. Click Create.

£ Route Check (Cisc... (Master) v * > Page1v [ Summary Ov
Auto Intent Quick Intent Published Intents Map Intent
(80712012024 03:53 P11 ~ Create Intent Dashboard

\{ View Intent [, Diagnosis Tree @ Showiom New Da\shboard

[S) On US-BOS-SW2 subnet 0.0.0.0/0 nexthop 10.8.1.18 is not chﬁ\cm‘e ot

Create Intent Dashboard for 'Route Check (Cisco 10S)'

w & US-BOS-SW2 'EI On US-BOS-SW2 subnet 0.0.&Qne Name: Route Checko
B show ip route 0.0.0.0 1 Diagnosis 2 Successes "
Routing entry for 0.0.0.9/@, supernet Location: i My Dashboards 0

10.8.1.18, from 10.10.10.10, 4wld ago, via Vlanl@
[ use Template

v &7 US-BOS-SW1 [S) ©n US-BOS-SW1 subnet 0.0.0.0/0 ne;

(B0 show ip route 0.0.0.0 1 Diagnosis 2 Successes
Data Source Specified Intent v
Routing entry for 0.0.0.8/0, supernet

* 10.8.1.33, from 10.10.10.10, 4wld ago, via Ethern
Intent: Route Check (Cisco I0S)

v &7 US-BOS-SW3 [S) on US-BOS-5W3 subnet 0.0.0.0/0 ne )
Include Triggered Follow-up Intent Results

B show ip route 0.0.0.0 1 Diagnosis 2 Successes

Routing entry for 0.0.0.0/0, supernet

v & US-BOS-SW4 [S) on US-BOS-5W4 subnet 0.0.0.0/0 ne

B show ip route 0.0.0.0 1 Diagnosis 2 Successes

Routing entry for 0.0.0.0/0, supernet
* 10.8.1.2, from 10.10.10.10, 4wld ago, via V1anl@@

Time Range Last 7 Days v

Cancel Create <’|
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5. Inthe Create Intent Dashboard dialog, a success message prompt appears along with Click
Add to Summary Dashboard to open its corresponding dialog.

Create Intent Dashboard

I

° Intent dashboard has been created.

You may open to view the dashboard, or choose to add it to a

summary dashboard.

Add to Summary Dashboard 0 Open Intent Dashboard

6. Inthe Add to Summary Dashboard window, click the Summary Dashboard dropdown menu
to open and select the Device Health Monitor that you have created in Section 2.9.2.

Add to Summary Dashboard X

Summary Dashboard: = Select or create New A

Search... Q ‘

» 1) Shared Dashboards (49)

Dashboard Group:

4 ) My Dashboards (2)

Device Health Checks

Device Health Monitor 0 .

Device Health Monitc

+ New Summary Dashboard

7. Choose the dashboard group that you have created in the previous section or create a new
group as per the need.

Add to Summary Dashboard X

Summary Dashboard: Device Health Monitor v
Dashboard Group: Cisco los Devices v
Search... Q

4 Al Dashboard Groups (1) ’

[ Cisco los Devices o

+ New Dashboard Group
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8. Click OK to save and create the summary dashboard.

9. Click Open Summary Dashboard to view the dashboard.

Add to Summary Dashboard X

Summary Dashboard: Device Health Monitor v
Dashboard Group: Cisco los Devices v

~

Add to Summary Dashboard X ’
N, - -

° Intent dashboard has been added to the summary dashboard.

Open the summary dashboard to view or edit your changes.

Clo Open Summary Dashboard

10. Review the resulting Summary Dashboard and explore the dashboard interface.

A —
. Device Health Monitor Last Refreshed at 20/7/2024, 42731 pm (& =

Summary

Number of Intents Number of Devices Number of Alerts Number of Successes

1 4 0 16

Cisco los Devices

Number of Intents Number of Devices Number of Alerts Number of Successes

1 4 0 16

Device Results < >
Dashboard and Intent Grou tent Results

Total Device Results US-BOS-SW2 Us-BOS-SW4 US-BOS-5W1 US-BOS-SW3

Ping Latency Check 0

I - I NS I

=3 II

Total Alert Count -,

o
o
o
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3 Automate Basic Device Health Checking

While troubleshooting a network-related problem, the first step is always to check the overall health

of the corresponding network devices and their interfaces/ports. Instead of manually checking, you
can automate the frequently used device and interface health checks. The following table lists some
basic common health checks:

Intent Name Description

Check whether the device reboots within the last 24
hours (the uptime is shorter than a day). If so, then

Uptime check (Cisco 10S) ) ( P )
provide the reload reason. Use the CLI command show

version.

, Check whether the device CPU utilization is normal or
CPU usage check (Cisco 10S) ) )
higher using the CLI command show process CPU.

Check the interface status and also whether errors
Interface status check (Cisco 10S) | (Input, Output, CRC errors) are increasing using the CLI
command show interface.

NOTE: It is recommended to name the intent as <purpose of the intent><Device type>.

Besides the overall health check, you may also automate some important operational status. For
example, for an F5 load balancer, you may create an intent to check the status and state of the

virtual servers and their pool member using the CLI command show Itm virtual detail recursive.

Due to the limitations in Quick Intent, we shall use the standard intent editor and create the Intents

for Cisco devices. There are three main steps to define an intent:

1.
2.

Select a device, define the basic information of intent and save the intent to Intent Manager.
Parse the variables from retrieved command data.

Define the diagnosis logic and output.

After executing the intent, you can create a dashboard to show its results:

Execute the intent and create a dashboard.

Create an intent dashboard.

Add Intent dashboards to a common Summary Dashboard.
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3.1 Select a Device

Define the basic information of the intent, such as name, description, and device and save it to the

intent manager as follows:

1. Click & icon from your desktop.

2. Select New Intent. A window Network Intent in edit mode will appear.

NQthQin m Search Anything and Create Map...

R I %

New Map New Device Group

Recents

-

Table

@ +
Network New Intent e Automation Data

m +

New Intent Dashboard New Network Change

FINg LIsco

g

3. Enter the title and a brief description (optional) of the intent.

4. Add the seed devices by selecting the option +Device.

)
+

New Data View
Template

-

New Runbook

Network Intent (Edit Mode) X

7 oa_g{nos.m Tree

Seed Logic Replication Logic

@ + Device o

with Live Data Save @ @ Help

.. Intent Map: Select

Intent Variables: Manager |  Tag: +Add [=]
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5. Click Save to save the intent to the Intent Manager.

6. Click +Add CLI Diagnosis to open the corresponding window and proceed to the next section
to parse the variables and define the diagnosis.

Network Intent (Edit Mode)

' Check uptime (Cisco 105) . Diagnosis Tree Run with Live Data o Save | @Hep =

Type description here... .. Intent Map: Select ~
' Seed Logic Replication Logic

| @ + Device Intent Variables: Manager |  Tag: +Add

~ & US-BOS-SW1 Type Description here... B +Add Config Diagno +Add CLI Diagnesis =~ =

No content has been added.
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3.2 Retrieve Data and Parse Variables for Health Checks

After choosing the device as described in Section 3.1, parse the variables from the retrieved CLI
command data in the following manner:

1. Parse variables from Show Version

2. Parse variables from Show Process CPU

3. Parse variables from Show Interface

3.2.1 Parse variables from show version

1. Inthe command field, enter the command show version.
2. Click Retrieve.

3. Inthe sample data, select the uptime value 3 weeks, 4 days, 11 hours, 15 minutes and click Parse
Variable in the tip window.

NOTE: You can also double-click the text to get the same result.

CLI Command Diagnosis

& US-BOS-SOhowversion oRetrieve « with Live Data
1. Define Variable

2. Define Diagno:

Format1 v +
(@ Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0)
Current Device v | 07/16/2024 12:05:03 PM Search... Q| a v

1 US-BOS-SW1>show version

Cisco I0S Software, Linux Software (I86BI_LINUXLZ2-ADV
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Thu @2-Feb-17 ©3:38 by mmen

ROM: Bootstrap program is Linux

US-BOS-SW1 upt@?:@ weeks, 3 hours, 15 minutes|

10  System returne ROM by reload at @ Parse Variable
11  System image file is "unix:/opt/unetlab/addons/iol. _.

Last reload reason: Unknown reason
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4. Inthe right pane Var Line 1 field, update the variable name to $mstring:uptime.

NOTE: The variable name is defined as $<type>:<variable_name>.

2. Define Diagnosis

Test on Devices: 0 =

riable (0) Name: Pattern1 Type: (@ Single () Multiple Cancel Apply =

AV @

VarlLine1 uptime is $mstrin,q:var1
’

V4
9 US-BOS-SW1 ifptime is [31 weeks, 2 days, 11 hours, 47 minu.. > 1 Ligsy

> ol
VarLine1 | uptime is $mstring:uptime0 !

9 US-BOS-SW1 uptime is [31 weeks, 2 days, 11 hours, 47 minu... > 1 Line |

Output + Parse Lines —

$var1 (mstring) = 31 weeks, 2 days, 11 hours, 47 minutes

5. Similarly, parse the reload reason and update the variable to $mstring:reload_reason.

1. Define Variable 2. Define Diagnosis

Format1 v + Test on Devices:0 =
() Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) [ Pattern1 v /£ Type:Single @ + New Pattern v =
Current Device ~ | 07/14/2024 10:25:31 PM Search... Ql a v

ara] L S
US-B0S-SW1>show version Varline1 uptime is $mstring:uptime

Cisco I0S Software, Linux Software (I86BI_LINUXLZ-ADV
Technical Support: http://www.cisco.com/techsupport 9 US-BOS-SW1 ﬁ.lpllme is 29 weeks, 5 days, 13 hours, 35 minu... > 1 Line
Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Thu @2-Feb-17 83:38 by mme

ROM: Bootstrap program is Linux Val' Lil"le 2 reason. $I‘I‘ISt ring : reload_l"eason

Var Line 1

DWW NO U A WN B

US-BOS-SW1 uptime is 29 weeks, 5 days, 13 hours, 35 m
SyStEn muge™ e Is" uncx. 7 opLsune)
Last reload reason: Unknown reason 12 Last reload reason: [Unknown reason|

- Output + Parse Lines -
This product contains cryptographic features and is s
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6. Parsed variables will be listed under the Output section in the right pane. Validate the
variables.

7. Click Apply to save and go to Define Diagnosis Section 3.3.1.

2. Define Diagnosis

Test on Devices: 0 =

ble (0) =] Pattern1 v | /4 Type:Single @ + New Pattern v =

Varline1 wuptime is $mstring:uptime

9 US-BOS-SW1 uptime is [29 weeks, 5 days, 13 hours, 35 minu... > 1 Line

VarlLine2 reason: $mstring:reload_reason

12 Last reload reason: [Unknown reason| > 1Line

+ Field
Output + Parse Lines

$uptime (mstring) = 29 weeks, 5 days, 13 hours, 35 minutes )

$reload_reason (mstring) = Unknown reason
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3.2.2 Parse variables from Show Process CPU

1. Inthe command field, enter the command Show Process CPU.
2. Click Retrieve and the sample data is displayed under the Define Variable section.

3. Inthe sample data, from the CPU utilization line (you can search the word CPU utilization to find
the line), select the five minutes value 0% and click Parse Variable in the tip window.

NOTE: You can also double-click the text to get the same result.
4. Inthe right pane Var Line 1 field, update the variable name to $int:cpu.

NOTE: The created variables will appear under the Output section. The variable name is
defined as $<type>:<variable_name>.

5. Click Apply to save and go to Define Diagnosis Section 3.3.2.

- US—B(Jo show process cpu one[rleve w with Live Data
oo

Format1 v + Teston Devices:0 =
(D) Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (@) Name: Patterni Type: (® Single O Multiple Cancel Apply =
Current Device w | 07/16/2024 01:06:56 PM Search... ':\'\ A ¥ Q
- Varline1 minutes: $minutes
2 ds: 0%/@%; one minute: @%; five minutes: w------------------VarLlne1
3] uSecs  5Sec  IMin  SMin TTY Process  parce Variable 3 2 CPU utilization for five seconds: 0%/0%; one minute: 0%; ﬂv---[ > 1 Line
4 0 0.00% 0.00% 0.00% @ Chunk M. .~
5] 36 0.00% ©.00% 0.00% @ Load Meter
6 0 0.00% 0.00% 0.00% @ SpanTree Flush 7
7 534 QDA DAL DGR 2 c 5 A ~ paEsslS i /
8 FL= 3 2. Define Diagnosis ,’
9 ?
10 ‘ = 4
11 2 Test on Devices: 0 V4
12 4 4
13 0 Name: Patternt Type: ® Single O Multiple Cancel Apply ,’
aa

o,
Varline1 five minutes: $int:cpu o b
@Help | Allinte o Apply

2 CPU utilization for five seconds: 0%/0%; one minute: 0%; fiv... > 1 Line

Output + Parse Lines

$cpu(int) = 0
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3.2.3 Parse variables from Show Interface

Unlike the CLI command outputs in earlier sections, the output of the show interface includes
multiple interfaces, and each of them has an identical format. For this type of text format, you will
use Paragraph Parser to convert multiple text sections of an identical pattern into a table variable:

1. Inthe command field, enter the command show interface.
2. Click Retrieve.

3. Inthe sample data, select the line Ethernet0/0 is up, line protocol is up and click Parse Variable
from the tip window. This line will be defined as the ID line, which identifies the starting line of
a paragraph. The ID line is a normal line pattern where you can define the variables and
keywords.

4. Inthe right pane Var Line 1 field, modify the line to be: $string:interface is $mstring:L1status, line
protocol is $mstring:L2status.

NOTE: The variable names are defined as $<type>:<variable_name>.

NOTE: All the lines in source data with interface and its status will be highlighted automatically
and reflected in the Output pane.

5. Click Apply.

CLI Command Diagnosis X

o< ] US-BOSO show interface o‘zmim ~ with Live Data
1. Define Variable P

Format1 v + Test on Devices: 0 =
(D Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0 Name: Pattern1 Type: O Single (& Multiple Cancel Apply =
Current Device ~ | 07/16/2024 01:35:33 PM SRR § [x]

US-BOS-SN1>show interface m IDLine  ~$var2 is %$varl, line $mstring:_dummy is $connected =
Qithemetﬁf Caannactady~ Prowne ]
Hardware is Ethernet, address is aabb.cc0@.1400 (b 2 _ is line protocel is Jup| (connected) > 18 Lines
4 MTU 1580 bytes, BW 10080 Kbit/sec, DLY 1088 usec, @ @
5 reliability 255/255, txload 1/255, rxload 1/255
6  Encapsulation /
/
4
Teston Devices:0 = /
4
Name: Patternl Type: () Single (&) Multiple Caro Apply = ,l
4
e /
gface is $mstring:Llstatus, line protocel is $mstring:L2status = I’
2 [Etherneto/d] s fugl, line protocol is [up (connected) > 18 Lines ,I
|4
Data with interface and
its status are parsed to
the output pane
Output + Parse Lines = =
Sinterface $L1status $L2status ~
Ethernet0/0 up up (connected)
Ethernet0/1 up up (connected)
Ethernet0/2 up up (connected)
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6. Similarly, parse other variables (input errors, CRC and output errors) by referring to the

following table:

Variables

Parsing Procedure

Input_errors window.

a. Select the input error value 0 and click Parse Variable in the tip

b. Modify the Variable to $int:input_errors.

CRC errors

c. Select the CRC value 0 and click Parse Variable in the tip window.

d. Modify the Variable line to $int:CRC.

Output_errors window.

e. Select the output error value 0 and click Parse Variable in the tip

f.  Modify the Variable to $int:output_errors.

7. Click Apply to save and go to Define Diagnosis Section 3.3.3.

Format1 s +

(@ Double-click a variable to parse. Select multiple lines to parse a table.

34 Keepalive set (1@ sec)
35 Full-duplex, Auto-speed, media type is RJ45

36 input flow-control is off, output flow-control is
37 ARP type: ARPA, ARP Timeout ©4:00:00
38 Last input never, output 00:00:00, output hang nev
39 Last clearing of "show interface" counters never
40 Input gqueue: 0/2000/8/@ (size/max/drops/flushes);
41 Queueing strategy: fifo
42 Output queue: @/@ (size/max)
43 5 minute input rate @ bits/sec, @ packets/sec
44 5 minute output rate 3000 bits/sec, 3 packets/sec
45 @ packets input, bytes, @ no buffer
46 oL . L N

@ Help | Allintent Variables

1. Define Variable

Critical Variable (0)

Current Device v | 07/14/2024 10:38:22 PM Search...

18 10077236 packets input, 867625071 bytes, @ no b

19 Received 9311774 broadcasts (@ multicasts)

20 A runts_ @ m“nnﬂ: A thrnttles
21 @ input errors, @ CRC, @ f
22 @ input packets with dribb
23 79422477 packets output, 6
24 @ output errors, @ collisi
25 @ unknown protocol drops

31 MTU 1560 bytes, BW 10000 Kbit/sec, DLY 1000 usec,

32 reliability 255/255, txload 1/255, rxload 1/255

33 Encapsulation ARPA, loopback not set

Test on Devices: 0

+ New Pattern v

- Pattern? v / Type: Paragraph @

IDLineA $interface is $mstring:L1lstatus, line protocel is $mstr =

2 Etherneto.‘al is m, line protocol is Ep (connected)

> 18 Lines

VarLine1 ~ $int:input_errors input errors, $int:CRC CRC,

21 ﬂinput errors, E CRC, 0 frame, 0 overrun, 0 ign-.. > 18 Lines

Varline2 ~ $int:output_errors output errors
24 ﬂ output errors, 0 collisions, 0 interface resets > 18 Lines
Output + Parse Lines o —
$interface ':D ~v | $listatus ~v  $lL2Status v | Sinput_errors v  $CRC
Ethernet0/0 up up (connected) 0 0
Ethernet0/1 up up (connected) 0 [}

> -
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3.3 Define Diagnosis for Health Checks

Let's define the logical condition and diagnosis output using the parsed variables for all the intents

as follows:

3.3.1 Define Diagnosis for Show version

1. Go to the Define Diagnosis ribbon and click on Add Diagnosis.
2. Enter the diagnosis name as Check Uptime.

3. Anchor: Select the variable $uptime from the drop-down menu.

NOTE: Selecting the anchor will draw a line from the variable to the message in the diagnosis

result.
4. Define the If condition as follows:
a) A:Variable uptime |Contains | day.
b) B:Variable uptime | Contains | week.

c) Boolean Expression: A or B.

[2) Add NoteM Add Diagnosis
Name: Check Uptime o

Type description of the diagnosis...

q v N

)4 Check Uptime

[7] Loop Table Rows
v If o

A .5 US-BOSS... Current v
o uptime v
B .o US-BOSS... Current v

o uptime v

C

Contains

Contains

Select Variable

2. Define Diagnosis

Can also click a variable on the left to add automation.

Anchor: | $uptime e v

v | day v W

v~  week v | @
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5. Then: In case If logic is true, define the color (green), status (Success), and message as
$this_device uptime is $uptime.

NOTE: By typing $, you can get the variable selection pop up.

6. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

7. Else: In case If logic is not true, define the color (red), status (Error), and message as
$this_device uptime is $uptime because of $reload_reason.

NOTE: By typing $, you can get the variable selection pop up.

8. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

9. Click Apply to save the settings and then close the window.

~ Then

=) Diagnosis Message: [[]save to Incident =
v | $this_device uptime is $uptime
Set Status Code for Device:
Success v $this_device uptime is $uptime
Set Status Code for Intent;

Success ~  $this_device uptime is $uptime

Add Logic v
v Else fif Delete
2 Diagnosis Message: [[Jsave to Incident =

v | | $this_device uptime is $uptime because of $reload_reason
Set Status Code for Device:
@ Error ~  $this_device uptime is $uptime because of $reload_reason
Set Status Code for Intent:

@) Error  ~ $this_device uptime is $uptime because of $reload_reason

-+ Add Elself

Cano Apply

10. Back in the Network Intent window, click Save to save the intent to the Intent Manager.

A

60 | NetBrain R11.1b



3.3.2 Define Diagnosis for Show Process CPU

1. Go to the Define Diagnosis ribbon and click on Add Diagnosis.
2. Enter the diagnosis name as Check CPU Usage and select the variable $CPU for the anchor.

NOTE: Anchor helps when viewing the resulting diagnosis. It will draw a line from the diagnosis
message to the variable you select as the anchor.

3. Define the If condition as:
A: Variable cpu | Greater than | 50.

NOTE: Set the condition as cpu is Greater than 80 (or any number you think implies the high
CPU in your network).

4. Then: In case If logic is true, define the color (red), status (Error) and message $this_device CPU
utilization is high $cpu.

NOTE: By typing $, you can get the variable selection pop up.

5. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

2. Define Diagnosis

Qllv A [2) Add Note m Add Diagnosis Can also click a variable on the left to add automation.

Check CPU Usage Name: Check CPU Usage o Anchor: | $cpu v

Type description of the diagnosis...

[] Loop Table Rows
v If

A .5 US-BOS-S... Current v

0cpu ~ | Greater than ~ | 50 v @

B Select Variable ~

~ Then
[2) Diagnosis Message: [[]save to Incident =
o ~ | $this_device CPU utilization is high $cpu
: Set Status Code for Device:

o © Error v~ $this_device CPU utilization is high $cpu
Set Status Code for Intent:

© Error v~ $this_device CPU utilization is high $cpu

B S e R e C Vs S S SR et e e
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6. Else: In case If logic is not true, define the color (green), status (Success) and message as
$this_device CPU utilization is normal.

NOTE: By typing $, you can get the variable selection pop up.

7. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

8. Click Apply to save the settings and then close the window.

~ Else i Delete

=] Diagnosis Message: [[] save to Incident =
v $this_device CPU utilization is normal

's] Set Status Code for Device:

) Success ~ | $this_device CPU utilization is normal

Set Status Code for Intent:

) Success ~ | $this_device CPU utilization is normal

Addd ogicas

4+ Add Elself

9. Backin the Network Intent window, click Save to save the intent to the Intent Manager.

Network Intent (Edit Mode)

Cisco Device Level CPU Check £ Diagnosis Tree Run with Live Data o Save @Help =
Type description here... .7 Intent Map: Select ~
Seed Logic Replication Logic
\4 @ + Device | Intent Variables: Manager | Tag: +Add
v & US-BOS-sW1 Type Description here. [ + Add Config Diagnosis + Add CLI Diagnosis =
4 @ show process cpu Tvpe Description here. Edit Diagnosis =
1 IJS-BOS-S\'Jbshow process cpu
2 CPU utilization for five seconds: @%/@%; one minute: @%; five minutes: 0% [ Check CPU Usage !
3 PID Runtime(ms) Invoked uSecs 5Sec  1Min  5Min TTY Process =
Message [5] Status Code
e 1 0 9 0 0.00% 0.00% 0.00% @ Chunk Manager 8
5 2 130752 3604525 36 ©.00% 0.00% 0.00% @ Load Meter
3 lus
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3.3.3 Define Diagnosis for Show interface

In this section, we need to create two diagnoses separately to Check Status and errors as follows:

3.3.3.1 Create a Diagnosis to check Interface Status

1.
2.

Go to the Define Diagnosis ribbon and click on Add Diagnosis.

Enter the diagnosis name as Interface Status and select the variable $interface for the

anchor.

Check in the Loop Table Rows and select the table Pattern1.

Select the variable $interface for the Table Key.

Define the If condition as follows:

a) A:Variable L1status |Contains | down.

b) B:Variable L2status | Contains | down.

c) Boolean Expression: A or B.

Loop Table Rows =
v If

A .5 US-BOSS..

L1status

B .5 US-BOSS..

L2Status
C  Select Variable

Boolean Expression:

Pattern1 ~

Current v

e

Current v

v

Can also click a variable on the left to add automation.

Anchor:

Patterni.$interface

Table Key: interface v o

Contains

Contains

v

down

down

2. Define Diagnosis
[2) Add Notom Add Diagnosis

Name: Interface Status o

Type description of the diagnosis...

A
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6. Then: In case If logic is true, define the color (red), status (Error), and message On $this_device,
Interface $interface is down, Current L1 status is $L7status and L2 status is $L2Status.

7. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

8. Else: In case If logic is not true, define the color (green), status (Success) and message as On
$this_device, Interface $interface is UP.

9. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

10. Click Apply to save and create the intent.

’ 2. Define Diagnosis

[2) Add Note 2] Add Diagnosis Can also click a variable on the left to add automation.
~ Then
) Diagnosis Message: [T]save to Incident =

~ on $this_device, Interface $interface is down, Current L1 status is $L1status and Lz
Set Status Code for Device:
@ Error ~ | on $this_device, Interface $interface is down, Current L1 status is $L1status .
Set Status Code for Intent:

@ Error ~ on $this_device, Interface $interface is down, Current L1 status is $L1status .

Add Logic v
~ Else i Delete
5] Diagnosis Message: [T] save to Incident =

v On $this_device, Interface $interface is UP
Set Status Code for Device:
€ Success v~ On $this_device, Interface $interface is UP
Set Status Code for Intent:
@ Success ~  On $this_device, Interface $interface is UP

+ Add Elself

Car@ Apply
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3.3.3.2 Create a Diagnosis to check interface errors

o v & WN

Go to the Define Diagnosis ribbon and click on Add Diagnosis.

Enter the diagnosis name as Check Errors.

Select the variable $input_error for the anchor.

Check in the Loop Table Rows and select the table Pattern1.

Select the variable $interface for the Table Key.

Define the If condition as follows:

a) A:Variable input_errors (Current)|Does not equal | input_errors (Last)

b) B: Variable CRC (Current) | Does not equal | CRC (Last)

c) C:Variable output_errors (Current)| Does not equal | output_errors (Last)

d) Boolean Expression: Aor B or C

2. Define Diagnosis
[2] Add Note [ Add Diagnosiso

Name: Check Errors o

Type description of the diagnosis...

Can also click a variable on the left to add automation.

Anchor: | Patterni1.$input_err... ve

Loop Table Rows .= Pattern] ~ Table Key: interface vo e

i

A .5 US-BOS-S...

Current w Last v
input_errors ~  Does not equal v v W

B .5 USBOSS..  Current v Last v
CRC ~ | Does not equal v v W

C .5 US-BOSS.. Current v Last v
output_errors ~  Does not equal ~ | output_errors v W

D  Select Variable

Boolean Expression:

AorBorC
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7. Then: In case If logic is true, define the color (red), status (Error) and message as:
$this_device Interface $interface has:
Current input errors $input_errors and last input errors $input_errors(Last)
Current CRC $CRC and last CRC $CRC((Last)
Current output errors $output_errors and last $output_errors(Last)

NOTE: By typing $, you can get the variable selection pop up.

8. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

9. Else: In case If logic is not true, define the color (green), status (Success) and message as
Errors on $this_device has not increased.

10. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.

11. Click Apply to save and create the intent.

v Then

|2 Diagnosis Message: [J save to Incident =
v $this_device, Interface $interface has: Currentinput errors $input_errors and las

{s] Set Status Code for Device:
@ Error ~ | $this_device, Interface $interface has: Current input errors $input_errors a

Set Status Code for Intent:

@ Error ~  $this_device, Interface $interface has: Current input errors $input_errors a

L)
Add Logic v
v Else i Delete
[2 Diagnosis Message: [ save to Incident =

v Errors on this device $this_device have not increased
E {s] Set Status Code for Device:
@ Success v Errors on this device $this_device have not increased
[s] Set Status Code for Intent:

Success v~ Errors on this device $this_device have not increased

Cano Apply

12. Back in the Network Intent window, click Save to save the intent to the Intent Manager.

{
{
{
3,
t
2 ='Aud cisen

#
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3.4 Monitor F5 Virtual Server Status

Besides the overall health check, you may also automate some important operational status. For
example, for an F5 load balancer, you may create an intent to check the status and state of the
virtual servers and their pool member using the CLI command show ltm virtual detail recursive.

3.4.1 Parse variables from show Itm virtual detail recursive

The output of the command show Itm virtual detail recursive may include the multiple virtual
servers, and so you use the Paragraph Parser to parse the data like what you have done for the
command show interface. A paragraph of a virtual server may have multiple pool members, so you
need to create a Paragraph Parser for the Paragraph. In other words, you create a Paragraph Parser
within a Paragraph Parser (the Parent Parser).

The result will be two tables: the virtual server and the pool member. And you can create two
separate diagnoses from the same sample data.

1. Inthe command field, enter the command show Itm virtual detail recursive.
2. Click Retrieve.

3. Use Paragraph Parser to parse the virtual server since there can be multiple virtual servers.
Define the ID line as Virtual Server: $Virtual_Server. Parse the variables and modify them as
listed in the following table:

Variable ID/Var Line

Virtual Server Virtual Server: $Virtual_Server

Status A Availability: $mstring:Status
State A State: $string:state
CPU Usage Last 5 Minutes $int:CPU_Usage_Minutes
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4. Change the name of the paragraph parser to Virtual Server.

CLI Command Diagnosis X

o show Itm virtual detail recursive X~ | Retrieve Q Live Data

| Format1 v +

1. Define Variable 2. Define Diagnosis

Teston Devices:0 =

Critical Variable (0)

O a w

(D) Double-click a variable to parse. Select multiple lines to parse a table.

Current Device ~ | 07/15/2024 01:02:35 PM Search...

1 ['ont@(IZ)(cfg-sync Sync Failed)(Active)(/)(tmos)#sho
2

P1-ID Line A

,
iVirtual_Server° v/ Type: Paragraph @

=
+ New Patter

IDLineA Virtual Server: $Virtual_Server

: $mstring:Status

20 Maximum Connections
21 Total Connections
22 Evicted Connections

9
24
e

23 Slow Connections Killed 2]
: i

Varline2 ~ State

ittt ettt ror e 1 4 Ltm:Virtual Server: |[Common/F5-lab|
6  Status or L

7 Availability : available

8 State : enabled

9 Reason : The virtual serve Varline1l ~ Availability

13

14 Tr-a_fﬁc ClientSide Ephe

16 sits ot i 7 | Availability : [available]
17 Packets In 278

18 Packets Out 326

19 Current Connections 2]

: $string:state

8 | state

: lenabled|

N

Varll.inEB Last 5 Minutes $int:CPU_Usage_Minutes

&

5. Create a second pattern to extract the pool member variables and add it as a child to the

pattern Virtual_server (the parent parser).

6. Go tothe +New Pattern drop down menu and choose Paragraph.

2. Define Diagnosis

) < Virtual_Server

~v | # Type: Paragraph @

IDLineA Virtual Server: $Virtu:

Var Line 1

4  Ltm:Virtual Server: [Comn

~ Availability

Test on Devices: 0 =
+ New Pattern v

Auto Pattern

7 | Availability : [available]

Single Variable
Tabl
avie > 1 Line
Paragraph e
Advanced >
st g« =
> 1Line

7. Inthe new paragraph, Go to the menu = and select Add Parent.
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8.

9.

Rename the pattern name to Pool_members.

2. Define Diagnosis

Test on Devices: 0 =

) | & Paragraph1 o Q:IV Type: Paragraph @ + New Pattern v =

rename Add Parent o

ID Line A Add Start Line
Add End Line
+ Field v Define Replacement

Comparison Settings
End of Paragraph
Rename

Delete

Insert Pattern >

In the Parent field, select Virtual_Server from the drop down menu.

10. Parse the pool member, state and availability as listed in the following table:

11.

Variable ID/Var Line

Pool Member Pool Member: $mstring:poolmember

Status Availability: $mstring:Status_poolmember

State State: $string:state_poolmember

Click Apply to save and go to Define Diagnosis.

Format1 v + <& Pool_members v # Type: Paragraph @ + New Pattern v
(D) Double-lick a variable to parse. Select multiple lines to parse a table. Critical Variable (¢

Current Device ~ | 07/15/2024 01:02:35 PM Search. O a v R
Parent = Virtual_Server ~ | 4/4Variables

147 =

148

149 4| Ltm::Pool Member: Common/S2:80@

150 | e

151 : :

152 || Status IDLlineA Pool Member: $mstring:Pool_Member

13 1l Availability : available

e | State : enabled : : 90 | Ltm::Pool Member: [common/s1:80 > 2 Lines

ve; . _Reason : Pool_member is availakt

158 | Pool Hame : Common/FS-Web-Servers

159 1 IP Address 1 10.2.217.3

160 1

161 | Traffic Serv VarLline1 Availability : $mstring:Status_poolmember

162 1 Bits In

163 | Bits Out I

164 1 Packets I

165 | Packets ut 93 | |availability :[available | > 2 Lines

166 | Current Connections

167 | Maximum Connections

168 I Total Connections

169 | Total Requests

b | Current Sessions Varline2 State : $mstring:State_poolmember

172 | Connection Queue

173 I MNumber of connections queued now

174 | Mumber of connections serviced 94 | nabled » 2 Llines

@ Help | Al intent Variables Cancel Apply @
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3.4.2 Define Diagnosis for Monitor F5 virtual server

In this use case, we shall create three different diagnoses each for:

1. Virtual server status and state

2. Checking CPU usage

3. Pool member status and state

3.4.2.1 Create a Diagnosis to check the virtual server Status and State

-_—

Go to the Define Diagnosis section and click on Add Diagnosis.
Enter the diagnosis name as Virtual server status and state.

Anchor: Select the variable $Virtual_server from the drop-down menu.
Check in the Loop Table Rows and select the table Virtual_server.

Select the variable $Virtual_server for the Table Key.

o v ok~ WN

Define the If condition as follows:
a) A:Variable status (Current) | Does not equal | Status (Baseline).
b) B:Variable State (Current) | Does not equal | State (Baseline).

c) Boolean Expression: A or B.
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10.

11.

) 2. Define Diagnosis
[2) Add Note ] Add Diagnosis o

Name: Virtual Server Status and State o

Type description of the diagnosis...

Can also click a variable on the left to add automation.

Anchor:  Virtual_Server.$Virt... 0

™) Loop Table Rows ,= Virtual_Server Table Key: Virtual_Server vo H A
~v If

A F”2 Current v Baseline v

Status ~  Does not equal v | Status v | i
B 12 Current v Baseline v

state ~ | Does not equal v | state v | @
C  Select Variable v

Boolean Expression: | AorB

~ Then

Then: In case If logic is true, define the color (red), status (Error) and message as:
On $this_device Virtual Server $Virtual_Server status or state has changed:

Current status is $Status and Baseline status was $Status(Baseline)

Current state is $state and Baseline state was $state(Baseline)

Check-in both the selection boxes of the Set Status Code for Device and Set Status Code for
Intent to duplicate the message to the Device Status Code.

Else: In case If logic is not true, define the color (green), status (Success) and message as
$this_device Virtual Server $Virtual_Server status $Status or state$ state is not changed.

Check-in both the selection boxes of the Set Status Code for Device and Set Status Code for
Intent to duplicate the message to the Device Status Code.

Click Apply to save the settings and then close the window.
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2. Define Diagnosis

[2) Add Note ] Add Diagnosis Can also click a variable on the left to add automation.
[#) Diagnosis Message: [(]save to Incident =
7 ~ On $this_device Virtual Server $Virtual_Server status or state has changed: Currer

Set Status Code for Device:

@ Error ~  On $this_device Virtual Server $Virtual_Server status or state has changed: |

8
Set Status Code for Intent:
@ Error ~ | On $this_device Virtual Server $Virtual_Server status or state has changed: ¢
Add Logic v
v Else iy Delete
[2) Diagnosis Message: [[]save to Incident =
9 ~ vice Virtual Server $Virtual_Server status:$Status and state: $state is not changed
Set Status Code for Device:
@ Success v $this_device Virtual Server $Virtual_Server status:$Status and state: $state ic
10 Set Status Code for Intent:

& Success v $this_device Virtual Server $Virtual_Server status:$Status and state: $state i<

Add Logic v

- Add Elself

Caro Apply
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3.4.2.2 Create a Diagnosis to check virtual server CPU usage

1. Go to the Define Diagnosis section and click on Add Diagnosis.
Enter the diagnosis name as Check CPU Usage.

Anchor: Select the variable $Virtual_server from the drop-down menu.
Check in the Loop Table Rows and select the table Virtual_server.

Select the variable $Virtual_server for the Table Key.

o v & WN

Define the If condition as:

A: Variable CPU_Usage_Minutes | Greater than | 50

2. Define Diagnosis

[2) Add Note 2] Add Diagnosis o Can also click a variable on the left to add automation.

Name: Check CPU usage o Anchor: | Virtual_Server.$Virt... \0

Type description of the diagnosis...

Loop Table Rows .= Virtual_Server « Table Key: Virtual_Server vo &3
v If
A =H512 Current v
o CPU_Usage_Minutes ~ | Greater than ~ | 50 v
B | Select Variable v

7. Then: In case If logic is true, define the color (red), status (Error) and message as “$this_device
Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes is high".

NOTE: By typing $, you can get the variable selection pop up.

8. Check-in both the selection boxes of the Set Status Code for Device and Set Status Code for
Intent to duplicate the message to the Device Status Code.
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9. Else: In case If logic is not true, define the color (green), status (Success) and message as
$this_device Virtual Server $Virtual_Server, CPU usage $CPU_Usage_Minutes is normal.

10. Check-in both the selection boxes of the Set Status Code for Device and Set Status Code for
Intent to duplicate the message to the Device Status Code.

11. Click Apply to save the settings and then close the window.

2. Define Diagnosis

[2) Add Note [2] Add Diagnosis Can also click a variable on the left to add automation.
~ Then
[2) Diagnosis Message: [(Jsave to Incident =

v $this_device Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes is hig
Set Status Code for Device:
@ Error  ~  $this_device Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes
Set Status Code for Intent:

© Error ~  $this_device Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes

Add Logic v
~ Else @ Delete
[2) Diagnosis Message: [C]save to Incident =

~  $this_device Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes is nol
Set Status Code for Device:
) Success ~ | $this_device Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes
Set Status Code for Intent:

@ Success ~ | $this_device Virtual server $Virtual_Server, CPU usage $CPU_Usage_Minutes

= 'Aud cisen

Cano Apply
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12. Back in the Network Intent window, click Save to save the intent to the Intent Manager.

Network Intent (Edit Mode) X

/1 Monitor F5 Virtual Server & Diagnosis Tree Run | with Live Data 9 Save @Help =
Type description here... .~ Intent Map: Select ~
. Seed Logic Replication Logic
[ @+ Device ] Intent Variables: Manager | Tag: +Add [E
v 512 Type Description hered€ | B + Add Config Diagnosis @ + Add CLI Diagnosis =
4 show Itm virtual detail recursive Type Description hereG€ | Edit Diagnosis =
1 l‘oot@(lZ)(cfg-sync Sync Failed)(Active)(/)(tmos)#show 1tm virtual detail recursiv
2
B | o B Check CPU usage w
; Ltm: :Virtual Server: Common/F5-lab [2 Message [5] Status Code
6 Status X [ Pool Member State and Statu...
7 Availability : available
8 State : enabled [2 Message [5] Status Code
9 Reason : The virtual server is available
10 CMP : enabled [ Virtual Server Status and State T
11 CMP Mode : all-cpus N
12 Destination : 10.1.217.50:80 [ Message [5] Status Code
13
14  Traffic ClientSide Ephemeral General
15 Bits In 176.0K 0 -
1c Dides Nk AT IV n
4
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3.4.2.3 Create a Diagnosis to check pool member Status and State

1. Go to the Define Diagnosis section and click on Add Diagnosis.
Enter the diagnosis name as Pool Member State and Status check.
Anchor: Select the variable $Pool_member from the drop-down menu.
Check in the Loop Table Rows and select the table Pool_members.

Select the variable $Pool_member for the Table Key.

o v & WN

Define the If condition as:
a) A:Variable Status_poolmember(Current) | Does not equal | Status_poolmember(Baseline)

b) B: Variable State_poolmember(Current) | Does not equal | State_poolmember(Baseline)

c) Boolean Expression: A or B.

2. Define Diagnosis

[2) Add Note 2] Add Diagnosiso Can also click a variable on the left to add automation.

Name: Pool Member State and Status check o Anchor: | Pool_members.$Po... ve

Type description of the diagnosis...

Loop Table Rows = Pool_members ~ Table Key: Pool Member vo 5
T O
A 12 Current w Baseline v

°Status_poolmember ~  Does not equal ~ | Status_poolmember v o

B 12 Current v Baseline v

o State_poolmember ~  Does not equal ~  State_poolmember v | W

C  Select Variable v

Boolean Expression: = Aor B o

LI'\_ﬂ"_-_Pi-\._ﬂ B e T P W
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10.

11.

Then: In case If logic is true, define the color (red), status (Error) and message as “On
$this_device, Pool Member $Pool Member status or state has changed: Current status is
$Status_poolmember and Baseline status was $Status_poolmember(Baseline)

Current state is $State_poolmember and Baseline state was $State_poolmember(Baseline)”

NOTE: By typing $, you can get the variable selection pop up.

Check-in both the selection boxes of the Set Status Code for Device and Set Status Code for
Intent to duplicate the message to the Device Status Code.

Else: In case If logic is not true, define the color (green), status (Success) and message as
$this_device Pool Member $Pool_Member status or state not changed.

NOTE: By typing $, you can get the variable selection pop up.

Check-in both the selection boxes of the Set Status Code for Device and Set Status Code for
Intent to duplicate the message to the Device Status Code.

Click Apply to save the settings and then close the window.

~ Then

Diagnosis Message: Save to Incident =
~  On $this_device, Pool Member $Pool_Member status or state has changed: Currel
[s] Set Status Code for Device:

@) Error ~  On $this_device, Pool Membsefr $Pool_Member status or state has changed:

o Set Status Code for Intent;

@) Error ~ | On $this_device, Pool Member $Pool_Member status or state has changed:

Add Logic v
v Else fif Delete
Diagnosis Message: Save to Incident =

v $this_device Pool Member $Pool_Member status and state not changed
Set Status Code for Device:

Success v $this_device Pool Member $Pool_Member status and state not changed

0 [s] Set Status Code for Intent;

Success v $this_device Pool Member $Pool_Member status and state not changed

<+ Add Elself

Caro Apply
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3.5 Execute Intents and Create Dashboards

Now, let us create intent dashboards for each intent created in Chapter 3 and previous Chapter 2.
And then a summary dashboard which provides an overview displaying results from multiple Intent
dashboards.

1. Intent Dashboard to view the individual Intent results and

2. Summary Dashboard to view the consolidated Intent results in a single view.

3.5.1 Execute Intents

Let us execute all the intents created in this chapter and add them to a dashboard as follows:
1. Open the intent CPU Usage Check (Cisco I0S) from the intent manager.
2. Click Run.

N@tarqin Next-Gen Search Anything and Create Map... Q n Incident 19

Network Intent Manager > Common Intent @Help 5 §

Common Intent v
Search... '.:.\ + New Intent
All #MAC_Address_Ch... (1) ' 1commadn(1) | 10.10.10.0/24( >
400 AB(3)
CPU Usage Check (Cisco 10S) °0pen v
Interface Status Check (Cisco 10S) \\\
Show Version (Cisco 10S) bt

: Network Intent (View Mode) - All Network Intents/AB/CPU Usage Check (Cisco I0S)

| CPU Usage Check (Cisco 10S) «= Open 0 5o # Edit =

Result: No History Data & @ o Run | ~ with Live Data

No result available because this intent has not been executed.

Intents

. View v
Chatbot

~ & US-BOS-SW1 1 Diagnosis

4 show process cpu 1 Diagnosis
1 |S-BOS-SW1>show process cpu

1 2 (PU utilization for five seconds: @%/0%; one minute: 0%; five minutes: @% Check CPU Usage ‘
3 PID Runtime(ms) Invoked uSecs  5Sec  IMin  SMin TTY Process
4 1 [} 9 ? ©0.00% 0.00% 0.00% @ Chunk Manager
3 2 130752 3604525 36 0.00% 0.00% 0.00% O Load Meter |
6 3 [} 30 Q@ ©.00% 0.00% 0.00% © SpanTree Flush ‘
7 4 1295180 2435550 531 ©.00% 0.01% 0.00% @ Check heaps |
8 5 8060 300377 26 0.00% 0.00% ©0.00% @ Pool Manager ‘
9 6 ] 1 ? ©.00% 0.00% 0.00% @ DiscardQ Backgr
10 7 [’] 2 Q@ 0.00% 0.00% 0.00% @ Timers ‘
11 8 6404 1339739 4 0.00% 0.00% 0.00% @ WATCH_AFS |
12 9 4 1 4000 ©.00% 0.00% ©0.00% © OIR Handler |
13 10 %] 1 Q 0.00% 0.00% 0.00% @ IFS Agent Manac }
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3.

After successful execution, the results will appear as defined in the diagnosis section. To create
the intent dashboard from this window, go to next Section 3.4.2.

Network Intent (View Mode) - All Network Intents/AB/CPU Usage Check (Cisco 10S)

v & US-BOS-SW1

4 @ show process cpu

1

2  Execution log:
3 2024-07-25
& 2024-07-25
S 2024-07-25
6 2024-07-25
7/ 2024-07-25
8 2024-07-25
9 2024-07-25
0

1 2024-07-25

CPU Usage Check (Cisco 10S)

Result: 07/26/2024 12:13 AM v

14:43:
14:43:
14:43:
14:43:

14:43

i ® [

This intent execution is finished at 07/26/2024 12:13 AM with 1 err, Log

[S) Us-BOS-SW1 CPU utilization is normal 2

[S) us-BOS-SW1 CPU utilization is normal 1

Failed to connect to the device US-BOS-SW1.

34 Sending task(contain. . . .. 42
34 Front Server netbrainfs(192.168.30.51) received the task(i
34 Dispatch the task to live thread

34 Start running the task in live thread

:34 Telnet to device 10.8.1.241
14:43:
14:43:
14:43:

35 Failed to connect, error code: @; error description: [1006
35 Failed to access the device, Front Server will not access
35 Can not Telnet/SSH to the device.

1 US-BOS-SW1 CPU utilization is no...

.. Open 0 &0 /ZEdit

Run \ v  with Live Data

View v

3.5.2 Intent Dashboard

Create an Intent Dashboard directly from the Network Intent results window as follows:

1.

2.

Click the Create Intent Dashboard icon in the intent results window to open the
corresponding window.

In the Create Intent Dashboard window:

a) Enter the Dashboard Name as CPU utilization check.

b) Select the Location to save the Intent Dashboard.

c) Data Source: By default, Specified Intent is selected from the dropdown.

d) Intent: Created intent is selected by default. Keep it the same.

e) Click Create.
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Create Intent Dashboard 2

Create Intent Dashboard for 'CPU Usage Check (Cisco 105)'

Name: CPU utilization check o
Location: M My Dashboards o

D Use Template

Data Source  Specified Intent o v
Intent: CPU Usage Check (Cisco |os;°

Include Triggered Follow-up Intent Results

Time Range Last 7 Days ~

Cancel Create q

3. Aprompt window appears with the success message Intent Dashboard has been created with
two options: Open Intent Dashboard or Add to Summary Dashboard.

Create Intent Dashboard X

0 Intent dashboard has been created.

You may open to view the dashboard, or choose to add it to a

summary dashboard.

oAdd to Summary Dashboard Open Intent Dashboar

a) Add to Summary Dashboard: The Summary dashboard provides an overview displaying
results from multiple Intent dashboards.

b) Open Intent Dashboard: Displays the intent executed results of the created intent. Refer to
Section 2.9.2 for more information.

4. Click Add to Summary Dashboard. Refer to next Section 3.4.3 to view all the Cisco device
network intent results together in a single dashboard.
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3.5.3 Summary Dashboard

The summary dashboard provides an overview displaying results from multiple Intent dashboards
of the entire network or a set of network devices. With Summary Dashboard, you can group Intent
Dashboards into widgets based on diagnosis purpose and display results by device, site or device
groups. You can use the summary dashboard to monitor critical information across thousands of
devices and discover the root cause for issues in one view.

Let us create a Summary Dashboard using the step-by-step instructions as follows:
1. After selecting Add to Summary Dashboard, its corresponding window will appear.

2. Inthe Add to Summary Dashboard window, let us create a new summary dashboard and new
dashboard group as follows:

a) Summary Dashboard: open the dropdown menu.
b) Select +New Summary Dashboard to pop up its dialogue.

c) Enter the dashboard basic details like name, group title and location of the summary
dashboard to save.

d) Click OK to save and create the summary dashboard.

Add to Summary Dashboard X

Summary Dashboard: | Select or create New o Va
~
~ Select or create New v
~
Dashboard Group: Sefect or create New v R I o}
4 [ shared Dashboards (2)
Cancel 0K ¢ [ Murali_Kirthi (1)
adf

l + New S,ummary Dashboard o
New Summary Dashboard X ’1,

47 Shared Dashboards 7

[0 Murali_Kirthi ’
[0 My Dashboards ’

Dashboard Name: Device Health Monitor o

Dashboard Group Title:  Cisco 10S Devices

Cancel OK ?
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3. A prompt window appears with the success message “Intent dashboard has been added to the
summary dashboard”.

Add to Summary Dashboard X

o Intent dashboard has been added to the summary dashboard.

Open the summary dashboard to view or edit your changes.

Close Open Summary Dashboard

4. Close the window and add two other intents, Uptime check and Interface status check, to
dashboards created for Cisco I0S switch devices in Chapter 3. The final summary dashboard

will be:
A N . —_
Device Health Monitor Last Refreshed at 26/7/2024, 125721am (&} =
Summary
Number of Intents Number of Devices Number of Alerts Number of Successes
Cisco 105 Devices
Number of Intents Number of Devices Number of Alerts Number of Successes
Q
Device Results < >
Dashboard and Intent Group Intent Results
Total Device Results US-BOS-SW1

CPU utilization check 0

Interface Check 0

.III

Uptime Check

Total Alert Count 4
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4 Enable Others to Use Your Automation

In the last two chapters, you learned how to create intents to automate a task usually done via the
CLI commands. The intent results can be viewed in the map, the diagnosis tree, and in the
Dashboard. An intent is always associated with one or multiple devices. The intent diagnosis can be
duplicated to other devices, which are included as the seed devices. However, this duplication
method is not scalable. In this chapter, you will learn a scalable way to replicate an intent to other
devices via an easy-to-follow wizard, Auto intent wizard. While a user opens a map, The intents
(auto intents) that are qualified for the devices in the map will be listed in the Auto Intent pane.

In this chapter, we will introduce a key feature, follow up intent, and teach how you can use the
follow up intent to encapsulate a set of intents into a parent intent. This parent intent, sometimes
called wrapper intent, hides the detailed intent implementation from the end user and can
function as a public interface to the end user, which will be accessed as an auto intent or as a
chatbot.

This chapter will reuse the intents created in previous Section 2 and Section 3 and cover the
following flows:

1. Use Auto Intent Wizard for others to use the automation.

2. Use Follow up intent to create a wrapper intent.

3. Chatbot to run intents.
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4.1 Auto Intent Wizard: Replicate Intent to Multiple Devices

Replicating the intents to multiple devices with Auto Intent Wizard is straightforward. The steps
involved are detailed as follows:

1. Click the Intents menu located on the desktop sidebar and select Auto Intent Wizard to open
its corresponding wizard.

2. Input the data for replication in the following three ribbons of the Auto Intent Wizard:

e Intent Template

e Pre Decode

e Auto Intent

Auto Intent Wizard X
Intent Template Pre-Decode Auto Intent

Net3rain 20

Seed Intent: Select

Recents

Network 1P |
i

One-IP Table

b 4
- w

Ping Cisco
© Select a seed intent to replicate and define the key parameters to convert a seed intent to template. Next

- . ,4
I [ 2 7’

Intents ® = - _
Intent Manager Intent Replic Auto Intent Wizard @
Wizard

%

Automation Data Table Intent Based Schedule Intent
Automation Center
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4.1.1 Intent Template

In this ribbon, you will provide the basic details like seed intent, target devices and template
settings such as macro variables.

1.

2
3.
4

Seed Intent: Click Select and choose the intent Ping Cisco from the Select Intent dialog.
Intent Template for: Choose the Device-based Replication.
Intent Qualification: Click the Select drop-down menu beside Define via Device Group/Sites.
Click Select Device Groups to open its corresponding window.

a) Check the selection box of the device group you want to replicate.

b) Click OK.

Auto Intent Wizard - Ping Cisco

Intent Template Pre-Decode Auto Intent

4% Full Settings for Template
Seed Intent: | Ping Cisco Select oo‘med at: 12:25:21 AM 07/20/2024

Intent Template for: ® Device-based Replicatioro:) Path-based Replication

Intent Qualification: (®) via Device Groups/Sites: Select O via Dynamic Search:
Select Device Groups
Select Sites
Define Macro Variables and Rules for Their Substi \ Add Device Group
Items: 4 New Device Group -
Seed Device Seed Command ~ 4 @ All Device Groups
1 My Device Groups
. ~ -
- ing 10.8.1.1
& USBOS-SWT & ping A % Cisco 10S devices (4)
&3 US-BOS-SW2 ED ping 10.8.1.1 []% Cisco 10S switches (4)
o US-BOS-SW3 ping 10.8.1.1 4 [J7 Shared Device Groups
47 US-BOS-SW4 ED ping 10.8.1.1 » IR Ahmed
O Ajay
- [Ji Anurag
i [Jf Automation Library

Please click to select an entry fr Cancel OK ?

© Select a seed intent to replicate and define the key parameters to convert a seed intent to template. Next
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Now, set the option to pass an interface using Full Settings for Template located at the top right
corner.

5. Click Full Settings for Template.

Auto Intent Wizard - Ping Cisco

Intent Template Pre-Decode Auto Intent
G} Full Settings for Template

Seed Intent:  Ping Cisco Select Last Modified at: 02:54:31 PM 12/19/2023
Intent Template for: (&) Device-based Replication () Path-based Replication

Intent Qualification: (8) via Device Groups/Sites: Select « () via Dynamic Search:

Define Macro Variables and Rules for Their Substitution:

Item: 1 Preview

Seed Device Seed Command Macro Variables

6. A prompt will appear to save the intent modifications before proceeding further, Click Save.

Unsaved Changes X

This intent has been modified. Do you want to save it before you
proceed?

o —

Cancel Continue without Saving Save

7. Toggle the Intent Template on by clicking on the Serve as Template for.

8. Go to the Macro Variable tab and click + Command Variable to select the command to
customize.

A Macro Variable is a special intent variable that can be used as an input of an intent. For
example, for the intent using the command ping 10.8.1.1, you can replace the value 10.8.1.7 as
a macro variable $server_ip (the command becomes ping $server_ip) so that a user can enter
any server IP address while executing the intent. Besides functioning as the user input for the
CLI command, Macro Variables can also be used to pass the values from a parent intent to
follow up intents, which will be covered later.
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9. Selectthe ping 10.8.1.1 command and click OK to open the variable pattern modifier window.

Full Settings for Intent Template

¥4 W Serve as Template for: (8) Device-based Replication

Intent Qualification

4 Seed Device
« US-BOS-SW1
& US-BOS-SW2
& US-BOS-SW3

@ US-BOS-SW4

Preview Data

Macro

() Path-based Replication [_] Enable Neighbor Pair Replication

Variable Critical Variable Advance Settings

Oltems + Device Variable + Commar{\lariableo

Macro Variable \

~

S

Source

ED ping 10.8.1.1

'\

Add Command Variable X
Data for Device

Cancel OK
Cancel OK

10. Inthe Variable Pattern dialog, modify Ping 10.8.1.1 with Ping $server_ip.

11. Add the Description and set the Default Value to 10.8.1.1.

12. Click OK to save and close your settings.

Define Command Variable

Command: ping 10.8.1.1

Variable Pattern: ping 10.8.1.1

Exi le: show ip ospf 1 -> sh

@ Tip: Yokcan define a macro variable by replacing the string with $var_name.

Define Command Vari

Variable Pattern:

able

Command: ping 10.8.1.1

Ping $server_ip

Jo. You can define @ macro variable by replacing the string with $var_name.

’ s Example: show ip ospf 1> show ip ospf $process_id
i
sserver_i;;
Description:  Enter the destination server ip Q
Type:  string
* Default Value:  10.8.1.1 Q

Prompt for Input: = server_ip

Hint:  setvalue...

Cancel

9
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13. You will directed back to template settings. Set the Used Default Value option in the Look up
Data for Device column from the dropdown menu.

14. Click OK to save and close the window.

Full Settings for Intent Template X

_ Serve as Template for: (8) Device-based Replication () Path-based Replication ("] Enable Neighbor Pair Replication

Intent Qualification Macro Variable Critical Variable Advance Settings
1item + Device Variable + Command Variable
4 Seed Device Macro Variable Source Type Default Value Look up Data for Device
4 & US-BOS-SW1

server_ip Ping $server_ip string 10.8.1.1 Used Default Value @ v
& US-BOS-5W2
@ US-BOS-SW3

&2 Us-BOS-5W4

Preview Data Cancel OK
4

15. Click the Preview button to validate the list of target devices configured with Macro Variables.

16. Click Next in the Intent Replication Wizard to move to the Pre-Decode step.

Auto Intent Wizard - Ping Cisco X
Intent Template Pre-Decode Auto Intent

£ Full Settings for Template

Seed Intent: | Ping Cisco Select Last Modified at: 08:54:5% PM 07/20/2024
Intent Template for: (& Device-based Replication (O path-based Replication
Intent Q ion: @ via Device P 1 Device Groups/Folders O via Dynamic Search:

Define Macro Variables and Rules for Their Substitution:

Items: 4 o Pre;‘ew

Seed Device Seed Command Macro Variables Y i
&7 US-BOS-SW1 ED ping 10.8.1.1 $server_ip /4
QVis:l' Preview Data x ’I
&7 USBi V4
ousg| 8 itemsof 8 devices search... Q V' d

Hostname $server_ip(US-BOS-SW1) #

&2 Us-BOS-sW1 10.8.1.1

4 US-BOS-SW2 10.8.1.1

w» US-BOS-SW3 10.8.1.1

&2 US-BOS-SWd 10.8.1.1

&2 US-NYJ-CW01-01 10.8.1.1

2 US-NYJ-CW01-02 108.1.1

2 US-NYJ-CW02-01 10811

s US-NYJ-CW02-02 10.8.1.1

© Select a seed ir] @ Next
oK
4
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4.1.2 Pre Decode

With the settings configured in this ribbon Pre Decode, the seed intent will be decoded to the
target devices. If the Netbrain system fails to retrieve and parse the critical variable of the target
devices, then the device will not be qualified for intent replication.

1. Install Intent Template to: Select a group from the dropdown menu to add the intent in the
IBA center.

2. Click the Install & Decode button to install the intent to the target devices.

NOTE: The status of the intent installation is displayed next to the Install & Decode button.

Auto Intent Wizard - Ping Cisco

Intent Based Automation Center

Install Intent Template to: | Automation Cookbook o w {0k Decoding Settings

o Install & Decode Status: Uninstalled

T
A
(2] Status: Not Started
Output: 0 devices decoded for this intent
) Decode the intent template on domain devices. Previous Next

r_————eee_—————_—_—__e—————— |
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3. Click Decode Now to start decoding the intent to the target devices.

NOTE: Click the Refresh icon after a minute to see the updated decode status. The updated
decoded devices can be seen at the bottom of the Decode Now button.

4. Checkin the Update Intent Baseline to update the seed intent baseline information before
replicating it to target devices and click OK.

NOTE: At this step, wait for the decode to complete by refreshing the status until you see a
number of devices have been decoded.

Auto Intent Wizard - Ping Cisco

Intent Based Automation Center

Install Intent Template to: Automation Cookbook v {0} Decoding Settings
(1] Status: Instolled
Decode Now

Decode service will start soon, it may take a long time, 3
(2] Decode Now os: Not Started

depending on the number of qualified devices.

Output: 0 devices decoded for this intent DD Update Intent Baseline
Cancel OK
© Decode the intent template on domain devices. Previous Next

View decoded results from Intent Based Automation Center:

5. Click Intent Based Automation Center at the top right corner to open it in a new window.
a) Inthe Intent Based Automation Center, go to the intent template Ping Cisco.
NOTE: Its corresponding results can be seen on the left side of the screen.

b) Click 4 Devices decoded to view the detailed report and the log of the decoded devices.
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[, Intent Based Automation Center @Help

‘ Installed Intent Templates Published Intents Auto Intent Auto Intent Profile NetBrain Download
ltems: 163+ Add Intent Template  Filter: Al v || search Oz ] nient Template Name: Ping Cisco &2
4 Intent Template... Location Intent Decoding Decoded Device Auto Intent Cloned Intents. Basic Cloned Intents
4 Ajeet
STP Lab3 All Network Inten... Last Decoded at... 21 (] 16
Intent Decoding Decade Now
4 Amy ) Recurring Decode
StaticRoutes_R...
BGP Golden In...
4 Automation Cookbod  Last Decode Task Run at 07/20/2024 09:09:52 PM  View Decode Task Creation Log o 8 Devices decoded
o Ping Cisco Total Decoded Devices: 8 Filter:  No,All Trigger Sources Auto In...  ~ Q|5 = Refresh ,
4 ooy
4 Automation Library Matched Device Matched Seed Device Matched Command Create Intent  Last Decoded At Baseline Data Updated At 7/
QSRE Deui U NTLWUEUL US-BUSIWI FIg 108,11 UL IILETILUTIY U7 £UTZU2% USIU0:1 1 P
US-BOS-5W2 US-BOS-SW3 ping 10.8.1.1 Al Trigger Sourc... 07/20/202403:09:51 PM  07/20/2024 03:08:54 PM
US-BOS-SW1 US-BOS-SW2 ping 10.8.1.1 All Trigger Sourc... 07/20/2024 09:09:52 PM 07/20/2024 09:08:54 PM
US-BOS-5W4 US-BOS-SW2 ping 10.8.1.1 All Trigger Sourc... 07/20/202403:09:52 PM  07/20/2024 09:08:54 PM
US-BOS-SW1 US-BOS-SW4 ping 10.8.1.1 All Trigger Sourc.. 07/20/202403:09:52 PM  07/20/2024 09:08:54 PM
Us-BOS-5W4 US-BOS-SW3 ping 10.8.1.1 All Trigger Sourc... 07/20/2024 09:09:52 PM 07/20/2024 09:08:54 PM
US-BOS-5W3 US-BOS-SW3 ping 10.8.1.1 All Trigger Sourc... 07/20/202403:0952PM  07/20/2024 03:08:54 PM
US-BOS-5W2 US-BOS-SW2 ping 10.8.1.1 All Trigger Sourc... 07/20/202403:09:52PM  07/20/2024 03:08:54 PM
Us-BOS-SW3 US-BOS-SWa ping 10.8.1.1 All Trigger Sourc... 07/20/2024 03:09:52 PM 07/20/2024 09:08:54 PM
US-BOS-5W4 US-BOS-SW4 ping 10.8.1.1 All Trigger Sourc.. 07/20/202403:09:52 PM  07/20/2024 09:08:54 PM
Us-BOS-SW1 US-BOS-SW3 ping 10.8.1.1 All Trigger Sourc... 07/20/2024 09:09:52 PM 07/20/2024 09:08:54 PM
US-BOS-5W3 US-BOS-SW2 ping 10.8.1.1 All Trigger Sourc... 07/20/202409:09:52PM  07/20/2024 09:08:54 PM
4

Go back to Auto Intent Wizard and click Next to move on to the Auto Intent section.

to Intent Wizard - Ping Cisco

Intent Template Pre-Decode Auto Intent

Intent Based Automation Center

Install Intent Template to: ~ Automation Cookbook v {0% Decoding Settings

(1] Status: Installed

)
A
(2] Decode Now Status: Last Decoded at 09:09 PM 07/20/2024
Output: 8 devices decoded for this intent
© Decode the intent template on domain devices. Previouso Next
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4.1.3 Auto Intent

The Auto Intent section is the final step:

1.

2
3
4.
5

Enable for Auto Intent: Enable the option by clicking the radio button.

Select Folder: Choose a folder location for the Auto Intent by clicking on Select.

Auto Intent Description: Add a description, e.g., Latency Check.

Choose a profile from Select Profiles, or create a new profile using +Add Profile and click OK.

Click Finish to save and close the Auto Intent Wizard for NIT Ping Cisco.

Auto Intent Wizard - Ping Cisco

gyl Pre-Decode m

Auto Intent Manager

o(:j:- Enable for Auto Intent
Select Folder: AB o

Auto Intent Description:

Ping Latency Check 0
Select Profile X

Member this Intent to Auto Intent Profiles:
Search Q
1 Profile OSEIEC\PmﬁIes S A
I (L Shared Profiles
My Profiles/Ping
\\ 4 [ My Profiles
N £ Ping
b
+Add Profile
Cancel OK
D
@ Enable Auto Intent for this intent template. Previous o Finish
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4.1.4 Run the Auto intent:

Execute the intent by drawing the targeted device group to map as follows:

1.
2.

On the desktop, go to the ‘ menu located on the top right corner and select Device Group.

In the device group pane, select the predefined group, Cisco 10S devices, and click the drop-
down menu to open.

Select Draw Devices on Map to add the devices to a new map.

Close the Device group pane.

Net3rain
‘ search App.. Q ’ &, Domain Manageme|
Network Map-Based Automation Intent-Based Automation Incident & Change Misc
Network Analysis Discovery Data Model
“ Network © Discover [% Data Accuracy Discovery
@ One-IP Table “& Network Settings © Data Accuracy Resolution
% Device Groupo B% API Server Manager E% Open Driver Manager
Site \\ ® Do-Not-Scan Health Report
&% Site Manager \\ “& Network Definition v Platform Validation Manager
2 Inventory Report [EESEINE Q> e 1 s | | g] Next-Gen | Q
- Change Analysis Rs Device Group > My Device Groups > Cisco I0S devices @Help 5 § X

\ A )
k9 4 [0 My Device Groups Hostname Vendor Model Mgmt IP
Recents
% Cisco |0S devices (4) .
=2 US-BOS-SW1 Cisco 3560E 172.16.11.205
% BECERM
Network P &2 US-BOS-SW2 Cisco 3560E 172.16.11.206
Move
S\ &2 US-BOS-SW3 Cisco 3560E 172.16.11.204
" Delete
v &2 US-BOS-SW4 Cisco 3560E 172.16.11.203

Open Group Map

Draw Devices on Mapo

Draw Group on Map

Open the Auto Intent pane under the Intent tab and Select Profile (My Profiles) that you
have created in the previous section.

Check the selection boxes of Intent Ping Check and the devices listed underneath.
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£d Map3 (Master) v * > Pagelv [ Summary

A Runbook )1 Data View

Auto Intent Quick Intent Published Intents Map Intent Reset
Auto Replicate Intent 4 Devices «L | »
1. Select Intent Profile: My Profiles o =

2. Select Seed Intent: Expand All

01 [J% Ping Check

([ &2 US-BOS-SW1 (Input Required)
[[] & US-BOS-SW2 (Input Required)

()& US-BOS-SW3 (Input Required)
[[] &2 US-BOS-SWA4 (Input Required)

Select each device and the Input field appears at the bottom of the intent pane.

NOTE: The default value for the destination server_ip will appear for every device. It can be
modified as required by clicking Set Input.

Click Replicate, and all the devices will appear under the new Preview Intent section.

Click Run to execute the diagnosis.

£3 Map3(Master) v * > Pagelv [ Summary Overall Health View  f: Network ® Stencils

A Runbook i Data View
|
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
Auto Replicate Intent 4 Devices « Preview Intent [ save to «
1. Select Intent Profile: My Profiles =  NotExecuted Run oLive Data
2. Select Seed Intent: Expand All View Intent ;& Diagnosis Tree <2 Show in Map =
4 % Ping Check v & US-BOS-SW1
M & US-BOS-SW1 (Input Required) [ ping 10.8.1.1 1 Diagnosis &
[ = US-BOS-SW2 (Input Required) o Success rate is 100 percent (5/5), round-trip min/av..
[ & US-BOS-SW3 (Input Required) [
[ & US-BOS-SW4 (Input Required) [ v & US-BOS-SW3
, W ping 10.8.1.1 1 Diagnosis &
,’ Success rate is 100 percent (5/5), round-trip min/av..
JRe
w & US-BOS-SW4
’ ‘ ,
Input & US-BOS—SWZ" @D ping 10.8.1.1 1 Diagnosis &
Success rate is 100 percent (5/5), round-trip min/av..
server_ip 10.8.1.1 v
Set Input
Last Created at: 9:11:35 Log Data Source: Auto Replicateo
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10. The result will appear next to each corresponding device in Preview Intent and on Map.

11. Save the Map with all the devices and results for future reference.

12. Save to Map Intent to view and run the intent (apart from schedule) as and when needed.

£i Map3(Master) v * > Pagel1v [ Summary
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help

»  Preview Intent M Saveto v «

[8) 07/21/2024 09:15 PM ~ Save to Map Intent

Save to Path Intent
! View Intent

L Diagnosis Tree € Show in Map

Save to Common Intent
@ US-BOS-SW1 ping success and average round trip time

w & US-BOS-SW1 US-BOS-SW1 ping success and average round trip-..

@D ping 10.8.1.1 1 Diagnosis 2 Successes &
Success rate is 100 percent (5/5), round-trip min/avg/max = .. HO
US-BOS-SW3
~ & US-BOS-SW3 US-BOS-SW3 ping success and average round trip... 1

@D ping 10.8.1.1 1 Diagnosis 2 Successes

Success rate is 100 percent (5/5), round-trip min/avg/max

~ & US-BOS-5W4 US-BOS-5W4 ping success and average round trip...

1
1 Diagnosis 2 Successes

B0 ping 10.8.1.1 &

Success rate is 100 percent (5/5), round-trip min/avg/max

3 ping success and average round trip time is 3 ms.

US-BOS-SW1
US-BOS-SW1 ping success and average round trip time is 1 ms.

o -——+100%®E‘:’D-<‘7

A +New Incide

- =0
1
US-BOS-SW4
1
US-BOS-5W4 ping success and average round trip time is 1 ms,

ZTIE0T LLILTLL z/e?

10.8.1.242

Cisco 10S Switch
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4.2 Wrapper Intent as End User Interface

Often, you want to hide an intent implementation from an end user so that any improvement of
your intent will not affect how others run the intent. You can use the follow up intent to
encapsulate a set of intents into a parent intent. This parent intent, sometimes called wrapper
intent, hides the detailed intent implementation from the end user and can function as a public
interface to the end user, which will be accessed as an auto intent or as a chatbot.

This section covers two topics:

1. Create a Wrapper Intent

2. Execute the wrapper intent

4.2.1 Create Wrapper Intent

1. From the NetBrain Desktop, open the + menu and click New Intent.

2. Inthe Network Intent (Edit Mode) window, rename the Intent by clicking on the blue pen icon
beside the "Type intent title here..." field.

New Device Group New Data View
Template
# .
+ @ L5

L

- -
Route Check (C...

Dashboard

| B

Intents

Chatbot

>

New Intent New Autg — - —
Network Intent (Edit Mode) X

Type intent title here... # eiagnosis Tree Run with Live Data Save @Help =
m Type description here, .. Intent Map: Select
New Intent Dashboard New Net
Seed Logic Replication Logic
FIng Cisww
@ + Device Intent Variables: Manager | Tag: +Add [F
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3. Update the intent name to Device Health Monitoring checks.
4. Click +Device to add a device to the Intent,e.g., US-BOS-SW1.

5. Click [=E]llocated beside the add diagnosis buttons, then click Add Device Diagnosis Block.

Network Intent (Edit Mode) X

'| Devcie Health Monitoring checks o Diagnosis Tree Run with Live Data Save  @Help =

Type description here... . Intent Map: Select
.| Seed Logic Replication Logic

4 Intent Variables: Manager |  Tag: +Add [=]

v & US-BOS-SWA1 Type Description here... [ +Add Config Diagnosis @D + Add CLI Diagnosis =

Add SNMP Diagnosis
Add API Diagnosis

No content has been added.

Add Ping Diagnosis
Add Trace Diagnosis
e Add Device Diagnosis Block
Add Action >
Duplicate Section

Delete

6. Rename Diagnosis 1 to Device monitoring.

Add Device Diagnosis Block X

Diagnosis1 =
Name: Device monitoring 0
Description:

[C] Loop Table Rows
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7. Inthe If condition, select True from the Select Variable dropdown.

NOTE: Using True as the variable selection tells the NetBrain to always call the follow-up action
without performing any diagnosis. As we always want to call the follow-up action, the
True option is correct.

8. Remove the Diagnosis Message by clicking on the menu in the top right of it's section, then
click Delete.

Add Device Diagnosis Block X

Diagnosis1 +
Name: Device monitoring o
Description:

[C] Loop Table Rows
v If

A .5 US-BOS-SW1

True 0 v i

B | Select Variable v

~ Then

[,

Diagnosis Message: [[] save to Incident =

~ || fintfis down... Pop up

Set Status Code for Device: Delete o

Set Status Code for Intent:

Add Logic v

-+ Add Elself - Add Else

Cancel OK
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9. Add a follow-up action by selecting Follow-up Intent from the Add logic dropdown.

10. After the Follow-up Intent option is added, click the Network Intent link to select the Network
Intent in a new window, Follow-up Intents.

Add Device Diagnosis Block X

Diagnosis1 +

Name: Device monitoring

Description:

[[] Loop Table Rows

Create Diagnosis Message

Intent Data View

Draw Map > “
Send Email
N
Follow-up Intent
p it

Advanced

Add Logic vo

+ Add Elself <+ Add Else

> NS

[[] Loop Table Rows
v If

A iy US-BOS-SW1

True ~

B SelectVariable ~

~ Then

Follow-up Intent: (@ Network Intent@:urrent Intent (Self)

Add Logic v

Cancel OK

O Stop
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11. Click Select Intent (Standalone).

a) Inthe Select Intents dialog, navigate to the intents you have created in Chapter 3 and

checkin all.
b) Click OK.
Follow-up Intents X
0 Follow-up Intents: + Follow-up v @
,‘Select Intent (Standalone) Q
Select Intent Template
Select Intents from ADT
I Select Intent Templates via ADT
, Select Intent Cluster
l Select Intents X
\ -
-y
] —) Search... C\
All amy (7) cmd (2) L1 - Config Change ... (2) 'L >
15 u YUY AadLviniavivid I_IUIGI]
b e Ajay
b e Ajeet
[CJPrune other follow-up intents o &1 Arun Belide
' Check uptime (Cisco 10S)
= CPU Usage Check (Cisco 10S)

' Interface Status Check (Cisco 10S)
' Show Version (Cisco |0S)

[C] show Intents Serving as Template Only

[C] Show Published Intents Only

¢) Ensure the correct intents are added here in Follow-up Intents.

d) Click Save.
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12. Click OK in the Add Device Diagnosis Block to save all the data and close the window.

Add Device Diagnosis Block X

13.

Diagnosis1 +

Name: Device monitoring

Description:

[[] Loop Table Rows
v If
A Ly US-BOS-SW1

True v

B | Select Variable v

~ Then

Follow-up Intent: () Network Intent () Current Intent (Self)

Intent: Check uptime (Cisco 10S)
Intent: CPU Usage Check (Cisco 10S)
Intent; Interface Status Check (Cisco 10S)

Intent: Show Version (Cisco 10S)

Add Logic~

<+ Add Elself < Add Else

() Stop

(:anc@ oK

Back in the Network Intent (Edit Mode) dialog, click Save.

Network Intent (Edit Mode) X

' Devcie Health Monitoring checks i Diagnosis Tree

Type description here...

/| Seed Logic

# + Device

v & US-BOS-SW1

Replication Logic

% Device Diagnosis Block

Type Description here...

Type Description here...

Run

[ + Add Config Diagnosis

with Live Data 0 Save @ Help =

. Intent Map: Select ~

Intent Variables: Manager |  Tag: +Add =]
+ Add CLI Diagnosis =

Edit Diagnosis =
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14. Browse to the All Network Intents > [Your folder location].

15. Click Save to save and close the window.

Save Network Intent

Search...

4 All Network Intents
Recommended Templates
! 0 Practice
! 000 Automation Library
Ajay
Ajeet
0 T Arun Belide
! Automation Library
! Automation Library Kunal
! Automation Library PKG11
! Automation Library Ty
[ CK
! Cloud Assessment Reference Library
Debug
DrDave
! Edgar Library

Name: Devcie Health Monitoring checks

Canc@ Save
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4.2.2 Execute Wrapper Intent

Let us validate and execute the wrapper intent created in the previous section.
1. Inthe sidebar of the End User Desktop, click Intents > Intent Manager.

2. Inthe Intent Manager, navigate to the wrapper intent Device Health Monitoring checks
created in the previous section.

3. Click Open to view the intent in view mode.

Net3rain 2 ey ¢

®
Lo

Recents

&
Network LIP_ 5 NeSrain 2 Q
]

Files One-IP Table @ Network Intent Manager > Common Intent @Help 5 ¥ X

&
Site kl-)

Files

Common Intent v

,/'_ Recents Search... \ | +New Intent
Ping Cisco
Path '
. ’y Network All amy (7) cmd (2) L1 - Config Change ... (2) ' L1 -Envirc
g
> g
Dashboard
ashhoar - - - - 4 [ All Network Intents (1510)
- - Files ded I
1 - - Recommended Templates (5)
Intents < & 0 Practice (272)
Intent Manager Intent Replication Auto Intg d X i
Wizard Site 000 Automation Library (16)
Chatbot ,/._ Ajay (7)
S 5 E:I Path Ajeet (2)
;‘: (1) U 4 [0 Arun Belide (6)
ata
Automation Data Table Intent Based Schedu . Check uptime (Cisco 10S)
(ADT) Automation Center Dashboard

CPU Usage Check (Cisco 10S)

. > o Devcie Health Monitoring checks o Op;n v

Intents Interface Status Check (Cisco 10S)

Show Version (Cisco 10S)
Chatbot wrapper
Automation Library (76
g N ry (76)
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Click Run to execute all the configured follow up intents.
Results will be displayed with the status, message and number of executed follow up intents.

Click the number in the diagnosis message to view the messages by intent.

Network Intent (View Mode) - All Network Intents/Arun Belide/Devcie Health Monitoring checks X

l:l Devcie Health Monitoring checks = Open 0 &0 AEit =

Result: 07/21/2024 07:22 PM v i © Run | ~  with Live Data

This intent execution is finished at 07/21/2024 07:22 PM with 0 errors. You can Vieyt “xecution Log

[S) Us-BOS-SW1 uptime is 30 weeks, 5 days, 10 hours, 32 minutes 76 View ~
v~ & US-BOS-SW1 1 Diagnosis ’/
o Device Diagnosis Block l 1 Diagnosis 4 Follow-up NI

Diagnosis Message (07/21/2024 07:22 PM) X

Intent: § Devcie Health Monitoring checks

With 4 Follow-up Intents 76 Successes 38 Messages #

View by Intent View by Device

~ 1§ Devcie Health Monitoring checks

~ If Check uptime (Cisco 10S)
~ If CPU Usage Check (Cisco 10S) 2 Successes 1 Message
~[s] Intent Level Status Code: 1 Success
[s) us-BOS-sW1 CPU utilization is normal
> [s] Device Level Status Code: 1 Success 1 Message
~ If Interface Status Check (Cisco 10S) 72 Successes 36 Messages

~[s] Intent Level Status Code: 36 Successes

@ On US-BOS-SW1, Interface Ethernet0/0 is UP
[S) on US-BOS-SW1, Interface Ethernet0/1 is UP
[s) on US-BOS-SW1, Interface Ethernet0/2 is UP
[S) on US-BOS-5W1, Interface Ethernet0/3 is UP

@ On US-BOS-SW1, Interface Ethernet1/0 is UP

T o = T o T P NS
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7.

View the results in the diagnosis tree to check whether all the follow up intents are executed.

Click the diagnosis tree button #= in the results window to open the corresponding view:

Network Intent (View Mode) - All Network Intents/Arun Belide/Wrapper_Cisco 10S device

||| Wrapper_Cisco 105 device

Result: 08/02/2024 07:57 PM v

& ®

<= 0Open

This intent execution is finished at 08/02/2024 G7:57 PM with 0 errors. You can View Execution Log

[8] US-BOS-5W1 uptime is 32 weeks, 3 days, 11 hours,7 minutes

~ oo US-BOS-SW1 1 Diagnosis

0 fo AEdit =

Run |v with Live Data

View v

Diagnasis Tree of Wrapper_Cisco 105 device

Legend

' 1
-

2 ArunKumar.Belide...

Source: & Arunkumar.Belide@netbraintech.com

Pre-Execution | Post-Execution

Current NI: [ Wrapper_Cisco 105 device

—

Execution Time: 08/02/2024 07:57:43 PM ~

{65 view Settings | }; Auto Layout | 5 =

PU Usage Check (Ci...

Network Intent Details - Wrapper_Cisco 105 device

Wrappe\r_Cisco/IOS d...

=

Us-BOS-swW1

Because... - n

Interface Status Chec...

(&2
%
Jo

US-BOS-SW1 Check CPU Usage
show process ...
Interface Status
> &l show interface
Us-BOS-5W1

Check Errors
8 show interface

Uptime check (Cisco |...

d >
US-BOS-SW1 Check Uptime
show version
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4.3 Run intent with Chatbot

Chatbot allows power users to build interactive chatbots, so end users can execute intent-based
automation to solve real-world challenges without accessing NetBrain system Ul. Building a chatbot
flow is straightforward.

4.3.1 Create the Netbrain Chatbot

1. Inthe Upper-Left corner of the desktop, click

2. Select Chatbot Manager under the Intent-Based Automation tab.

2 ﬂotquin

| Isearch App.. Q | & Domain Management
Network Map-Based Automation Intent-Based Automation Incident
Intent Execute Intent
Intent Manager "v Intent Based Automation Center
Intent Cluster Manager &%, Triggered Automation Manager
By Automation Data Table (ADT) » Preventive Automation Manager
[ Task Variable Manager (© Schedule Automation

oﬂq Chatbot Manager ) 4

“: Preventive Automation Console

3. Inthe Chatbot Manager, click + Add Bot.

ZJ, Chatbot Manager

Q«

+Add Bot +Add Folder [& Import <

4 All Bots L

4 [0 Abhishek i Va
£l BGP Tshoot BOT

21 Viptel b
+ Viptela_status_bot Welcome to the Chatbot Manager

40 Ahmed
£ All round checks Select a bot from the list or click the button to add one
£ Check BGP Nbr Reachability
£1 Diagnosis Application Path Issue 0 + Add Bot
£l test4
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Name the bot Device Health Monitor.
Location: To choose a location for the bot, click All Bot.

a) Inthe dialog, Select Folder for Chatbot, select All Bots or create a folder under it using the
option New Folder from the dropdown menu.

b) Click OK.

Click Start to begin the Chatbot creation wizard.

Select Folder for Chatbot X

Bot Name Device Health Monitor o 2B AllBots -
Abhishek New Folder e
Location o— All Bots [
i --——-_-__- Ahmed
=) = Ajay
Select Method Intent Template v 4 Ajeet
) New Folder
) . 0 Arun
Creator ArunKumar.Belide@netbraintech.com #
[ DoctorDave
" EMEA-DT
[ Giorgio
Cancel Start -
q Gopalakrishna
l, [0 Joey
, Cancel OKq
|
Create Bot X

Intent Template

Select an auto intent and specify the prompt for device input.

Auto Intent Select

Cancel Next
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7. Inthe first ribbon of the Create Bot Wizard (Intent Template), click Select located next to
Auto Intent.

8. From the Select Auto intent dialog, choose the intent Interface Status Check.

9. C(Click OK to select and close the window.

Create Bot X ‘

m S aunch sereen

Intent Template

Select an auto intent and specify the prompt for device input.

Auto Intent Select o

\
N\
\ Cancel Next
\
)
Search... Q

[ Oa-auto intent wrapper
4 AB
.© CPU Usage Check (Cisco |10S)
' Interface Status Check (Cisco 10S) o
.* Ping Cisco
' Show Version (Cisco 10S)
4 Abhinav
[ Automation Library
4 Ahmed
[0 Automation Library
4 Ajeet
[ Automation Library
. STP Lab3
4 Alejandro B
[ Automation Library
4 AmberLukacs
[0 Automation Library

Arun Belide

Cancel OK q

11. Check the checkbox, Allow multiple selection, to choose multiple device selection.

10. Modify the Input Prompt as required or retain the default prompt.

NOTE: This ensures to run intent multiple times (once per unique device).
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12. Click Next to go to the next ribbon Output.

Intent Template Output

Intent Template

Select an auto intent and specify the prompt for device input.

Auto Intent /AB/Interface Status Check (Cisco 10S)

Input Prompt Please select a device: 0

Launch Screen

w Allow multiple selection

Can@ Next

13. In the Output ribbon, review the potential output (or click the Pencil icon to edit it), then click

Next.

Automation Output

g "$intent_name" executed on device $all_devices.
$count_of ni_error messages errors found:

$ni_all_status_code_message

View Map: $intent_output_map
View Diagnosis Tree: $diagnosis_tree

+Add

p

Intent Template Output Launch Screen

Customize the automation output message and include specific output options for drill-down.

Cancel Previous 9 Next
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14. In the Launch Screen, review the default details (make any desired edits).
15. Click OK to complete the configuration of the chatbot.

16. A success prompt appears on the screen upon bot creation.

Create Bot X

Bot Launch Screen

Personalize the logo and description on the launch screen that is shown to users after they log in.

Logo Supported file types are .jpg, .jpeg, .gif and .png.
@ Max file size is 5M.

Upload

Description large . A B I U E = & =
Welcome to NetBrain Chatbot!

This bot will execute automation - Device Health Monitor

Preview Launch Screen

Greeting Message Hello! What do you want to do?

Cancel Previous OK

/
U4

° You've successfully created a bot P
Launch the bot to test it or open the bot editor to make changes. k

Enabled Public Access

Close Open Editor Launch Bot
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4.3.2 Use Chatbot

1. Click Launch Bot from the Succes prompt window of the chatbot creation.

Success X

Q You've successfully created a bot

Launch the bot to test it or open the bot editor to make changes.

Enabled Public Access

Close

Open Editor o Launch Bot

(or)

In the chatbot Manager, click the Launch button located on the top right corner of the window.

Zl, Chatbot Manager

= What's Changa and Failavar Ck

Search C\ «
i} Last Modified on: 23/7/2024, 9:33:39 pm Enabled o Launch
+Add Bot +Add Folder [& Import O
4[5 AllBots Usage: Used 0 times by 0 users o -
4 [ OPrictice
1> B9 Jun liang
I» [ Sophia Wang > Start
400 AB
£l Device Health Monitor l
[ Abhinav
™ Alejandro B Interface Status Check (Cis...
40 cary
£l test
[ ChrisP
4 [ Cookbook
£ BGP_TS
DukeZhang
40 Fanny

Edit e

+ 100%
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2. Inthe newly opened browser tab, click START to launch the Chatbot.

=

Welcome to NetBrain Chatbo#!

This bot will execute automation - Device Health Monitor

Created by ArunKumar Belide@netbraintech.com

START

[]Don't show me again

3. Click the Intent Interface Status Check (Cisco 10S).

4. Under Please Select a Device, click Select or type to enter input field and select the number of
devices from the drop-down as required. E.g., select two devices, US-BOS-SW1 and US-BOS-SW2.

5. Click Submit to execute the intent.

Device Health Monitor

Session 2 v

g Hello! What do you want to do?

©

04:13 PM

Interface Status Check (Cisco 10S) AB
04:15 PM

@ Please select a device:

oﬁelecc or type to enter input m

04: [T & us-BOS-SW1
[ & us-BoS-sw2
[J & us-BOS-5W3
[J & us-BOS-SW4

Type or press Tab key to see options...
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6. The chatbot will execute the intent and provide the diagnosis output.
NOTE: Intent Diagnosis Message indicates the ethernet is UP.

NOTE: Map and Diagnosis tree links to view the error details if any.

Device Health Monitor

Session3 v

04:19 PM

Interface Status Check (Cisco 10S) AB

04:19 PM

g Please select a device:

---Select--- ~
04:19 PM
US-BOS-SW1 AB
04:19 PM
g "Interface Status Check (Cisco 10S) US-BOS-SW1 1" executed on device US-BOS-SW1.

0 errors found:

On US-BOS-SW1, Interface Ethernet0/0 is UP
On US-BOS-SW1, Interface Ethernet0/1 is UP
On US-BOS-SW1, Interface Ethernet0/2 is UP
On US-BOS-SW1, Interface Ethernet0/3 is UP
On US-BOS-SW1, Interface Ethernet1/0is UP
On US-BOS-SW1, Interface Ethernet1/1 is UP
On US-BOS-SW1, Interface Ethernet1/2 is UP
On US-BOS-SW1, Interface Ethernet1/3 is UP
On US-BOS-SW1, Interface Ethernet2/0 is UP
On US-BOS-SW1, Interface Ethernet2/1 is UP
On US-BOS-SW1, Interface Ethernet2/2 is UP
On US-BOS-SW1, Interface Ethernet2/3 is UP
On US-BOS-SW1, Interface Loopback0 is UP

On US-BOS-SW1, Interface Loopback1 is UP

On US-BOS-SW1, Interface Loopback2 is UP

On US-BOS-SW1, Interface Port-channel35 is UP
On US-BOS-SW1, Interface VIan100 is UP

On US-BOS-SW1, Interface Vlan101 is UP

Errors on this device US-BOS-SW1 have not increased

View Map: Intent Output Map
View Diagnosis Tree: Diagnosis Tree

This is the last step. You can type "restart" to start over.

04:19 PM

Type "/" for shortcut commands

7. Close all browser tabs except for the NetBrain desktop.
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4.3.3 Add Auto Intent to Chatbot

1. Click Launch Bot from the Succes prompt window of the chatbot creation.

° You've successfully created a bot

Launch the bot to test it or open the bot editor to make changes.

Enabled Public Access

Close Open Editor Launch Bot

(or)

Click Edit located on the top right corner of the chatbot manager window.

@Q Chatbot Manager

Search Q |«
i} Last Modified on: 23/7/2024, 9:33:39 pm " Enabled o Launch o Edit (7]
+Add Bot +Add Folder [& Import O
4 AllBots Usage: Used 0 times by 0 users o - -~ + 100%
4 [ OPrictice
I B2 Jun liang
1> 9 Sophia Wang > Start
400 AB
£l Device Health Monitor l
[0 Abhinav
M Alejandro B Interface Status Check (Cis...
40 cary
£l test
[ ChrisP
4 [0 Cookbook
£ BGP_TS
[ DukeZhang
400 Fanny

1 What's Chanea and Failavar Ck
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In the Chatbot Manager (Visual Editor), click and drag the element Intent Template into the

editor.

In the right pane, click Select in the Intent Template editor to open the Select Intent Template

dialog.

In the Select Intent Template, navigate to your required intent, e.g., Show Version.

Click OK.
i, Chatbot Manager
Device Health Monitor / o Enabled of &} Close Launch Save e
(W « = O - + 100% 1
> Stan Intent Template
Intent
Node Input Node Output
S~a Intent Template
Intent ~— P!
Template T % Interface Status Check (Cis...
Sem e Seletno
~~o /
= e ’
it Select an intent /’
Automation _—) ”
Data Table ’
’
. 04
Chat Preview @ /
= Select Intent Template X
Prompt
Select Intent Template from: (® All Intents () Installed Intents
C Type: | Common Intent v Filter by: Device-based ~  Search... Q
Condition
All amy (9) cmd (2) L1 - Config Change ... (2) ' L1-EnvironmentC... (1) L1
4 [ Arun Belide
CPU Usage Check (Cisco 105)
Interface Status Check (Cisco 10S)
Show Version (Cisco 10S) [e] &
Wrapper_Cisco |0S device
4 [ Automation Library
Cancel OK

NetBrain R11.1b | 115



6. Under Replicated Device Candidates, click "--- Select ---" and:

Show Version (Cisco 10S)

Node Input Node Output

Intent Template

All Network Intents/Arun Belide/Show Version (Cisco 10S) Select

Replicated Device Candidates @

--- Select --- h

User Input Mode @&

Multiple selection o M

[7] Allow user custom input

Input Prompt

Please provide input: o

Candidate Value Source &

Cancel OK o

a) User Input Mode: Choose Multiple Selection from the drop down menu.

b) Input Prompt: Keep the default (Please provide input). Or modify it to give a hint for the
user to provide input.

c) Candidate Value Source: These values will appear as a drop-down menu for input
selection, choose the option Manual Input and add the list of devices.

Candidate Value Source €
Manual Input v US-BOS-CW01-01, US-BOS-CW01-02, ...
Cancel OK
d) Click OK.

7. Click the Start element.
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8. Hover the mouse on the element, click the blue circle and click-drag the resulting arrow
connecting it to Show Version (Cisco 10S).

L, Chatbot Manager

Device Health Monitor

(N

Intent

Intent
Template Interface Status Check (Cis...

=

Automation
Data Table

Show Version (Cisco 10S)

9. Click Save, then Launch.

10. In the newly opened browser tab, click START to launch the Chatbot. The final chatbot with two
intents will be as follows:

Device Health Monitor

Session 8 v

g Hello! What do you want to do?

Interface Status Check (Cisco 10S) Show Version (Cisco 10S)

10:45 PM

Type or press Tab key to see options...
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5 Network Assessment and Document: Essential

In the last three chapters, you learn how to create an intent and replicate an intent to auto intents,
which can be used by the end users for troubleshooting. In this chapter, you will learn how to use
the intents for the network assessment across the whole network.

Network Assessments have always been a ‘necessary evil’ to satisfy the need to understand the
network and its vulnerabilities and bottlenecks. However, this meant costly projects that spanned
months, only to get a rudimentary understanding of your infrastructure as it existed at a certain
point in time. The problem is that they quickly become out of date with today’s constantly changing
networks.

NetBrain intent-based no-code automation technology provides an ideal platform for Network
Assessment, transferring it from a static document to a dynamic continuous health check. In this
chapter, you will learn how to apply an intent you have created in the last three chapters to the
network assessment across the whole network. You will learn an important concept, Automation
Data Table (ADT), a global table to manage your network assets, such as core routers and critical
applications, and automations associated with these objects. ADT and NI are essential for the
network assessment. Some important use cases of the network assessments will be covered in the
next three chapters:

e Security assessment
e Configuration drift
e Failover assessment

In this chapter, we will use the following examples to illustrate the essential concepts and
workflows of the network assessment:

e Create an ADT for your network devices and the performance data, such as CPU.

e Create areport for all down interfaces within your network. This report can help your company
assess the capacity of your network.

The workflow of the network assessment will be as follows:

Replicate an Intent to ADT Schedule Run ADT Intents peate Da;l;::li:d to View
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5.1 Document Your Network Inventory and Performance

You will start your first network assessment with a simple example: monitoring the CPU usage of

the network devices, which can offer real-time insights into the performance of your network

devices. By proactively managing CPU utilization, you can detect potential issues early and

implement preventive measures. High CPU usage is often a symptom of performance bottlenecks.

In this section, you will learn how to diagnose high CPU usage within your network ecosystem,

enabling you to address issues before they affect overall network performance.

You will create an ADT as follows, including the device's built-in properties, the replicated intents,

and the intent status code:

E) cPU Performance Check Table Builder Last Updated at: 06/14/2024 06:59 PM & Rebuild Table Add Data Manually =
i Description: Type description here...
i Items: 24 Rows 7 Columns q W Advanced Filter: Undefined C
i No. & Device [5]Hostname [5]vendor [E1Model CPU Performance [E]Intent Status Code (D Last Execution Time =
51 US-BOS-SW5 US-BOS-5W5 Cisco 3560E CPU Performance Check US-805... @& Low CPU: O 06/14/2024 06:44:3...
2 US-BOS-5W4 US-BOS-5W4 Cisco 3560E CPU Performance Check US-805... @ Low CPU: O 06/14/2024 06:44:3...
53 US-BOS-5W3 US-BOS-5W3 Cisco 3560E ce Check Us-BOS... @ Low CPU: O 06/14/2024 06:44:3...
}4 US-BOS-5W2 US-BOS-5W2 Cisco 3560E CPU Performance Check US-805... @ Low CPU: O 06/14/2024 06:44:3...
jS US-BOS5-5W1 US-BOS-5W1 Cisco 3560E CPU Performance Check US-805... @ Low CPU: O 06/14/2024 06:44:3...
E(B Us-BOS-R2 Us-BOS-R2 Cisco CG5-MGS5-AGS ce Check US-805... @ Low CPU: O 06/14/2024 06:44:3...
(57 Us-BOS-R1 Us-BOS-R1 Cisco CG5-MGS-AGS ce Check US-805... @ Low CPU: O 06/14/2024 06:44:3...
g 3 BST_POP2 BST_POP2 Cisco 2621 ce Check B5T_PO... @ High 5 second average ... 06/14/2024 06:44:4...
9 BSTX B5TX Cisco 2811 ance Check BSTX © Low CPU: 1 06/14/2024 06:44:3...
10 BST.POP1 BST.POP1 Cisco 2514 k BST.PO... @ Low CPU: 4 06/14/2024 06:44:3...
: 11 BOS-cEdge-01 BOS5-cEdge-01 Cisco C5R1000V 5 & Low CPU: 1 06/14/2024 06:44:3...
512 BJ_core 3550 BJ_core 3550 Cisco catalyst355024 ce Check B) .. @ Low CPU: 3 06/14/2024 06:44:3...
%13 BJ L2 Core 6 BJ L2 Core 6 Cisco catalyst356048TS CPU Performance Check 8] - @ Low CPU: 4 06/14/2024 06:44:4...
Em BJ_L2 Core 5 8)_L2_Core s Cisco catalyst356048TS ance Check B] . @ Low CPU: 5 06/14/2024 06:44:3...
j15 BJ L2 Core 4 BJL2 Core 4 Cisco catalyst37xxstack ce Check B) .. @ High 5 second average .. 06/14/2024 06:44:4...
3
(ﬁ 16 Bjﬁﬂiﬂmﬂ,ﬁfﬁ[ﬁﬂ hnﬁwmﬁmwwiﬂ: WE":E:h%:k SJ,.Z,C:_? High S'Se(ond average .. 06/14/2024 tl? 44:3... o

This section includes the following main steps:

e Prerequisites

e Create Network Intent

e Use Intent Replication Wizard

e Runthe Intent

e Export ADT to CSV file

e Create Intent Dashboard for ADT Automation Column
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5.1.1 Prerequisites

The first step is to create a device group to be assessed. This device group will be used during the
Intent Replication Wizard and for creating the ADT for the base table using the Devices of Device
Group method. If the device group already exists, you can skip these steps.

Here, you will create a device group for all the Cisco devices. You can create this device group by
Dynamic Search: set the Device Type to be Cisco 10S switch or router.

~ @

New Map New Device Group New Data View
Template

Device Group Properties X

Name: | Cisco Devices (for CPU perfermance) o
Description: | /nput description here
Select Devicesby: @ Device Typeo Device Group () Site 27 Devices Selected
All Device Types ~ | | Search.. Q @ BJpOP
Location: | Sachin_TW o ~
Hostname Mgmt 1P vendor Model & BJ Acc SW1
& 1@#$%NRA)_=+="1 | VOG 172.25.52.9 cisco 35608 () B o B LTI A
Devices and Interfaces -
B 2% \n/a(i-094cb7ddg6455412¢) 172.16.101.75  Amazon EC2 Instance ) ELESE
+ Static + Dynamic Search ~ -+ Exclude ~ © (eni-0012dbbc77e30c070) Amazon AWS Unattached Netwo... & BlAccSwa
Static Dewteo © (eni-01fece0b346dbdofa) Amazon  AWS Unattached Netwo.. () LA T TR
>4, .,
SRR © (eni-0253740d77e5d3cfb) Amazon | AWS Unattached Netwo.. LA BT
» i
© (eni-0505740c8965¢04¢) Amazon AWS Unattached Netwo... & BJDissw2
@ (eni-051068b3438560978) Amazon AWNS Unattached Netwo... < & BJ.L2 Core3
© (eni-0520365cb3882ac3b) Amazon AWS Unattached Netwo... « & BlL2 Cored
© (eni-07536¢7e24b17637¢) Amazon AWS Unattached Netwo.. & BJ.L2.Core5
© (eni-077811131014eac2) Amazon AWS Unattached Netwo.. [ ELZEED
© (eni-07827c7322772882) Amazon AWS Unattached Netwo.. & BlLL2test1
© (eni-088777c6db76a5a4d) Amazon AWS Unattached Netwo... & B core 3550
© (eni-09c2007599291837f) Amazon AWS Unattached Netwo.., et ]
@ (eni-0229d24078b271628) Amazon AWS Unattached Netwo... ) ezl
Q) (eni-0ad0e788e41cch3a0) Amazon AWS Unattached Netwo... + = R
Cancel OKo
Device Group > Shared Device Groups > Sachin_TW > Cisco Devices (for CPU performance) @Help 9 F X
. . a
K s A
4 [0 My Device Groups Hostname Vendor Model Mgmt IP
% All Network Devices (449) _
& BJ_Acc_swWi Cisco catalyst295.. 172.24.101.21
& AWS EC2 Devices (118)
- ; & B|_Acc_SW2-bb... Cisco W5-C2950-24 172.24.101.22
4 Shared Device Groups
40 Sachin_Tw & B|_Acc_Sw4d Cisco catalyst295.. 172.24.101.24
% Cisco Devices (for CPU p... :
= ( P @ Bl_Acc_Swd-bbb.. Cisco W5-C2950-24 172,24.101.24
AG_|O5_Mexus .
& BJ_Acc_SW6 Cisco W5-C2850-24  172.24.101.28
Ajeet
: & B)_core_3550 Cisco W5-C3550-24 172.24.36.1
Assessment Reference Libr...
Automation Library a7 B)_Dis_5W1 Cisco W5-C2850-24  172.24.101.11
I T R I i i L B L R i T T L L T L i
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5.1.2 Create Network Intent

You will reuse the network intent you created in Chapter 3. Let us recap the key steps to create an

intent:
Select a seed device and add a CLI Diagnosis:
Command show process cpu
Line Pattern Auto Pattern - Single
Var Line 1 Five seconds: $int:cpu_5seconds

Network Intent (Edit Mode)

‘

| cPU Performance Check &h Diagnosis Tree Run with Live Data Save @Help =
Type description here... < » Intent Map: Select ~
11 seed Logic Replication Logic
| @ + Device ‘ Intent Variables: Manager ‘ Tag: +Add[®
v @ US-BOS-R1 Type Description here... B + Add Config Diagnesis B + Add CLI Diagnesiso

Mo contont bo koo odddod

CLI Command Diagnosis

@5 US-BOS-R1  show process cpu 0 X v Reﬁeueom Live Data
1. Define Variable 2. Define Diagnosis

Formart1 v + Teston Devices: 0 =
(© Double-click & variable to parse. Select multiple lines to parse a table. Critical Variable (0) [ Pattern ~v | £ Type:Single @ + New Pattern v =
Current Device v | 06/14/2024 03:09:14 PM Search... Ql a =
1 US-BOS-RlZshow process cou Var Line1  five seconds: $int:cpu_Sseconds o =
2 CPU utilization for Five seconds: p ;
3 PID Runtime(ms) Invoked uSe ec 1Min 5 2 CPU utilization for five seconds: /0%; one minute: 0%; fi.. > 1 Line
4 1 4 1e6 37 20% @.0e% o.
5 2 174348 1959534 88 9.7 e.00% @
6 3 61176 9534704 6 0.00% °.00% @ +Field
7 4 ] 1 @ 2.00% ¢ % @
8 5 ] 1 e ©2.00% @.%c 2
9 6 1339208 1324618 1lell e.
1e 7 4804 163367 29 .
11 8 ] 1 e e.
12 9 ] 2 e e.
13 1e 5612 1310323 4 .
14 11 ] 1 e e.
15 12 9349 1958204 4 e, -
16 13 816 163286 4 e, Qurpure * Parse Lines
17 14 o 1 @ o, $cpu_Sseconds(int) = 0O
18 15 @ 1 e e.
19 16 53564 9532356 5 @e.
20 17 45908 9532355 5 e.
21 18 ] 1 e eo. .
22 19 ] 1 e e.eex e.eex e.
23 20 2884 559758 5 e.e0% @.0ex .
24 21 ] 1 e e.eex e.eex e.
25 22 ] 1 e e.eex e.eex e.
26 23 4912 979770 5 e.e0% @.0ex% .
27 24 14716 1959147 7 e.eex @.0ex .
28 25 589856 23415322 25 e.00% @.20% Q.
29 26 69316 10195196 6 0.00% @.00% Q.
30 o » -

© Help All Intent Variables Ca° Apply
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e Define the diagnosis

> 2. Define Diagnosis

[# Add Note Add Diagrmsiso Can also click a variable on the left to add automation.

e
Marne: |Check'CPLI [F==E0) e | Anchor: | Scpu_Sseconds Q_

Tipe description of the diagrosis..

[l Loop Table Rows

w I

A @ USBOSRI Q Bz

cpu_Szeconds v |

Greater than W || =4 e ﬂ

B | SelectVariable b |

“ Then
 Dizgncsis Meszzgs: e [[] Save to Inciden: =

| e | | High S second average CPU: Scpu_Sseconds%

g5l Set Ststus Code for Device:

) Error  ~ | High 5 second average CPU: Scpu_Szeconds%

g5l Set Ststus Code for Intent

&o Errar | High 5 second average CPU: $cpu_Sseconds%

Add Logicw

T Delate

B Diagnosis Message: o [ 5ave to Inciden: =

v | | Low CPU: $cpu_Sseconds |

g% Set Ststus Code for Intentc

Go SUCCEsE w | | Loww CPU: $cpu_Sseconds |

e e e e e e e e e e e e e e e e e e e ]

= |
i
!
o
i
g
o)
E.

-
A | mmim .

+ Add Elself

Cancel
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5.1.3 Use Intent Replication Wizard

In this section, you will use the Intent Replication Wizard to replicate the seed intent to a set of
devices (of a device group). The replicated intents will be added to the Automation Column in the
ADT table. The New ADT will be created.

1. Edit the intent. From the = menu, open the Intent Replication Wizard.

2. Inthe Seed Intent tab, check for your NI (CPU Performance Check) and then click Next to go to
the Define ADT tab.

3. Define ADT.

a) Inthe Define ADT tab, click Create a New ADT option to create a new ADT using Device
Group.

Intent Replication Wizard - CPU Performance Check %
Seed Intent 3 Define ADT Replication Settings Replicate Intent

o Create a New ADT Use an Existing ADT

P i e i T e T e o T Pt i T Pt ™ i T ¥l

i. Specify the ADT table name as CPU Performance Check. The description is optional.
ii. Select the Location where you want to save the table.

iii. From the Device Groups dropdown, click Select Device Group and then select a device
group from your specific folder.

iv. Click the Additional Column dropdown and select the column for ADT (e.g., Hostname,
Vendor, and Model).

v. Click Save.
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New ADT by Device Group X

Name: | CPU Performance Check o Location: | Sachin o ~
Description:
Select Device Groups X
Create from Selected Device Groups: 0 Device Groups v @
Select Device Groups searc Q
~ Additional Columns 4 Columns X
MNew Device Group _
Bl Bl Column r O® R11b_C)_Internal_Training
> M Rajendar Reddy Vadhira(DG)
& Device Device
r O Raju
O Device Group Device b []8 Rakesh
Hostname Hostna p O rmj
0 Mgmt IP Mgmt | b LI sachin
I @M sachin_TwW
O Mgmt Interface Mgmt |
I M Sandeep - Cisco,Pale,CPAristau...
() Device Type Device | b ()m Sunest
vendor vendor p O sunil
Modal Model b [(]8 Suppport Automation Demo
p 8 suresh_vi
O Software Version Softwal M
O Serial Number Serial M [ =l
Cancel I OK I
O Site ste | e mm—-—-— a
O Location Location
0 ESXI Host ESXI Host
-
4 »
Cancel Save

b) In the Replicate Intent section, enter the Intent group as an Intent column group name.

c) Click Next to go to the Replicate Intent tab.

124 | NetBrain R11.1b



5.

Replication Settings.

a) Inthe Intent Qualification section, click the Select link to add Device Group.

b) Add the device group.

c) Click Next to go to the Replicate Intent tab.

Seed Intent

Item: 1

Seed Device

@& U5-BOS-R1

Replicate Intent:

Intent Qualification: @ via Device Groups/Sites: Select ve () via Dynarmic S¢

Select Device Groups

Define Macro Variables and Rules for Their Subst

New Device Group
B show process cpu

R I Y

Replication Settings 4
Add Device Group X

sl
>IN
p OB
p 8
p 8
aul
> N
> I8
p 8

VT

IR

-

Network Security Assessment Device Group
PKG

Power User Training
R11b_CJ_Internal_Training

Rajendar Reddy Vadhira(DG)

Raju

Rakesh

rmj

Sachin

Sachin_TwW o

FAS Cisco Devices (for CPU performance) (27)

PO
> I8
P CON
> 0
p OB
p N
> I8
p I8
L 1l

Sandeep - Cisco,Palo,CRArsta, Juniper
Suneet

Suni

Suppport Automation Demo

Suresh_VI

Thomas S

TonyC

Top 10 Summary Dashboard Device Group

wamsi

Cancel : OK 1

a) Inthe ADT Columns section, you can see the Column Name as Replicated Intent. You can

change this name to CPU Performance.

b) Add more columns by ticking the checkboxes in the Additional Columns dropdown. Add

columns, Intent Status Code, and Last Execution Time.

c) Click Save and Replicate to save all the settings.

d) You can see the Open Output ADT option after the successful submission of the replication
request. Click Open Output ADT to check the replicated Intent column in the ADT Manager.
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Intent Replication Wizard -

Seed Intent

ADT Columns:
Column Data
Replicated Intent
Intent Status Code

(1) Last Execution Time

Define ADT

Column Name

°CPU Performance

Intent Status Code

Last Execution Time

Replication Request submitted at: 08/10/2024 01:49

@ Selection Mode: Device-based Replication, ADT: CPU Performance Check, 0 Macro Variables.

Replication Settings

Tag

Otags

Replicat:

Additional Columns v

Replicated Intent
[] Intent Message
Intent Status Code
[[] Device Status Code
(] Intent Devices
[ Intent Map
[J Intent CLI Comma...

Last Execution Time

Save and Replicate

Fob Open Output ADT

Previous Finish

The table will now be populated with devices and the replicated Intents (CPU Performance).

6. Review the new Intent columns.

NOTE: All the columns related to the Intent results are empty because the Intents are not
executed yet.

| & CPU Performance Check

Description:  Type description here.
lems: 24 Rows 9 Columns
No. @ Device

1 US-BOS-5W5

2 US-BOS-Sw4a

El US-BOS-SW3

4 US-BOS-5W2

5 US-BOS-SW1

5 Us-BOS-R2

7 Us-B0S-R1

g B5T_POP2

] B5TX

10 BST,POP1

11 B05-cEdge-01
12 &)_core_3550
3 g).L2_Core 6
14 B) L2 Core 5
15 g)_L2_Core4
15 B)_L2_Core 2

) Automation Data Table Manager

Table Builder

Hostname
US-BOS-SW5
US-BOS-SW4
US-BOS-5W3
US-BOS-5W2
US-BOS-5W1
Us-BOS-R2
Us-BOS-R1
BST_POP2
BSTX
BST,POP1
BOS-cEdge-01
B]_core_3550
B]_L2_Core_6
BJ_LZ Core 5
B)_L2_Core_4

BJ_L2_Core_2

Lost Updoted ar: 08/10/2024 01:49 PM

[5]Vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

&, Rebuild Table

Model

3560E

3560E

3560E

3560E

3560E
CG5-MGS-AGS
CG5-MGS-AGS
2621

2811

2514

CSR1000V
catalyst355024
catalyst356048TS
catalyst356048TS
catalyst37xxStack

catalyst37xxStack

CPU Performance

CPU Performance Check US-BOS...

CPU Performance Check US-BOS...

CPU Performance Check US-BOS...

CPU Performance Check US-BOS...

CPU Performance Check US-BOS...

CPU Performance Check US-BOS...

CPU Perfarmanc

CPU Performance Check BST_PO...

CPU Performance Check BSTX

CPU Performance Check BST,PO...
CPU Performance Check BOS-cE..
CPU Performance Check B_care...
CPU Performance Check BJ_L2_C...
CPU Performance Check B_L2_C...
CPU Performance Check B)_L2_C...

CPU Performance Check B)_L2_C...

cl US-BOS...

(0O N O o O A O AR O A o M O M O R OB ORI O B O NN O}

Intent Status Code

@Help

Add Data Manually v = of

QT Advanced Filer: Undefined | G

(DLast Execution Time
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5.1.4 Run the Intent

In this section, you will run intents once to populate all the results in the Intent columns (the Run
Intent Once is useful for testing purposes. For continuous network assessments, you can schedule
running intents by Run Intent via Timer). Follow the step-by-step instructions to Run Intent Once
and Rebuild Table:

1.  Hover over the Intent column, click = menu and then click Run Intents Once to execute all the
Intents.

2. Inthe Run Intents Once dialog, various options are available for specifying the data source
and filtering the Intents to be executed.

a) Select Data Source: Any one of the three Data Sources can be selected: Live Data, Current
Baseline, and ADT Dataset. In this example, we will use Live Data as a Data Source.

b) Click OK to run the Intent once.

3. Inthe Notification window, click OK.

L L B I

[51Model CPU Performance

3560E Run Intents Once

EE

L e Ty ey L T e e e 5 g A e e d il

Run Intents via Timer
3560E

3560E Open Seed Intent

Run Intents Once - CPU Performance b Foup

Data Source: Live Data

() only Run Intents if | Intent Device belongs to Selact

o
OK

Cancel

The intents in the current ADT column are executed once now.

View Details o OK

T

e e b e e

Rebuild Table dialog.

Note: To ensure the intents are executed successfully, randomly click any intent row and check
the diagnosis message for confirmation.
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5.

Select the Column Group from the dropdown and tick the Production Mode as per your

preference.

Click Build to update the Intent column.

Please wait a few minutes for the Intents to execute, then check the Intent status code and
execution time.

=
@

S U T I TP P

{MWM

#) CPU Performance Check #°

Description:  Type description here...

Rl Rebuild Table X
Build the column groups: | a|| o

Log: ® Production Mode

O Debug Made

Table Builder

Last Updated at: 06/14/2024 06.'0 &, Rebuild Table

Only show major execution process log

Show all the detailed log

Cancel Build o

Gl g

ol

A

CPU

Yl i S e,

You can see the updated ADT with the Intent Status Code and the Last Execution columns. The
ADT table supports the standard operations of a table. For example, you can search the

keyword High to filter the devices with the alert status message, high CPU. The ADT table can
be exported to a CSV file.

) Automation Data Table Manager

> Bp CPU Performance Checl Table Builder
Description:  Type description here...
ltems: 24 Rows 7 Columns
No. @ Device [5]Hostname
1 US-BO5-5W3 US-BOS-5W5
2 UsS-BOS-5W4 US-BO5-5W4
3 US-BO5-5W3 US-BOS-5W3
4 US-BOS-5W2 US-BO5-5W2
5 US-BOS-5W1 US-BOS-5W1
6 UsS-BOS-R2 Us-BOS-R2
7 Us-BOS-R1 UsS-BOS-R1
g BST_POP2Z BST_POP2
9 BSTX BSTX
10 BST,POP1 BST,POP1

1 805-cEdge-01
12 g)_core_3550
13 5).12_Core 6
14 BJ_L2_Core 5
15 5).12_Core 4
1% g)_L2_Core 2

805-cEdge-01
5)_core_3550
g)_L2_Core 6
BJ_L2_Core 5
8)_L2_Core 4

512 Core 3

Lost Updoted ar: 08/10/2024 01:49 PM

[5]Vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

[5]Model

35808

35608

35808

35608

35808
CGS-MGS-AGS
CGS-MGS-AGS
2621

2811

2514

C5R1000V
catalyst355024
catalyst356048TS
catalyst336048TS
catalyst37xxStack

catalyst37xxStack

&, Rebuild Table

CPU Performance

CPU Performance

CPU Performance

CPU Performance
CPU Performance Check US-BOS-...
CPU Performance Check US-BOS-...
CPU Performance Check US-BOS-...
CPU Performance Check US-BOS-...
CPU Performance Check BST_POP2
CPU Performance Check BSTX

CPU Performance Check BSTPOP1

CPU Performance Check B

CPU Performance Check B
CPU Performance Check B]_L2_C...
CPU Performance Check B]_L2_C...
CPU Performance Check B]_L2_C...

CPU Performance Check B]_L2_C...

©
©
©
©
©
©

©

©
©
©

©

[5]Intent Status Code

Low CPU: O

Low CPU: O

Low CPU: O

Low CPU: O

Low CPU: O

Low CPU: O

Low CPU: O

High 5 second average CPU: 18%
Low CPU: 1

Low CPU: 4

Low CPU: 1

Low CPU: 3

Low CPU: 4

Low CPU: 5

High 5 second average CPU: 1%

High 5 second average CPU: 6%

@Help

Add Dats Manually v =

Q| 7 Advanced Filter: Undefined

(0 Last Execution Time

06/14/2024 06:44:32 PM
06/14/2024 06:44:32 PM
06/14/2024 06:44:32 PM
06/14/2024 06:44:32 PM
06/14/2024 06:44:38 PM
06/14/2024 06:44:32 PM
06/14/2024 06:44:38 PM
06/14/2024 06:44:42 PM
06/14/2024 06:44:34 PM
06/14/2024 06:44:35 PM
06/14/2024 06:44:32 PM
06/14/2024 06:44:38 PM
06/14/2024 06:44:42 PM
06/14/2024 06:44:35 PM
06/14/2024 06:44:40 PM

06/14/2024 06:44:39 PM
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5.1.5 Export ADT to CSV file

ADT can be exported as a CSV file for documentation. To export the file, follow these steps:

1.

In the ADT, click = menu from the upper-right corner and select the option Export to CSV

Only.

Table Builder

{
|
{
;
/
i s|Hostname
%JS-B 05-SW5
?S-BOS-SVM
S-BOS-SW3
%S-BOS-SWZ
S-BOS-SW1
%S-BOS-RE
5-BOS-R1
1

BsT_PoP2
S

Lost Updoted at: 08/10/2024 01:48 PM

CPU Performance

CPU Performance Check US-BOS-.

CPU Performance Check US-BOS-..

CPU Performance Check US-BOS-.

CPU Performance Check US-BOS-..

CPU Performance Check US-BOS-.

CPU Performance Check US-BOS-..

CPU Performance Check US-BOS-.

@
®
@
®
@
®

@

CPU Performance Check BST_POP2 ®

et T P )

&, Rebuild Table

s]Intent 5tatus Code
Low CPU: 0
Low CPU: O
Low CPU: 0
Low CPU: O
Low CPU: 0
Low CPU: O
Low CPU: 0

High 5 second average CPU: 183

Add Data I

Import from System Table

Lock Settings

Q

X
DE;"Q

06/14/202

Execution log

Export

Dataset Tag 5

06/14/202
06/14/2024 06:44:32 PM
06/14/2024 06:44:38 PM
06/14/2024 06:44:32 PM
06/14/2024 06:44:38 PM

06/14/2024 06:44:42 PM

R s

Aanually

@ Help

O

Export to CSV Only

Export Datasets to File

eltings

Table Settings

The exported CSV file will be saved automatically to your computer's default download
location, typically the "Downloads" folder (e.g., C:\Users<your username>\Downloads).

A A B C D E F G

Device Hostname Vendor |Model CPU Performance Intent Status Code Last Execution Time
E US-BOS-5W5 US-BOS-SW5 Cisco 3560E CPU Performance Check US-BOS-SW5 |Low CPU: 0 2024-06-14T13:14:32.2367
E US-BOS-5wW4 US-BOS-5W4 Cisco 3560E CPU Performance Check US-BOS-SW4 |Low CPU: 0 2024-06-14T13:14:32.2367
US-BOS-5W3 US-BOS-5W3 Cisco 3560E CPU Performance Check US-BOS-SW3 |Low CPU: 0 2024-06-14T13:14:32.2367
H US-BOS-5W2 US-BOS-5W2 Cisco 3560E CPU Performance Check US-BOS-SW2 |Low CPU: 0 2024-06-14T13:14:32.2367
US-BOS-SW1 US-BOS-SW1 Cisco 3560E CPU Performance Check US-BOS-SW1 |Low CPU: 0 2024-06-14T13:14:38.5337
n US-BOS-R2 US-BOS-R2 Cisco CG5-MGS5-AGS CPU Performance Check US-BOS-R2  |Low CPU: 0 2024-06-14T13:14:32.2367
n US-BOS-R1 US-BOS-R1 Cisco CG5-MGS-AGS CPU Performance Check US-BOS-R1  |Low CPU: 0 2024-06-14T13:14:38.5487
- BST_POP2 BST_POP2 Cisco 2621 CPU Performance Check BST POP2  |High 5 second average CPU: 18% [2024-06-14T13:14:42.0647
BSTX BSTX Cisco 2811 CPU Performance Check BSTX Low CPU: 1 2024-06-14T13:14:34.3927
BST,POP1 BST,POPL Cisco 2514 CPU Performance Check BST,POP1 Low CPU: 4 2024-06-14T13:14:35.7527
BOS-cEdge-01 |BOS-cEdge-01 Cisco CSR1000V CPU Performance Check BOS-cEdge-01Low CPU: 1 2024-06-14T13:14:32.236Z
- BJ_core_3330  |BJ_core_3550 Cisco catalyst355024 CPU Performance Check BJ_core_3550|Low CPU: 3 2024-06-14T13:14:38.267Z
BJ_ 12 Core 6 |BJ_L2 Core_6 Cisco catalyst356048TS [CPU Performance Check BJ_L2_Core_&{Low CPU:4 2024-06-14T13:14:42. 4867
BJ_ 12 Core 5 |BJ_L2 Core 5 Cisco catalyst356048TS |[CPU Performance Check BJ_L2_Core_5(Low CPU: 5 2024-06-14T13:14:35.8927
BJ_L2 Core_4 |BJ_L2 Core_ 4 Cisco catalyst37xxStack |CPU Performance Check BJ_L2_Core_4|High 5 second average CPU: 11% [2024-06-14T13:14:40.9237
BJ_L2 Core_3 |[BJ_L2 Core_3 Cisco catalyst37xxStack |CPU Performance Check BJ_L2_Core_3|High 5 second average CPU: 6%  [2024-06-14T13:14:39.6427
BJ_Dis_SW2 Bl_Dis_SW2 Cisco catalyst295024
BJ_Dis_SW1 BJ_Dis_SwW1 Cisco catalyst295024 CPU Performance Check BJ_Dis_SW1 |High 5 second average CPU: 10% [2024-06-14T13:14:37.227
m BJ_Acc_Sw4-bbb|BJ_Acc_Sw4-bbb-eeqCisco catalyst295024 CPU Performance Check BJ_Acc_Sw4-HHigh 5 second average CPU: 8%  |2024-06-14T13:14:44.2677
EAl B)_Acc_Swéd Bl_Acc_Sw4 Cisco catalyst295024 CPU Performance Check BJ_Acc_Sw4 |Low CPU:3 2024-06-14T13:14:37.4397
E BJ_Acc SWo BJ_Acc_SWo Cisco catalyst295024 CPU Performance Check BJ_Acc_SW6 |High 5 second average CPU: 6%  [2024-06-14T13:14:38.6892
E BJ_Acc_SW2-bbHBJ_Acc_SW2-bbb-ee|Cisco catalyst255024 CPU Performance Check BJ_Acc_SW2-§Low CPU: 1 2024-06-14T13:14:34.2517
BJ_ Acc SWI1 BJ Acc SwWi1 Cisco catalyst295024
E BIPOP BIPOP Cisco 2811 CPU Performance Check BIPOP Low CPU: O 2024-06-14T13:14:38.2527
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5.1.6 Create Intent Dashboard for ADT Automation Column

The dashboard provides an easy-to-understand and visual way to look into the ADT data, including

the intent results. Especially the user can have an overview of the data with a glance. Creating the

Dashboard from the ADT is easy as follows:

1.  Hover over the Intent column, click = menu and select the New Intent Dashboard.

2. Inthe Create Intent Dashboard window, define the following:

a) Enter the Dashboard Name, such as CPU performance check.

b) Select the Location where you wish to save the Intent Dashboard.

The Data Source section is already set to be predefined ADT and Intent Columns since you
are creating the dashboard using the automation column.

c¢) Click Create.

Create Intent Dashboard 2

Create Intent Dashboard for ADT 'CPU Performance Check’

Name: CPU Performance checko
Location: B My Dashboards v'o

[[] Use Ternplate

Data Source Automation Data Table

Automation Data Table: CPU Performance Check

Include Triggered Follow-up Intent Results
Intent Column:  CPU Performance v

[ Fileer Intent by Devices

Time Range Last 7 Days

Cancel

CPU Perfo... D Run El Details | =)
Run Intents Once

@
Run Intents via Timer [FA]

Open Seed Intent
Rebuild Intent-related Column Group
Remove Empty Wrapper Intent

Enable Auto Intent

Export Diagnosis Result to C5V
View Summary Report
Export Intent Qutput Map

Debug Empty Cells
Tag Current Column

Edit
Delete

Set as Table Key

Submit Related Commands te'Benchmark

MNew Intent Dashboard o

TP PP P Tt

S
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3. Inthe Create Intent Dashboard dialog, click Open Intent Dashboard.

Create Intent Dashboard *

o Intent dashboard has been created.

You may open to view the dashboard, or choose to add itto a

summary dashboard.

Add to Summary Dashboard Open Intent Dashboard

NOTE: The Intent Dashboard observes specific network issues with details, while the summary
dashboard provides an overall view by displaying Intent results from multiple Intent
dashboards. With Summary Dashboard, you can group Intent Dashboards into widgets
based on diagnosis purposes and display Intent results by device, site or device groups.
You can use the summary dashboard to monitor critical information across thousands
of devices and discover the root cause for issues in one view.

CPU Performance check Last Refreshed at 17/06/2024, 114102 3 M @& =
Summary 17/06/2024,11:41:10  View Report Device Information 17/06/2024, 11:41:10 View Report

22 Times Executed 22 Devices

- Intent-level Alerts

® Cisco 105 Switch Cisco Router
Intent Result History 17/06/2024,11:41:10 View Report
Time Range: All v Result: All v

e~ Sum of Intent Alert Status Code Count -+~ Sum of Intent Success Status Code Count

10

5 \ -

o . * e * * - * + . * < < < RS *

14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,  14/06/2024,
18:44:32 18:44:34. 18:44:34 18:44:35 18:44:35 18:44:37 18:44:37 18:44:38 18:44:38 18:44:38 8:44:38 16:44:38 18:44:39 18:44:40 18:44:42 18:44:42 44:44
Top Five Intent Alerts

Intent Name Map Execution Time. Intent Alert Status Code Count Intent Success Status Code Count Intent Status Code Summary Intent Alert Detection

CPU Performance Check 8] L2_Core 4 View Map 14/06/2024, 18:44:40 1 a High 5 second average CPU: 11% 1

CPU Performance Check B L2 Core 3 View Map 14/06/2024, 18:44:39 1 [ High 5 second average CPU: 6% 1

CPU Performance Check B_ACc_SW6  View Map 14/06/2024, 18:44:38 1 a High 5 second average CPU: 6% 1
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5.1.6.1 Edit Intent Dashboard

You can modify the Intent Dashboard in edit mode by selecting Edit Dashboard from = menu
located at the top-right corner of the dashboard window:

1.

2
3.
4

Click the Intent Result History section to view the dashboard data to be edited.

Change the Historical Result to the Last Result.

Click Edit Data and select Intent Device Result

Change Measure to Times of Alerts Detected on Devices.

From the Dashboard, you can observe that 6 devices out of 22 devices have High 5 second

average CPU.

Use the Alert Notifications feature to enable Alert Notification to send alerts to the recipient's

email address. You can adjust the Notification Frequency.

Click Save to save the Intent Dashboard and close the Dashboard.

A

[
Alert Notification X

Enable Alert Notification @D

Send emails automatically when alerts are detected in selected intent groups.

Monitor Intent Groups:  All Intent Groups (1)

Notification Frequency: Maximum once every 10 Days
To: abc@hotmain.com
Alerts Detected for Dashboard "CPU Performance check"”

Subjects:

Body: 8 Details Included in Email v

Send Email with Historical Alerts Cancel OK

Device Information

Last Refreshed at 10/08/2024, 14:15:05

C & ¥
Edit Dashboard
Share Dashboard

17106/

Save as

Save G

R Alert Notification e Close
{

<

Chart Data

(O Historical Result @ Last Result e
4 Edit Data
() Intent Result @ Intent Device Result e
Measure
Times of Alerts Detected on Devices v~

Alert and Success Count
Alert Count
Success Count

Times of Alerts Detected on Deviceso

Save as Template

Update

View Dashboard Input

Export Diagnosis Result to CSV
Add to Summary Dashboard

PGPSR S A O VISR

At Y PN NP P V|
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The final Intent Dashbaord will be like:

CPU Performance check Last Refreshed 2t 17/06/2024, 120522 5 4 &
Summary 17/06/2024, 12:05:30  View Report Device Information 17/06/2024. 12:05:30  View Repaort
- Intents
22 Times Executed 22 Devices
- Intent-level Alerts ® Cisco 105 Switch Cisco Router
Times of Alerts Detected on Devices 177062024, 12:05:30  View Report

Time Range: Allw  Result All w

;.‘\.‘];

Top Five Intent Device Alerts

Devica Mams Map Maragzmen: [P Device Type Execution Time Davice Alert Status Co...  Dewvice Success Status.. Device Status Code 5. Intent Mame Davice Alert Datection
B)_Acc_SWE 17224101.26 Cisco 105 Switch 14/06/2024, 18:44:38 1 o High 5 second averag.. CPUPerformanceCh.. 1
BST_POPZ 1722 Cizco Router 14/06/2024, 18:44:42 1 o High 5 second averag... CPUPerformance Cho.. 1
B)_LZ Core 3 17226.3.20 Cisco 105 Switch 14/06/2024, 18:44:39 1 0 High 5 second averag... CPUPerformanceCh.. 1

5.2 ADT Drilldown

In the last section, you learn how to create a new ADT via the Intent Replication Wizard. The key
steps are:

e Create a new ADT from devices of a device group and add the built-in device properties to the
ADT column. The devices and their properties form the Base Table of ADT, corresponding to
the critical asset of your network.

e The seed intent is replicated, and cloned intents are added to the ADT group, which is called the
Column Group, corresponding to the intents associated with the critical assets.

In this section, we will drill down deep into the ADT functions and operations:

e Create an ADT from scratch.

NetBrain R11.1b | 133



e Build ADT base from two common methods: from Devices of a Device Group, and from a CSV
file. Another method, from the Pre-replicated Intent Template, is useful for the network
assessment and document and will be covered in Section 5.3.

e Build ADT group from the intent template.
e Manually adjust the ADT.

You will use the same Device Group and a Seed Intent from Section 5.1 (CPU Performance Check)
so that you can focus on the concepts and functions of the ADT. The goal is to obtain the same ADT
as in Section 5.1, providing you with another way to understand ADT and its features.

5.2.1 Build Base ADT

To create an ADT and build the base table with the data in devices, follow the steps below:

1. Click the plusicon and click New Automation Data Table.
2. Inthe New Automation Data Table popup:

a) Enter ADT Name.

b) Select the Location you wich to store the ADT.

c) Click Save and wait a moment for ADT to open.
3 NetSrain 250

- -
@ T ¢ Mew Automation Data Table 2 X
New Map New Device Group

I'@ Mame: | CPU Performance_Test Q

Recents

Q o @_ o Location: | Sachin o w

Network MNew Intent New Automation Data
Table
— Cancel Saveo
O m +
‘h aes

Site Mew Intent Dashboard New Network Change

. L e e o e s B T T

3. Click Table Builder to open Automation Data Table Builder to define the Base Group.
4. Under the Base tab of Automation Data Table Builder, define the following settings:
a) Input Description for the base table to describe its use and function.

b) Select Method, the Devices of Device Group from the dropdown to build the base table.
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c) Click the Select link to select the created device group for building the base table with the
devices in the device group, and then click OK.

d) Within the Built-in Fields section, choose each column and move it into the Column Group
(Base) pane.

You are going to build an ADT table with the following columns: Device, Hostname, Vendor,
and Model.

e) Click Save and Build. The Build Table dialog appears, define the settings as per your
preferences and then click Build to save all the settings.

Automation Data Table Builder

Column Header: Reset All
8 a  ©8 SEE SEE 8
Device Hostname Vendor Madel
Base + Column Group (Base): Select Column v
ADT to check CPU performance e Device Hostname
[l M
L }
Device Hostname

Select Method to Build Base Table:

Devices of Device Group o w

a Model a Vendor

Model Vendor

Buile-in Fields:

o Device =
Device Group
o Hostname
1 e 12 I [ Sachin -
Mgmt Interface 4 @™ Sachin TW
3% Cisco Devices (for CPU perfor...
p
Device Type I ] Top 10 Summary Dashboard De...
) Vendor (M vamsi
[T1% All BGP Devices (39] -
o Model
o 1
Software Version Cancel I OK }
I
Serial Mumber 1 left here.)
@ Auto-Build  No Scheduled Update Cancel Save o T atIENE]
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The Base ADT will be like:

% Automation Data Table Manager @ Help

» . _
5 CPU Performance_Test Table Builder Lost Updoted at: 06/18/202401:46 PM &, Rebuild Table Add Data Manually v = o’

Description:  Type description here...

ltems: 27 Rows 4 Columns Search.. Q W Advanced Filter: Undefined S
No. & Device [E]Hostname [5]Vendar [E]Model

1 US-BOS-SWS US-BOS-SWS Cisco 3560E

2 Us-BO5-5W4 Us-BO5-5W4 Cisco 3560E

3 US-BOS-SW3 US-BOS-SW3 Cisco 3560E

4 US-BO5-5W2 US-BO5-5W2 Cisco 3560E

5 US-BOS-SW1 US-BOS-SW1 Cisco 3560E

6 Us-BOS-R2 Us-BOS-R2 Cisco CG5-MGS-AGS

7 US-BOS-R1 US-BOS-R1 Cisco CGS5-MGS-AGS

8 BST_POP2 BST_POP2 Cisco 2621

9 BSTX BSTX Cisco 2811

10 BST,POP1 BST,POP1 Cisco 2514

11 BST BST Cisco 2503

12 BOS-cEdge-01 BOS-cEdge-01 Cisco CSR1000V

13 BOS-NOK-L30UT BOS-NOK-L30UT Cisco NexusCO372TXE
14 BJ]_core_3550 BJ]_core_3550 Cisco WSs-C3550-24

15 BJ_L2 test_1 BJ_L2 test_1 Cisco WS-C3750-24TS
16 B] L2 Core & B] L2 Core & Cisco catalyst356048T5
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5.2.1.1 Edit ADT Table to Add Additional Fields

You will add additional fields Mgmt IP using table builder:

1.
2.

Click Table Builder.

From the Built-in Fields section, drag and drop Mgmt IP to the Column Group (Base) section.

Click Save and Build. The Build Table dialog appears, define the settings as per your

preferences and then click Build to save all the settings.

e,

Base +
Description:

ADT for check CPU performance

Select Method to Build Base Table:

Devices of Device Group

Select Devices by Device Group: Shared Device ...

Built-in Fields:
3 Device 8 £
Device Group
] Hostname
E Mgme IP
Mgmt Interface
Device Type
E Vendor
] Model
Auto-Build  No Scheduled Update

e,

Column Group (Base):

T P P SV VN YL Y

)
% Device n Hostname Vendor
Device Hostname Vendor
.
% Model n Mgme IP
Model Mgme IP

éﬂ

(Drog and drop column header from the upper area or available data field from the left here.)

Cancel

Save

Select Column ~

Save and Buildq

Here is the ADT after adding the additional column:

2

w

IS

w

6

%
£
(
g‘\
|
}
{
5
i

7 US-BOS-R1 Us-BOS-R1

Description:

No.

B} CPU Performance_Test

Type description here...

Items: 27 Rows 5 Columns

Device

US-BOS-SW5
US-BOS-SwW4
US-BOS-SW3
US-BOS-SW2
US-BOS-SW1

US-BOS-R2

Table Builder

[S]Hostname
US-BOS-SW5
US-BOS-Sw4
US-BOS-SW3
US-BOS-Sw2
US-BOS-SW1

US-BOS-R2

Last Updated at: 06/17/2024 05:0...

Search...

[5]Vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

T AT A s PV PP RV BV P

[SIModel
3560E

3560E

3560E

3560E

3560E
CGS-MGS-AGS

CGS-MGS-AGS

Q T Advanced Filter: Undefined | 3

€, Rebuild Table Add Data Manually v = oo

[EIMgmt IP
10.8.1.52

10.8.1.244
10.8.1.243
10.8.1.242
10.8.1.241

10.8.1.240

10.8.1.51

AR SR AL v |

il
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5.2.1.2 Remove a Column

Follow the steps to delete a column:
1. Click Table Builder.

2. From the Column Header section, hover over the Mgmt IP field, click ¥ and then click Delete
from dropdown.

3. Click Save.

Automation Data Table Builder

Column Header:

Reset All
) a 2 o 2 a 8 @ 8 e = e
Device Hostname vendor Model Mgmt IP Edit
Delete
Base + Column Group (Base): 5 Column v
Jeren ]
ADT for check CPU perfarmance Device Hostname vendor
[ %
Device Hostname Vendor

Select Method to Build Base Table:

Devces of Deice Group v

Model a Mgmt IP
Select Devices by Device Group: Shared Device ... < Model o Mgmt IP

L i e ML T LT T
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5.2.1.3 Adjust ADT Column Order

After an ADT is created, you are allowed to change the order of its columns. Further, the columns
can be set to be invisible to display only essential column data. Follow the below steps to adjust the
ADT columns:

1. Click = menu in the top right corner of the column headers.
2. Inthe Column Setting window, you can perform the following operations:
a) Untick the checkbox of the column you wish to make invisible from the ADT.

b) Hover over the column you wish to adjust and click items listed in the ' drop-down menu of
a column to change their order.

c) Click OK to save the settings.

Column Setting 2 X
ble Add Data Manually ~ = .f‘
= No. Column
1 Device
O 2 Hostname e
Y Advanced Filter: Undefined = G
3 Vendor
4 Model o v o_

Mowve to Top
e T e AT e e

Mowve Up
Mowve Down

Move to Bottom

Cancel oK e
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5.2.1.4 Use of Advanced Filter in ADT

In the ADT table, Advanced Filter is used to accumulate all the empty rows based on the selected
column. Follow the below steps to define Advanced Filter:

1.
2.

5.

In the ADT table header, click Undefined of the Advanced Filter field.
In the Advanced Filter popup, tick the Filter empty row with the checkbox.

From the dropdown, select the column you wish to filter. In this example, the Model column is
selected.

Click OK to apply the filter.

€, Rebuild Table Add Data Manually ~ = o'

N

Search... Q Y Advanced Filter: Undefined o

Advanced Filter X

Filter empty rows with,  Model ~
L Device
Host
ostname Ok o
Vendor

Model o

When the filter is applied, you will see the two rows are filtered based on the column selection.

e

i, At

#, CPU Performance_Test Table Builder Last Updated at: 06/17/2024 05:0... € Rebuild Table Add Data Manually ~ = o'

Description: Type description here...

{

f Iltems: 27 Rows 4 Columns Search... Q V7 Advanced Filter: Defined f
g No. &2 Device [s]Hostname [s]vendor [s]Model =
i‘\ US-BOS-R1 US-BOS-R1 Cisco
é#mw%ﬂ%wﬂﬁwwwwwwww,ﬁE&MmvamW%,W,,‘JMW,,W.VMwﬁw,,.Wﬂ
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5.2.2 Build ADT from a CSV File

In the last section, you learned how to build base ADT using the Devices of Device Groups method.

This section teaches how to create the ADT base table by Importing a CSV File.

NOTE: Make sure you have a CSV file available on your local computer. Once imported, the contents

of the CSV file will be loaded into the ADT.

Sample of CSV file content:

Device Hostname Vendor Model
US-BOS-SW5 US-BOS-SW5 Cisco 3560E
US-BOS-SW4 US-BOS-SW4 Cisco 3560E
US-BOS-SW3 US-BOS-SW3 Cisco 3560E
US-BOS-SW2 US-BOS-SW2 Cisco 3560E
US-BOS-SW1 US-BOS-SW1 Cisco 3560E
US-BOS-R2 US-BOS-R2 Cisco CGS-MGS-AGS
US-BOS-R1 US-BOS-R1 Cisco CGS-MGS-AGS
BST_POP2 BST_POP2 Cisco 2621
BSTX BSTX Cisco 2811
BST BST Cisco 2514

To build the base table with the data in devices, follow the steps below:

1. Click the plus icon and click New Intent-Based Automation.
2. Inthe New Automation Data Table popup:

a) Provide an ADT Name.

b) Select the Location you wich to store the ADT.

c) Click Save and wait a moment for ADT to open.

@ [ ]
@ v * New Automation Data Table 2 X
New Map Mew Device Group

II@ Mame: | CPU Performance ADT_via CSVo
Recents

Q o @_ o Location: | Sachin o ~
Network MNew Intent MNew Automation Data

Table

— Cancel Saueo

» m +

‘h LL X}

New Intent Dashboard MNew Network Change

e e L e T L T AN VI M, P W
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3. Click Table Builder to open Automation Data Table Builder to define the Base Group.
4. Under the Base tab of Automation Data Table Builder, define the following settings:
a) Input descriptions for the base table to describe its use and function.
b) Select Method Imported CSV from the dropdown to Build Base Table.
c) Click the Select link to import the CSV file.
d) Click Browser and select the CSV file from your local computer.

e) Click OK.

Automation Data Table Builder
Select CSV »

Column Header:

C5: | Import from Local ~ | | CPU Performance.csv o Browse

Base - .

CSV Column Display Name Data Type
Description: i .

Device Device String h

ADT using csv file o

Hostname Hostname String v

Select Method to Build Base Table: Vendor Vendor String -

Imported CSV v
Model Mode String W
CSV: Select o

P N W SR V" P

Under Built-in Fields, you can see Device, Hostname, Vendor, and Model fields.

f) Within the Built-in Fields section, choose all the fields and move them into the Column
Group (Base) pane.

g) Under the Define Table Key dropdown, tick the Device checkbox.

h) Click Save and Build. The Build Table dialog appears, define the settings as per your
preferences and then click Build to save all the settings.
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Automation Data Table Builder

Column Header: Reset All
] a 8 ] a a ] a 18 o B
Device Hostname Vendor Model
Base - Column Group (Base): Select Column w

Description: : :
ADT using cav file : Device Hosmame Vendor :
1 Device Hostmame Vendor 1
Select Method to Build Base Table: : 1
1
Imported CSY ~ : 1
i Model :
CSy: CPU Performance.csv : Model 1
1

k

rEEE-FEeI-d;----------:
1
1 o Device [5]] P :
1
o Q0
1| B Hostname [5] I
1
1 s Vendaor = : (Drog and drop column header from the upper areo or ovoiloble doto field from the left here.)
. I
1
: ] Madel El| g Define Table Key
1 1
el
Device
[5] Device
[ [5] Hostname
[ [5] Vendor
[ [ Model
0 Auto-Build  No Scheduled Update Cance Save Save and Blilfo

The ADT Base table is successfully built from the imported CSV file, which contains the
columns.

% Automation Data Table Manager @ Help
”» F CPU Performance ADT_via CSV Table Builder Lost Updored at: 06/18/2024 04:46 PM € Rebuild Table Add Data Manually ~ = d‘

Description: Type description here...
ltems: 10Rows 4 Columns Search... Q W Advanced Filter: Undefined S
No. [5]Device [5]Hostname [5]Vendor [5]Model =

1 US-BOS-SW5 US-BOS-SW5 Cisco 3560E -

2 US-BOS-5W4 US-BOS-SW4 Cisco 3560E

3 US-BOS-SW3 US-BOS-SW3 Cisco 3560E

4 US-BOS-5W2 US-BOS-SW2 Cisco 3560E

5 US-BOS-5W1 US-BOS-5W1 Cisco 3560E

6 US-BOS-R2 US-BOS-R2 Cisco CGS-MGS-AGS

7 US-BOS-R1 US-BOS-R1 Cisco CGE5-MGS-AGS

8 BST_POP2 BST_POP2 Cisco 2621

] BSTX BSTX Cisco 281

10 BST,POP1 BST,POP1 Cisco 2514
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5.2.3 Build ADT from Intent Template

After building a base table, you can add the automation to the Column Group. The Column Group

can be built with the same types of methods to build the base table. The most frequently used one
is the Intent Template.

Let us add an Intent group in the ADT (choose any of the Base ADTs created in the previous
sections) using the Seed Intent that you have created in Section 5.1.3. Follow the steps to add Intent
columns in the ADT using the Intent Template method:

1. Inthe ADT, click Table Builder to open Automation Data Table Builder.

Automation Data Table Builder

Column Header: Reset All
E 1 =] 3 Intent Group - 3 o= 3 &
Device Viode Replicated Intent Intent Status Code
n
U tl
= © Cancel OK
Last Execution Time
Base Intent Gro... + e Celumn Group (Intent Group): Select Column ~
Description:
n Replicated Intent Intent Status Code n LestExecution Ti..
Replicated Intent Intent Status Code Last Execution Time
Select Method to Build Group Table:
Intent Templat: v
____________ 1
In:entTempIate:: CPU Performance Check
___________ .‘;I
Built-in Fields: \
)
3 Replicated Intent ‘\ (Drag and drop column heoader from the upper area or ovailable dota field from the left here.)
A
A
Intent Output: ~
o “4 Define Logic to Populate New Columns for Each Row
Intent Message ‘\
‘l Select Device Column to Replicate Intent: | Device w o
@ Intent Status Code 1
ll Replication Serrings | Auto set Intent Ma & Device
E Last Execution Time (1) 1
1
1
Select Intent Template X
Auto-Build N Cancel Save Save and Builde
Select Intent Template from: @ All Intents () Installed Intents
4
Type: | Commeon Intent w Filter by: | Device-based v | sachin x
Al ) (10.10.10.1(3) | [ 192.168.28.62(4) | | 3Com (4) | | 5Report(2) | | AAA(D) | | Acces 2>

4 All Network Intents
4 [ Sachin
I B NIST Compliance
18l Check AWS EC2 Configuration Against Baseline
iy CP1
il CPU Performance Check
1| Parh rest

o PCEC2

Cancel oK
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-+

2. Click the

and then click OK.

icon to open the Create Group popup, type the group name as Intent Group,

3. Type Description (optional), and check for the method selected as Intent Template.

4. Select previously created Intent, i.e., CPU Performance Check.

5. Drag and drop required fields from the Built-in Fields and Intent Output sections into the
Column Group (Intent Group) section. Add Replicated Intent, Intent Status Code (which
usually includes the intent execution results), and Last Execution Time (knowing when the
intent was executed last time can be useful for the end users).

6. Select Device from the dropdown to replicate Intents to the device column.

7. Click Save and Build. The Build Table dialog appears, define the settings as per your
preferences and then click Build to save all the settings.

Wait a moment for ADT to populate the Intent columns.

E‘b Automation Data Table Manager

»
 CPU Performance_Test

Description:  Type descrigtion here...

ltems: 27 Rows 7 Columns

No. & Device

US-BOS-5W3
2 US-BOS-SW4
3 US-BOS-SW3
4 US-BOS-5W2
5 US-BOS-SW1
6 US-BOS-R2
7 US-BOS-R1
8 BST_POP2
9 BSTX
10 BST,POP1
L BST
12 BOS-cEdge-01
13 BOS-NOK-L3CUT

14 B]_core_3550
15 BJ L2 rest_1

16 B| 12 Core 6

Table Builder

s]Hostname
US-BOS-SW3
US-BOS-SW4
US-BOS5-5W3
US-BOS-5W2
US-BOS-5W1
US-BOS-R2
US-BOS-R1
BST_POP2
BSTX
BSTPOP1
BST
BOS-cEdge-01
BOS-NOK-L30UT
E_core_3550
BJ_L2 test 1

BJ L2 Core 6

Lost Updorted ar: 06/18/2024 01:46 P € Rebuild Table

5]Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

5]Model Replicated Intent
35608 CPU Performan

35608 CPU Performan

35608 CPU Performance Ched

35608 CPU Performan

35608 CPU Performan

CG5-MGS-AGS CPU Performance Ched
CGS-MGS-AGS CPU Perfarman

2621 CPU Performan

2811 CPU Performance Check BSTX
2514 CPU Perfarmance Check BST,PO..
2502

CSR1000V CPU Performance Check BOS-cE...
NexusCO372THE

WS-C3550-24 €PU Performance Check EJ_core..
Ws-C3750-24T5

catalyst356048TS CPU Perfarmance Check BJ_L2_C

You can create an Intent Dashboard similar to the Section 5.1.6.

5. @
5. @
.BOS.. @
S.. ©
5. ©
-BOS... @
5. @

. ®

®

®

5]Intent Status Cods

@ Help

Add Data Manually ~ =

QT Advanced Filter: Undefined | G

Last Execution Time =

Low CPU: 0 06/14/2024 06:44:3...
Low CPU: 0 06/14/2024 06:44:3...
Low CPU: 0 06/14/2024 06:44:3...
Low CPU: 0 06/14/2024 06:44:3...
Low CPU: 0 06/14/2024 06:44:3...
Lowe CPU: 0 06/14/2024 06:44:3...
Low CPU: 0 06/14/2024 06:44:3...
High 5 second averags CPU: ... 06/14/2024 06:44:4...
Low CPU: 1 06/14/2024 06:44:3...
Lowe CPU: 4 06/14/2024 06:44:3...
Low CPU: 1 06/14/2024 06:44:3...
Low CPU: 3 06/14/2024 06:44:3...
Low CPU: 4 06/14/2024 06:44:4...
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5.3 Assess and Document Your Network Operational Status

In the last two sections, you learn how to create the base table of an ADT from the built-in system
data, such as network devices and their properties. We recommend that you use this easy method
to populate your base table if possible. However, the built-in data may not satisfy your need, and

you have to query the network operational status from the live network via the CLI command. For
this case, you will parse the data from the CLI command results and export the data (variables) to
the ADT table. The method to build this use case is called the Pre-replicated Intent Template.

In this section, you will asked to document all down interfaces, including Administratively Down
or Down, and the interface uptime. This report can help you figure out how many ports are not
used in your network and future network expansion planning.

This section includes the following main steps:

e Create Network Intent

e Add Signature Variables to ADT Base Table

e Export ADT to CSV file

The Final ADT

will be like:

B Down Interfaces
Description:  Type description here...

Items: 316 Rows 9 Columns

Table Builder

Last Updated at: 06/21/2024 1249PM & Rebuild Table

]
No.  @Device 1
i

[slinterface_Mame

[5]status

[slinput 1

A A P AP B A AN St N A i

1 US-BOS-5W2
2 BSTX
3 BSTX
4 BSTX
5 BSTX
6 BSTX
7 BSTX
s BSTX
o BSTX
10 BSTX

11 BSTX
12 BSTX

13 BSTX

b
:
]
f
[1 4 BSTX
fw 5 BSTX
[1 6 BSTX
57 BSTX
§1 2 BSTX

19 BSTX

Ethernet1/0

Serialo/2/0

Serialo/3/0

Serialo/3/1

BRI1/0

BRIT/0:1

BRI1/0:2

BRIT/1

BRIT/111

BRI1/1:2

BRIT/2

BRI1/2:1

BRI1/2:2

BRI1/3

BRI1/3:1

BRI1/3:2

BRI1/4

BRIT/411

BRI1/4:2

administratively down
down

administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down

administratively down

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

never

[5]Hostname
US-BOS-SW2
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX

BSTX

[sImgmt 1P

10.8.1.242

1722432209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.208
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.208
172.24.32.209
172.24.32.209
1722432209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.208

172,24.32,209

[s]vendor
Cisco
Cisco
cisco
Cisco
Cisco
Cisco
Cisco
Cisco
cisco
Cisco
Cisco
Cisco
cisco
Cisco
Cisco
Cisco
Cisco

Cisco

Add Data Manually

Q| 7 Advanced Filter: undefined | |

[5]Model [5]software version E|
35608 15.2(HI_20170202)F...
2811 12,4154
2811 12.4015T4
2811 12.415]T4
2811 12,4154
2811 12.4(15]T4
2811 12,4154
2811 12.4015T4
2811 12.415]T4
2811 12.415T4
2811 12.4015]T4
2811 12.4(15]T4
2811 12.4015T4
2811 12,4154
2811 12.415T4
2811 12.415]T4
2811 12.4(15]T4
2811 12,4154
B o 12501574
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5.3.1 Create Network Intent

In this section, you will create a Network Intent to specify the CLI command for the Parser and
subsequently define the Signature Variable for down Interfaces. The Signature Variables can be
imported to the ADT.

1.
2.

From the Intent Manager, create a new intent, Down Interface Report.

Add the target device(s), e.g., device US-BOS-R1).

Add a CLI Diagnosis: enter the command show interface and retrieve the data from the Live

Data.

In the + New Pattern dropdown, select Paragraph parser.

Network Intent (Edit Mode)

v @ US-BOS-R1 Type Description here...

' Down Interface Report & Diagnosis Tree Run

Type description here...

| Seed Logic Replication Logic

& + Device

CLI Command Diagnosis

Save @Help =

7. Intent Map: Select ~

Intent Variables: Manager |  Tag: +Add (=

E + Add Config Diagnosis D + Add CLI Dlagnosise

?
3
& US-BOS-R1 show interface X~ Retrieve ~  with Live Data Ig
3
1. Define Variable 2. Define Diagnosis
Format1 v + l
{
(@ Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) + New Pattern v ?;
)
Current Device v | 08/13/2024 12:15:57 PM Search... O a v Auto Pattern !
1 IJS—BOS—Rl#shUw interface P Single Variable ;
2 Ethernete/e is up, line protocol is up Table g
3 Hardware is AmdP2, address is aabb.ccoe.eceo (bia aabb.: z
4 Description: to 192 MGMT Paragraph i
5 MTU 1508 bytes, BW 1@@ee Kbit/sec, DLY 1@@@ usec, 3
s pi1s Advanced > H
6 reliability 255/255, txload 1/255, rxload 1/255 Id frong
7 Encapsulation ARPA, loopback not set 3
8 Keepalive set (1@ sec) i,
9 ARP type: ARPA, ARP Timeout ©4:00:0@ §
(RO [ st_input never, output 90:00:06, OUEPUE DANRDEVET . o e
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5.3.1.1 Define the Paragraph Parser

In the sample data, select the text and create the following Variables:
1. Define ID Line A.
a) Double-click the interface Loopback99 in line 154. The Variable $var1 is created.
Change the default name $var1 to $interface_name

b) In the same line of the sample data, double-click the phrase administratively down. The
Variable $var2 down, is created in the same ID Line.

Change the Variable $var2 down with $mstring:status(down | administratively down), line

The final ID Line A will be: A$interface_name is $mstring:status(down | administratively
down), line
2. Define Var Line 1 for interface uptime.

a) Double-click the word never in line 160. The Variable Input $input, output is created in the
Var Line 1.

3. Verify the Ouput and click Apply.

@ US-BOSR1 | show imerface X~ | Retrieve v with Live Data
1. Define Variable
Format1 ~ + Teston Devices: 0 =
(© Double-click a variable to parse. Select multiple lines to parse a table. ritical Variable (0) & lotefaces s & Tune: Paraerao h @ + Newy Parrern ™ =
Current Device ~ | 06/20/2024 12:53:06 PM o )

o A | oAgs I - . ’ PR . .
= 4 runts,  giants, u Tnrorties IDLine A ~ginterface_name is $mstring:status(down|administratively down), line
149 @ input errors, B CRC, @ frame, @ overrun, B ignored -

150 37282 packets output, 2511677 bytes, @ underruns |
151  output errors, @ collisions, @ interface Fesets
152  unknoun protocol drops
153 @ output buffer failures, @-dutput buffers swspped out g .
154 4loopbackad is administratively down, 1ine protocol is down : Var Line 1 input Sinput_. output =
155 ware is anpua |
156 1514 bytes, 0000 Kbit/sec, DLY 5000 usec, — -
157 reliability 255/255, txload 1/235, rxload 1/255 160 Lestinpus|neved, ouput never, ausput hang never > 1 line
158 Encapsulation LOOPBACK, loopback not set
155 Keepalive set (18 sec) [P
160 Last input geyer, outputf never, output hang never +Field v h
161 Last cle of "show interface” counters never G P S — = _
162 Input qu /75/8/6 (size/max/drops/flushes); Total output drop &
163 Queuelng strategy: fifo Sinterface_name v | Sstaws ~ | Sinpur ~
164 Output queus: 8/@ (size/max)
S minute input rate @ bits/sec, O packets/sec Loopbackad administratively down never

5 minute cutput rate @ bits/sec, @ packets/sec
@ packets input, @ bytes, @ no buffer
Received @ broadcasts (8 IP multicasts)
@ runts, @ giants, @ throttles
@ input errors, @ CRC, @ frame, @ overrun, @ ignored, @ abort
@ packets output, @ bytes, B underruns
@ output errors, 8 collisions, @ interface resets
@ unknoun protocol drops
B cutrut biffar £ailures O cibid boffare cwsnned ot

@ Help All Inzent Variables co Apply

4. Inthe Confirmation popup, click Apply and Continue to save the parser.

)

5. Click the penicon, rename the parser name from Paragraph1 to Interfaces, and then click OK.
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5.3.1.2 Define Intent Variable for Seed Logic

Since you only want to report the down interfaces (not all interfaces), you can create a compound

table (sub-table) to filter out these interfaces:

Intent Variables for Seed Logic

Add Sub Table (Filtering Row by Condition)

Table Name:

down_interfaces o
Interfaces o

table rows if values match the below condition

[77] Base Table:

Filtering Logic: | Only Keep v

B | Please Select v

Boolean Expression: | A

Calculate et

Base Table (Interfaces) New Table (down_interfaces)
& US-BO5-R1
[0 show interface ,= Interfaces
interface_name (string) ~ | status (string)

Loopback9ge administratively down

@ Help

B +Add Config Di

b
{
Intent Variable Use Automnation Data Table Task Variable § Run
bl
) o
+ Add Compound Variable 1 + Add Compound abevl E
B — A
3
b [ Intent Merged Table E 4
Sub Table (Filtered by Value) %
USBOSR] |F=============- interface 3
1 Sub Table (Filtered by Con dl’tion)ll E
b +E Imerfaces Appended Table f%
I @ US-BOS-R1 1 Built-in Data EE
It
Y L L U NNENPRS

e
_________________________ I
1
down v m:
1
w | input (string) o
never

with Live Data @ Help |=

Intent Settings

Full Settings for Template
Lock Settings

Intent \
Add Intent Diagnosis Block

Add Diagnosis via Auto Intent

Cancel

OK@
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1. Inthe Network Intent (Edit Mode) window, click = Menu and open Intent Variables to
define compound Variables.

2. Inthe Intent Variables for Seed Logic window, select US-BOS-R1.

3. From the + Add Compound Table dropdown, select the Sub Table (Filtered by Condition)
option.

4. Inthe Add Sub Table (Filtering Row by Condition) window, enter the table name like
down_interfaces.

5. Select variable Interfaces as a Base Table from the dropdown.
6. Define condition A for Variable status contains down.

7. Click OK to save the configuration. You will see the Compound Table is added in the Intent
Variables tab.

8. Click Close to save and close the window.

Intent Variable Use Automation Data Table Task Variable
+ Add Formula Column

Intent

4 @ U5-BOS-R1 B0 show interface
b= Interfaces
4 Down_interfaces v
& US-BO5-R1
@0 show interface ,= Interfaces
interface_name (string) status (string) input (string)
Loopbacksg administratively down never
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5.3.1.3 Create Signature Variables

For any intent variable to be added to an ADT, you have to define it as a Signature Variable in the
Full Settings for Intent Template. To create signature Variables, start by defining the Intent
Qualification using devices and critical Variables.

1.

In the Network Intent (Edit Mode) window, go to = menu, and click Full Settings for
Template to define device qualification and critical Variables.

Enable the toggle button, Serve as Template for, and ensure that Device-based Replication
is selected.

Under the Intent Qualification tab, click Undefined to define the devices via Dynamic
Search.

a) Setthe Device Type to be Cisco 10S Switch and Cisco Router.

b) Click OK to save the configuration and close the window.

Run with Live Data Save @ Helpl =

Intent Variables
Full Settings for Template o Dynamic Method: Select criteria to filter devices in All Devices W

Lock Settings - - - -
Intent \ A Device Type ~ Matches any W Cisco |05 Switch,Cisco Re...  ~ | [

Add Intent Diagnosis Block

s Ty N S S S S Ly

B +Add Config D a4 Diagnosis via Auto Intent B | SeleaCritera -

Full Settings for Intent Template

Serve as Template for: ® Device-based Replication oath-bas Soolesn Expression: | A

Search
Intent Qualification Macro Variable Critical variable N
432 Qualified Devices

Device Qualification:
» Static Method: Include/Exclude target devices

(0 via Device Groups/Sites: Select + Include Device 4 Exclude Device

Hostname Vendor Madel Management [P
(@ via Dynamic Search:  Undefined o

Cammand Qualification: 0/1

e A e
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4. Define Critical Variable.
a) Under the Critical Variable tab, click the Manually Select option.
b) Under the Critical Variable column, select the Variable status.

Note: Select only the Variable status; otherwise, the ADT will include empty lines.

Full Settings for Intent Template 4
Serve as Template for: (@ Device-based Replication (O Path-based Replication [] Enable Meighbar Pair Replication
Intent Qualification Macro Variable Critical Variable Advance Settings
Selectvariables as Critical Variables to qualify devices which can be matched with seed device parsers: @
(O Automatically Select All Diagnosis Variables
@® Manually Select Q
a4 Down Interface Report
4 @ U5-BOS-R1
Eoclean Algebra = CLI Command Critical Variables Replicate
[T = [ zhow interface 1 Variable Selected
| « EJW show interface
Boolean Expression: A 4[] @ Interfaces
[ interface_name |
status
O input
e e e e e T e i e e T ey e e L e T T e e L

5. Create Signature Variables in Advance Settings.

a) Under the Signature Variables section of the Advanced Settings tab, click + Add via Table
Columns.

b) From the Select Table Columns window, check all the Interfaces Variables checkboxes.
c) Click OK to open the Add Signature Variable window.
d) Inthe Add Signature Variables window, provide the name Down_interface.

e) Click OK to save the table columns.
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Full Setting= for Intent Template

@) Serve as Template for: @) Device-based Replication (O Path-based Replication

Critical Variable | Advance Settings G!

Intent Qualification Macro Variable

Match Target Device with Seed Devices:
(O Match 1 Seed Device Only

® Try to Match All Seed Devices

Name Rule: @ | $nit_name $device_name

Automation Tag for Cloned Intents: + Add [F]

Signature Variables:

+ Add via Table Columns + Add via Single Variables

Signature Variables Name Type

Add Signature Variables

Name: | Down_lnterfaces o

Selecred Seed Devices and Tables

Display Name of Column:

interface_name status

Seed Device: Table:

& US-BOS-R1 EH Interfaces interface_name ~ | | status

+ Add Table Columns

© How it works.

[J Enable Neighbor Pair Replication

Select Table Columns

Seorch... O\

4 @ US-BOS-R1

4 @ showinterface -

1 B Interfaces 1
[ interface_name Io

T status :
@Ews ]

[0 EH Down_interfaces
[ interface_name
O status

[0 input

OK

input +
~v | | input ~ W
Cancel oK

6. Click OK to save the Intent Template settings.

7. Click Save to save the NI and then close the window.
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5.3.2 Add Signature Variables to ADT Base Table

In this section, you will create a new base table in ADT using a Pre-replicated Network Intent
Template method for the inclusion of Signature Variables.

Note: The Signature Variables can only be used in the base table of ADT and when the method to
build the base table is the Pre-replicated Intent Template.

A Signature Variable is a specialized type of Variable intended to reveal key Variable values used in
parsers for NIT replication. It can hold two types of values: single value and table. This Variable type
enables data output to an ADT as row data.

5.3.2.1 Decode Network Intent

Before an intent template can be used to create a base table of an ADT, you must install and
decode it in the IBA Center:

Intent Cluster Manager
B Automation Data Table (ADT)

[ Task variable Manager

net3rain
| Search App.. Q | @iy Domain Management
Network Map-Based Automation Intent-Based Automation Incident & Change Misc
Intent Execute Intent Dashboard
& Intent Manager I, Intent Based Automation Center o Summary Dashboard

B, Triggered Automation Manager
% Preventive Automation Manager

(@ Schedule Automation

Intent Dashboard
Universal Dashboard

% Report Manager

F, Intent Based Automation Center

Installed Intent Templates Published Intents

I:ems:o + Add Intent Template

4 Intent Template Name Location

Add Intent Template

Auto Intent Auto Intent Profile

Intent Decoding

]

MNetBrain Downlosd

o
o
A

o B gt

W
X
Ed
Select Intent Template X

Intent Template: o Browse Select Intent Template from: (@ All Intents () Installed Intents
Group: Default ~ Type: | Common Intent ~ Filter by: | no filter ~ || sachin X
& Decoding Settings Cancel OK Al 10.10.10.1(6) | [ 102.168.29.62 (4) | | 3Com(5) | | 5Report(2) | | AAA(S) | | Acces »
4 0 All Network Intents
4 M Sachin
- B NIST Compliance
Check AWS EC2 Configuration Against Baseline
cP
CPU Performance Check
Demo-0SPF Router
o Down Interface Report
Cancel OK
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Click the start 3 menu and select Intent Based Automation Center from the Intent-Based
Automation tab.

Click + Add Intent Template to add your intent.
From the Add Intent Template dialog, click Browse to select Intent Template from All Intent.

Search for your Intent Template, select it, and then click OK. Your Intent Template is installed in
the IBA center.

Decode Intent Template.

[%, Intent Based Automation Center {
!
Installed Intent Templates Puklished Intents Auto Intent Autc Intent Profile MetBrain Download }
ltems: 1451 + Add Intent Template Filter:| All v | down X | 3 Refresh =
4 Intent Template Name Location Intent Decoding L
EY
4 Defaulc @ Help
No of Days Since Intf is down All Network Intents/Sachin
o Down Interface Report All Network Intents/Sachin
Intent Template Name: Down Interface Report 3
4 DoctorDave
Check for assigned and dewn All Network Intents/Engineer/Doc] X
Basic Cloned Intents
4 H
Decode service will start soon, it may take a long time, Intent Decoding Decode Now
depending on the number of qualified devices. O Recurring Decode
Update Intent Baseline
Update Intent Baseline Periodically
(® One-Time Decode 214 Devices decoded
Cance OK
c 8% Decoding Settings o Apply
Decoding Settings
Data Source:
(@ Live Data Use live data.

Use config files from Current Baseline
(7) Current Baseline Use the recent dota from Current Baseline.

(O) ADT Dataset Select Use historical doto from dataset,

Cancel OK
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a) Select your Intent Template.

b) In the right pane, click Decode Now. From the Decode Now dialog, tick the Update Intent
Baseline checkbox and then click OK.

The message “Intent decoding request has been sent successfully.” Is displayed.

c) Click Decoding Settings, tick the Use config files from Current Baseline checkbox, and
click OK.

d) Click Apply to apply the settings.

It may take some time to decode the devices if there are many devices in the device group. The
final results show that 215 devices are decoded.

v Intent Based Automation Center

Installed Intent Templates Published Intents AuTO Intent Auto Intent Profile NetBrain Download
Items: 1388  +Add Intent Template Filter: Al ~  down interface X | 5 Refresh =
4 Intent Template Name Location Intent Dec... Decoded.. Auto Inten... Cloned Int;
4 Default
Down Interface Report All Network Intents/Sachin Last Deco... 215 0

4 DoctorDave

Check for down interfaces All Network Intents/Engineer/Doc... Last Deco... 152 135

g W ¥ e A P N YW A e e g

|
s
s

R U P S Y, W St

e e e
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5.3.2.2 Build Base Table

Follow the step-by-step instructions to build the base table with the Signature Variables:
1. Click the plusicon and click the New Automation Data Table option.
2. Inthe New Automation Data Table popup:

a) Enter ADT name, Down Interfaces.

b) Select the Location you wish to store the ADT.

c) Click Save and wait a moment for ADT to open.

Net3rain [E22

< ] New Automation Data Table 2 X

-t +
Name: | Down Interfacese
o Location: | Sachin o v
i)

New Intent New Automation Data

Table
Cancel Save o

e e

Search Anything and Crec

M-

New Map New Device Group

Recents

Network

+

3. Click Table Builder to open Automation Data Table Builder to define the Base Group.
Base Group tab settings:

4. Under the Base tab of Automation Data Table Builder, define the following settings:

Automation Data Table Builder

Select Intent Template X
Calimuleaders Select Intent Template from: @ All Intents d d Intents
Base Type: | Common Intent ~ Filter by: | Device-based v || sachin X
Description:
All 1010101 (3) | | 192.168.29.62 (4) | | 3Com (4) | | SReport(2) ) | AAA(S) | | Acces »
Base group for adding signature variable:
4 I Al Network Intents

Select Method to Build Base Table: 4 [ Sachin

Pre-replicated Intent Template ~ CP1

CPU Performance Check
a - Seled
Intent Template: Select o S ————
Built-in Fields: Down Interface Report o

Dw IntR12

Device 8 F
Golden ACL Config Check
Intent MAC Address Detection_test
No of Days Since Intf is down
Intent Qutput:

OSPF Base - PID Area RID
Intent Message

Intent Status Code 5

Device Status Code 5

e A G e i e At g

r
Cancel | OK 1

r
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a) Input descriptions for the base table to describe its use and function.
b) Make sure the method, Pre-replicated Intent Template, is selected.

c) Click the Select link to select the created NI (Down Interface Report) for building the base
table with signature Variables.

d) Click All Intents to access your Intent.
e) Select your Intent and click OK.

5. From the Built-in Fields section, drag the Device and Intent column into the Column Group
(Base) pane.

6. From the Device Signature Variable section, drag all the Signature Variables one by one into
the Column Group (Base) pane.

7. Inthe Filter Row pane, click Select to add a device group.
8. Click Save and Build to save all the base table settings.

In the Build Table dialog, select the column groups to be built, select a Log mode, and then
click Build to save the changes.

Automation Data Table Builder

Column Header: Reset All
S E ST
Device Down_lnterfaces - inter... | Down_lnterfaces - status | Down_Interfaces - input
Base + Column Group (Base): Select Column v
Descrintion: 1
escription: 1 1
1 1
Base group to add signature variables n Device : n Down_|nterfaces ... n Down_|nterfaces ... o Down_|nterfaces ... 1
u v y 1
Device 1| " Down_Interfaces - in... Down_Interfaces - st... Down_Interfaces -in.. |1
Select Method to Build Base Table: 1 1
Sy Sy Sy Sy S ——— a
Pre-replicated Intent Template v ,’
’
’
Intent Template: Down Interface Report ,,’
- #7
Built-in Fields: -
-
- = -
E Device 8| F - -
-
-
-
Intent -
-
- -
-
- . ~n -
Device Signature Varizble: A= "| (Drag and drop column header from the upper area or availoble data field from the left here.)
—————————————————— - -
-
-

A -
W Down_Interfaces inter...[s] Filter Row

1

1

]

1

1 E Down_Interfaces - status[s] . X . _ . . o - __

: Filter devices of cloned intent and member intent by Device Group/Sitesl 1 Device Groups/Folders W
1

1

E Down_lnterfaces - input
__________________

Intent Qutput:

Intent Message

Auto-Build  No Scheduled Update Cancel Saveo Save and Build
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9.

You will see that the columns are populated with the data.

# Automation Data Table Manager

»

Ef Down Interfaces

Description: Type description here...

ltems: 316 Rows 4 Columns

No. & Device

1 US-BOS-SW2
2 B5TX
3 BSTX
4 B5TX
5 BSTX
6 B5TX
7 BSTX
8 B5TX
9 BSTX
10 B5TX
11 BSTX
12 B5TX
13 BSTX

Table Builder Last

Down_Interfaces - interface_na...

Ethernet1/0

Serial0/2/0

Serial0/3/0

Serial0/31

BRI/O

BRIT/0:1

BRI/0:2

BRI/

BRI1/1:1

BRIT/1:2

BRI1/2

BRIT/2:1

BRI1/2:2

@ Help
j08:02PM @, Rebuild Table Add Data Manually ~ = off
Search.. q W Advanced Filter: Undefined C

Down_|nterfaces - status

administratively down newver
down never
administratively down newver
administratively down never
administratively down newver
administratively down never
administratively down newver
administratively down never
administratively down newver
administratively down never
administratively down newver
administratively down never
administratively down newver

[s]Down_Interfaces - input

Edit the Table Column to display the specific name of the Signature Variables. Repeat this step

Edit Table Column

Display Name:

Colummn Name:

Data Type:

Interface_Mame

String

to rename two more Signature Variables columns.

H
[j Table Builder Last Updored ar: 06/21/2024 11:40 AM € Rebuild Table

Cancel | 0OK 1
b ]

Down_|nterfaces - interface_name

Ethernet1/0

Edit
Delete

Set as Table Key

Seriall/3/0

Serial0/3/1

e e W e it e e e e e

ﬁfwww‘wwwvw“wuhﬂ}
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5.3.2.3 Add Device Property Columns in ADT

Use the function call method to add Device Property in ADT.

1. Click Table Builder to open the Automation Data Table Builder.

Click to add a new tab to add the Device group.

From the Select Method to Build Group Table dropdown, select the Function Call method.

2
3
4. From the Source Column dropdown, select Device.
5

From the Built-in Fields section, drag and drop Hostname, Mgmt |IP, Vendor, Model, and
Software Version into the Column Group (Device Type) pane.

6. Click Save and Build to add device property columns in ADT.

Automation Data Table Builder

Column Header:

0 1 80

3 7 8]
Vendar

Base Device Gro... o

Description:

add few device groups

Select Method to Build Group Table:
Function Call

Column Type:

@ Select Property from Specified Column
() Convert Column Value by Function
Select One Column of ADT as the Source Column:

Source Column: | Device o v

(O Search Existing Map Select

Built-in Fields:
@ Hostname
0] Mgmt IP [5] o
Mgmit Interface

Device Type [5]

] Vendor [5]

] Model 5

3 Software Version  [5]

Auto-Build  No Scheduled Lipdote

N s O[8 | g ©
e Name |  Status n Hostname Mgmc IP
8 a @ a

Model Software Version

Column Group (Device Group):
8 Hostname = Mgmt IF Vendor
Hostname Mgmt IP Vendor
“[ | v
o Model o Software Version
Model Software Version

Reset All

Select Column

(Drog and drop column header from the upper areo or ovailable data field from the left here )

Cancel Sao Save and Build
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You will see the device group columns are populated with the data.

[, Automation Data Table Manager

>

B Down Interfaces

Description:

Items: 316 Rows 9 Columns

No.

& Device
US-BOS-SW2
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX
BSTX

BSTX

Type description here..

Table Builder

Interface_Name
Ethernet1/0
Serial0/2/0
Serial0/3/0
Serial0/3/1
BRIT/O
BRIT/0:1
BRI1/0:2
BRIT/1
BRI1/1:1
BRI1/1:2
BRIT/2
BRI1/2:1

BRI1/2:2

Last Updated at: 06/21/2024 08:02 PM € Rebuild Table

[5]status
administratively down
down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down

administratively down

[Slinput
never
never
never
never
never
never
never
never
never
never
never
never

never

[SHostname
US-BOS-SW2
BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

BSTX

Mgmt IP

10.8.1.242

172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209
172.24.32.209

172.24.32.209

[s]vendor
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco

@ Help

Add Data Manually v = of

Q| ¥ Advanced Filter: Undefined | G

[s]Model =
3560E
2811
2811
2811
2811
2811
2811
2811
2811
2811
2811
2811

2811
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5.3.3 Export ADT to CSV file

ADT can be exported as a CSV file for documentation.

§
E @ Help
]
Table Builder Last Updated at: 06/21/2024 08:02 PM €, Rebuild Table Add Data Manually ~ i =
% Import from System Table
i Lock Settings
(3 Q\ Execution log G
Export
me [s]Status [s]Input [s|Hostname [s]Mgn de=
Export to CSV Only
5 administratively down never US-BOS-SW2 10.8.1.0 Export Datasets to File
I
down never BSTX 172.24, Dataset Tag Settings
administratively down never BSTX 17224, 1able Settings
administratively down never BSTX 172.24.32.209 Cisco
E administratively down never BSTX 172.24.32.209 Cisco
The exported CSV file will be saved automatically to your computer's default download location,
typically the "Downloads" folder (e.g., C:\Users<your username>\Downloads).
Device |Interface_Mame|Status Input Hostname |[MgmtIP Vendor  [Model Software Version
US-BOS-5YEthernetl/0 administratively down [never US-BOS5-5W2 (10.8.1.242 Cisco 3560E 15.2(HI_20170202)FLO_DSGS7|
BSTX serialo/2/0 down never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
BSTX Serial0/3/0 administratively down |never BSTX 172.24.32.209 Cisco 2811 12.4(15)T4
BSTX Serial0/3/1 administratively down |never BSTX 172.24.32.209 Cisco 2811 12.4{15)T4
BSTX BRI1/0 administratively down [never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
BSTX BRI1/0:1 administratively down [never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
BSTX BRIL/0:2 administratively down [never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
BSTX BRI1/1 administratively down |never BSTX 172.24.32.209 Cisco 2811 12.4(15)T4
JBSTX BRI1/1:1 administratively down [never BSTX 172.24.32.209 Cisco 2811 12.4(15)T4
BSTX BRI1/1:2 administratively down |never BSTX 172.24.32.209 Cisco 2811 12.4{15)T4
Y BSTX BRI1/2 administratively down [never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
f BSTX BRI1/2:1 administratively down [never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
BSTX BRIL/2:2 administratively down |never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
o] BSTX BRI1/3 administratively down |never BSTX 172.24.32.209 Cisco 2811 12.4(15)T4
BSTX BRI1/3:1 administratively down |never BSTX 172.24.32.209 Cisco 2811 12.4(15)T4
BSTX BRI1/3:2 administratively down |never BSTX 172.24,32.209 Cisco 2811 12.4{15)T4
) BSTX BRI1/4 administratively down [never BSTX 172.24,32.209 Cisco 2811 12.4(15)T4
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PART 2 - Intent Based Automation Usecase Study
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6 Network Assessment Case Study: Security Assessment

Network security is the protection of the underlying networking infrastructure from unauthorized
access. The National Institute of Standards and Technology (NIST) publishes a set of configuration
standards for security, and CVE shares vendor-reported vulnerability and exposure. The intent-
based automation provides an ideal platform to enforce network security standards and best
practices.

In this section, you will learn how to check NIST compliance against your network devices. You will
create Intents to check the configurations such as VTY, AAA, and password policy against the NIST
standard. The Base ADT will be created via the method Devices of Device group you learned in
Section 5 Prerequisites. A Summary Dashbaord will be created to show the NIST compliance for
your network.

In the second part of this section, you will learn how to create Intent for CVE issues to check device
potential security risk. You will create two different Intents to check if a new CVE is affecting certain
devices and the other to show the CVEs that may affect a device.

The workflow of the security assessment will be as follows:

Replicate an Intents to ADT Schedule Run ADT Intents e Da;l;l::;;d to View

6.1 Check NIST Compliance and Vulnerability

You will create a dashboard to check the NIST Compliance for the following configurations:
1. Devices to allow Telnet (check Line VTY)
2. AAA Configuration
3. Unused ports but no shutdown
4. Device Password Policy (not encrypted, etc.)
5

Line Session Timeout
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The final ADT will be:

% Automation Data Table Manager @ Help

? g st Compliance Table Builder Last Updated at: 07/04/2024 12:39 PM &, Rebuild Table Add Data Manually v = "
Description:  Type description here.
Items: 62 Rows 7 Columns Sea Q| 7 Advanced Filter: Undefined | G-
No. | & Device Device Type Telnet vy check AAA Config Check Device Unused Ports Config C.. Device Password Policy Device Line Session Timeout | =
1 Berlin-R1 Cisco Rouiter Check Viy Telnet Access Berlin-R1 & AAA Config Check Berlin-R1 © Device unused Ports config chec... & Device Password Policy Config C..” © Device Li ion Timeout... €
2 Berlin-vEdge Cisco 105 Switch Check Vty Telnet Acc © AAA Config Check Berlin-vEdge @ Device unused Ports config chec... © rd Policy Config C... © Device Line Session Timeout... ©
3 DE-MUC-CRO1-01 Cisco Router Check Vty Telnet Access DE-MUC... © AAA Config Check DE-MUC-CRO1... © Device unused Ports config chec... © Device Password Policy Config C.. © Device Line Session Timeout... ©
4 DE-MUC-CRO1-02 Cisco Router Check Vty Telnet Access DE-MUC... © AAA Config Check DE-MUC-CRO1... © Device unused Ports config chec... © Device Password Policy ConfigC... @ Device Line Session Timeout... @
5 DE-MUC-CW01-01 Cisco 105 Switch Check Vty Telnet Access DE-MUC... © AAA Config Check DE-MUC-CY © Device unused Ports config chec... © Device Password Policy ConfigC... @ Device Line Session Timeout... @
6 DE-MUC-CW02-01 Cisco 10S Switch Check Vty Telnet Access DE-MUC... © AAA Config Check DE-MUC-C © Device unused Ports cenfig chec... © Device Password Policy ConfigC... @ Device Line Session Timeout... @
7 DE-MUC-CWO3-01 Cisco 105 Switch Check Vty Telnet Access DE-MUC... ‘@ AAA Config Check DE-M © Device unused Pol chec.. © rd Policy ConfigC... © Line Session Timeout... ‘@
8 ISP-PO2 Cisco Router Check Vty Telnet Access ISP-p02 @ AAA Config Check IS (o4 Device unused Pol chec.. @ rd Policy Config C... @ Device Line Session Timeout... @
9 ISP-PEOT Cisco Router Check Vty Telnet Access ISP-PE0T @ AAA Config Check ISP-PE0T (o4 Device unused Ports config chec... @ word Policy Config C... & Device Line Session Timeout... @
10 ISP-PE02 Cisco Router Check Vty Telnet Access ISP-PE02 @ AAA Config Check ISP-PEO2 © Device unused Ports config chec... @ Device Password Policy ConfigC... © Device Line Session Timeout... ‘©
11 ISP-PED3 Cisco Router Check Vity Telnet Access ISP-PE03 @ AAA Config Check ISP-PE03 © Device unused Ports config chec... © Device Password Policy ConfigC... @ Device Line Session Timeout... @
12 ITE_EXTEND Cisco 105 Switch Check Vty Telnet Access ITE_EXTE... © AAA Config Check ITE EXTEND @ Device unused Ports config chec... © sword Policy Config C.. © ion Timeout... ©
13 JP-TYO-CRO1-01 Cisco Router Check Vty Telnet Acc . © AAA Config Check JP-TYO-CR © Device unused Poi chec.. © rd Policy Config C... @ ion Timeout... ©
1 JP-TYO-CRO1-02 Cisco Router Check Vty Telnet Acc . © AAA Config Check JP-TYO-CR © Device unused Poi chec.. © evice Password Policy Config C... @ ion Timeout... ©
15 JP-TYO-CW01-01 Cisco 105 Switch Check Vty Telnet Acc . © AAA Config Check JP-TYO- © Device unused Por chec.. © Device Password Policy ConfigC... @ ssion Timeout... ‘@
16 JPTYO-CW01-02 Cisco 10S Switch Check Vty Telnet Access |P-TYO-C... © AAA Config Check JP-TYO-CW01-02 © Device unused Ports cenfig chec... © Device Password Policy ConfigC... @ Device Line Session Timeout... @

AU E N e CREU M TRDRL A8 SR A S04 LR CHRCA IR YO QM2 U S DRUSGHOHS RO, COOR LHEA A B~ DRUGR BRSO BOUALCOAIL O D o RRUCH LIRS SRSAOATIRREOUA O T

This section includes the following main steps:

e Build ADT Base Table

e Create Network Intent: Check Vty Telnet Access

e Create NI: AAA Config Check

e Create NI: Device Unused Ports Config Check

e Create NI: Device Password Policy Config Check

e Create NI: Device Line Session Timeout

e Create Intent and Summary Dashboard

6.1.1 Build ADT Base Table

In the first step, you will create an ADT base table using the method Devices of evice Group. Make
sure the Device Group is created based on your requirements.

6.1.1.1 Build Base ADT
To build the base table with the data in devices, follow the steps below:

1. Click the plusicon and click New Automation Data Table.
2. Inthe New Automation Data Table popup:

a) Enter the ADT Name.
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b) Select the Location you wich to store the ADT.

c) Click Save and wait a moment for ADT to open.

NetSrain 2

Network Mew Intent

g

Search Anythin,

"

L] i3

‘e

N e
g ana Create Map...

New Automation Data Table 2

Mew Device Group Me

Mame: NISTCompIiancee
Location: Sachl’n_TWo

MNew Automation Data N
Table

Cancel

@

3. Click Table Builder to open Automation Data Table Builder to define the Base Group.

4. Base Group tab settings.

5. Under the Base tab of Automation Data Table Builder, define the following settings:

Automation Data Table Builder

Column Header:

i n
0 a &8 2
Device Device Type
Base +
Description:

The base ADT for NIST compliance o
Select Method to Build Base Table:
Devices of Device Group

Built-in Fields:

3 Device 8 F

Device Group
Hostname o
Mgmt IP
Mgmt Interface
] Device Type
Vendor
Model
Software Version
Serial Number [s1
Auto-Build  No Scheduled Update

Column Group (Base):

Device

Device Type

Device

Device Type

(Drog and drop coly

4 [=]0 All Device Groups
4 [Z)™0 My Device Groups
[J% BGP Devices (67)
% Cisco Devices (96)
% Firewall (13)
4 ()M shared Device Groups
[ Ahmed
/I Anurag
b (M Assessment Reference Library
b (DM Automation Library
v (] Automation Library Kunal
b ()M Automation Library PKG

[ T SN P I R

Cancel oK

Reset All

Select Column v
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a)
b)

c)

d)

Input Description for the base table to describe its use and function.

Select Method, the Devices of Device Group from the dropdown to build the base table.

Click the Select link to select the created device group for building the base table with the
devices in the device group, and then click OK.

Within the Built-in Fields section, choose each column and move it into the Column Group

\Da>g) pdiie.

Build an ADT table with the following columns: Device and Device Type.

Click Save and Build. The Build Table dialog appears, define the settings as per your

preferences and then click Build to save all the settings.

The Base ADT will be like:

>

10
11
12

13

Description:

No.

% Automation Data Table Manager

By NIST Compliance

ltems: 62 Rows 2 Columns

& Device
Berlin-R1
Berlin-vEdge
DE-MUC-CR0O1-01
DE-MUC-CR01-02
DE-MUC-CWO1-01
DE-MUC-CW02-01
DE-MUC-CW03-01
ISP-P02

ISP-PEO1T
ISP-PED2
ISP-PEO3
ITE_EXTEND

JP-TYO-CROT-01

Type description here...

Table Builder

R A T A g L R

Last Updated at: 07/04/2024 12:33 PM € Rebuild Table

Device Type
Cisco Router
Cisco 10S Switch
Cisco Router
Cisco Router
Cisco 105 Switch
Cisco 10S Switch
Cisco 105 Switch
Cisco Router
Cisco Router
Cisco Router
Cisco Router
Cisco 108 Switch

Cisco Router

A A e U A i PR S S st e A Y U e )

|
|
|
!
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6.1.2 Create Network Intent: Check Vty Telnet Access

In this section, you will create a Network Intent to check the VTY configurations (Check Vty Telnet
Access) from the Intent Manager and use the Nl in the Intent Replication Wizard to replicate the
Intent to all the devices in the ADT table. The intent will check whether the telnet access is disabled
and the SSH access is enabled in the VTY configurations.

Follow the step-by-step instructions to create an Intent.

1. Create a new intent from the Intent Manager and set the intent name (title) as Check Vty
Telnet Access.

2. Add a new target device, such as device US-BOS-R1.

Network Intent (Edit Mode) X

" Check Vty Telnet Access GA Diagnosis Tree Run with Live Data Save | @Help =
ype description here... «  Intent Map: Select
.\ Seed Logic Replication Logic
@ + Device e Intent Variables: Manager |  Tag: +Add 5
Select Devices by: (@) Device Type () Device Group ) Site 1 Devices Selected
All Device Types v | | us-bos-ew b'e & USBOS-CWo1-01 -
Hostname Mgmt IP Vendor Model
o US-BOS-CWO1-01 192.168.0.19 Cisco Catalyst 29uxStack -
& US-BOS-CWO1-02 10.10.0.9 Cisco 3560E
& [SBOSTEW02-01 10.10.0.4 Cisco 3560E
& US-BOS-CW02-02 10.10.0.5 Cisco 3560E e
>
& USBOSEW03-01 10.10.0.10 Cisco 3560E
»
& US-BOS-CW03-02 10.10.0.11 Cisco 3560E
& USTBOSTEWo2-01 10.10.0.12 Cisco 3560E <
& US'BOSTEW04-02 10.10.0.13 Cisco 3560E «
- 4 »
mmm=ms .
Cancel y  OK I
e ————— I
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6.1.2.1 Add Config Diagnosis and Parse the VTY Configurations

You will parse the VTY configurations with a Config Diagnosis:

1.
2.

7.

Click + Add Config Diagnosis to open the Configuration Diagnosis window.
Click Retrieve to retrieve the data from the Live Data.

The source data is displayed in the Define Variable pane. You can edit this data depending on
the use case.

In the + New Pattern dropdown, select the Paragraph parser to parse VTY configurations. The
Paragraph parser is used since there can be multiple VTY lines.

Define ID Line A for the VTY configurations:
In the configurations, find the configuations of VTY. Double-click the vty number,

for example, 0 4 of the sample data. The Variable in the ID Line A vty $mstring:vty will be
created.

Check the Output.

A AR b A TN A A A Ao P s P RNt ke A e A e P A e o P P e AP e A b N A

Format1 v + Teston Devices: 0 =

(D) Double-click a variable to parse. Select multiple lines to parse a wble. Critical variable (0) £ vtyConfiguration ~ # Type:Paragraph @ + New Pattern v =
Current Device v | 06/11/2024 01:30:09 PM Search... Ql a v
— IDLineA | line vty $mstring:vty =
281 ! L
282 ! | —
283 control-plane Line
284 ! -
285 banner motd °C IDLine A  line vty $mstring:vty _
286
287 Ny o (O ”
P IV N P G R R S T vty M ~
2 IV DTG 0a
2T T Y N VY R B WP B A R |

291

292 Restricted Use - This equipment is privately owned and mo
203 Device MName :- $(hostname) ~C

294 !

295  line con @

296 logging synchronous

207 line aux @

298 a4line vty @ 4

299 access-class 17 in Var Line 1
300 transport input ssh

3e1 !

302 ntp access-group peer 2@

3e3 ntp server 1@.10.0.101 prefer version 3

384 ntp server 18.10.0.102 version 3

365 !

s T T T s o' VR UENE VLSNP VRIS

P1-ID Line A

Define the configurations of a vty line as a variable. Here, we will use the function
LineByVariables, which can parse multiple lines into one variable:

a) Click + Parse Lines.
b) Enter Variable name, vty_config.
c¢) From The line between, parse the line between $vty to the End.

d) Check the Pattern and click Apply.
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T T R R L T P

IDLine A | wty fmstring:vty

298 line vy 04 > 1 Line

i OUIPUo + Parse Lines
vty ~ Mame: vty_config o

04

Parse Lines

|»

() The line of variable:

@® The line between: | vty ~ | 10| End o ~

O The line contains keyward:

Qutput:
R i B e S P S |
Svty v swty_config Bp v
04 line viy 0 4 access-class 17 in transport inpu...

Pattermn: | | inesByVariable[$vty_config]:$vty-

Cao Apply

e) To parse the whole vty configuration line, modify the pattern to
LinesByVariable[$vty config]:$vty-

f) Add the End of Paragraph using an exclamation mark (!) to parse the whole vty
configuration line.

Type: Paragraph Cancel Apply =
Add Parent
1D Line & wty $m5t|‘~ing: vty Add Start Line

Add End Line
208 linefviy [0 4

End of Paragraph

VarLine 1 LinesByVariable[$vty _config]:$vty-

\— 2928 |ine vty 0 4 ? 1 Line

End of Paragraph !

Output + Parse Lines —

~  $wiy_config ~

3

R T e e I P s P o e e A e

Iineﬁ 0 4 access-class 17 in tranzport i”EEf;;;_“
N gt e ey, A e T ey e g ey g ey Ny

%
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8. Verify the Ouput and click Apply.
9. Inthe Confirmation popup, click Apply and Continue to save the parser.

10. Click the pen icon, rename the parser name from Paragraph1 to line_config, and then click
OK.

5 <& Paragraph v £ Type: Paragraph @

k)

Rename

L
Fat

[ Tan Yo" o T Y

MName: | line_config

~

Cancel oK

The final Variables window will be:

iﬁ'—"‘-—-—-u*i'u

L W B N L

e o A, A e

g 4 line_config ~ | & Type: Paragraph @ + Mew Pattern W

IDLine A | wity Emstring:wty

208 linepy [0 4 > 1 Line

Var Line 1 | LinesByVWariazble[$vty_config]:$vty-

\—298 I

E
|
(
E End of Paragraph !
i

ime vy 0 4 2 1 Line
(]
Output + Parse Lines - =
$vty v | $wty_config w
04 line vty 0 4 access-class 17 in ransport input s..

B S I L e e e e e e e e e i e e i e e e T T e f T Y
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6.1.2.2 Define Intent Variable for Seed Logic

In the diagnosis, you will loop through each VTY line (each row of the table $line_config) and check
whether the telnet access is allowed for each line. However, you do not want to create multiple
alerts if the multiple VTY lines allow the telnet access. To create only one alert per device,

e you can define an intent variable, $telnet_access, with the default value 0.

e Setthisvariable as 1 if the telnet access if the VTY line allows telnet access while you loop
through the table.

e Then, outside the loop, check this intent variable and create an alert.
To add an intent variable:

1. Click All Intent Variables in the bottom right corner.

2. Click the Intent section and then click + Add Intent Variable.

3. Inthe Add Intent Variable popup fields, enter the following values:

Fileds Value
Variable Name telnet_access
Type number
Initial Value 0

4. Click OK to save the Intent Variable.

Intent Variables for Seed Logic

3
Intent Variable Use Automation Data Table Task Wariable i
T A e 3
H . + Add Intent Variable Add Intent Table j
L 299 acces 4
g 308 trans
7| 3e1 ! I Intent Add Intent Variable 3 X
3a2 ntp ac
383 ntp sel 4 g US-BOS-CW01-01
g4 ntp se Wariable Name: | telnet_access
3|5 ! b = line_config
386 ! |
. Type: | number w
3e7 end I e US-BOS-CWOD1-01
388
g 389 T e nitial Value: | 0
Cancel OK
Help All Intent Variables
P e R T P L L ]
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5. Click Close to exit from the Intent Variable for Seed Logic window. The Intent Variable you
just added is displayed.

Intent Variables for Seed Logic X

Intent Variable Use Automation Data Table Task Variable
+ Add Intent Variable + Add Intent Table

4 Intent v
telnet_access Type: number Initial Value: 0

4 @w US-BOS-CWO1-01 B Configuration

B

line_config

b @@ US-BOS-CWO01-01 ] Built-in Data

Close

6.1.2.3 Define Diagnosis

As explained earlier, we will define two diagnostics: Check VTY telnet access to loop through VTY
lines and set the intent variable $telnet_access, and Create Alert to set the status code according
to the value of $telnet_access.

Diagnosis 1: Check VTY telnet access
1. Go to the Define Diagnosis section to define the diagnosis logic.
2. Click Add Diagnosis to define conditions and Intent output message.

3. Enter the diagnosis name, e.g., Check VTY telnet access and select an Anchor $vty_config
from the dropdown.

4. Tick the Loop Table Rows checkbox and select the Table Variable (line_config) and the Table
Key (vty_config) from the dropdown.
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5. Define If condition as detailed in the image:
a) Variable vty config Contains All.
b) Variable vty_config Contains telnet
c) Variable vty_config Does not contain ssh

d) Boolean Expression: Aor B or C.

> 2. Define Diagnosis 1

[2 Add Note [ Add Diagnosis o Can also click a variable on the left to add automatig

1 Name: Check VTY telnet access o Anchor: |ine_c0nﬂg.$vty_c0n...v:
1

e e e e e S S S S S S N S S S S S SN Sm S S Em S S Em Em S Em e =
1 —
: Loop Table Rows = line_config w Table Key: vty _config v 0 {i‘}i
Mo e S S S S S S NN EEE BN BN EEN EEN BN BEN EEN BN BEN BEN BN BN EEN BN BEN BEN EEN BN BEN BN BN BN BN BN BN SN B BN SN B SN S S S aew amw G B BN BN B BN BN B BN BN S S . I
252 =
1
| o '
I A &USBOSC.  Currentw i
l I
: o'«rty_conﬂg ~ || Contains v Al v ]
I
l )
: B 4y US-BOS-C..  Current w j
1
' I
: o vty_config ~v | | Contains v | telnet v I
; I
! C &USBOSC.  Current v i
I
! I
: o vty_config v | | Doesnotcontain w | ssh v :
1
: I
! D  Select Variable ~ ]
l I
! I
1
1
I
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6. Set Intent Variable.
a) Inthe Add Logic dropdown, select Advanced > Set Intent Variable.

b) In the Set Intent or Task Variable dropdown, select telnet_access ad Intent Variable and
enter the value 1.

c) Delete the Diagnosis Message section.

MWM
Intent Data View

Export C5V Report

;

Draw Map >

Operate on Table [] save to Incident =
Send Email

Set Intent Variable
Follow-up Intent

Call Qapp
set Intent Baseline
Call Webhook API

Advanced >

Break Current Loop
xdd Logic ».o
Hyperlink

+ Add Elself + Add Else Add Command to Benchmark

MMWWWWM

M S Yl g g e A U

T el et
» Then
| Diagnosis Message: [] 5ave to Incident; =
L' E.'.n'?‘_.'f is down... Pop up
Mowve Down

[ HE] set Status Code for Device:

N Set Status Code for Intent: Delete

P4 set Intent or Task Variable: =

telnet_access ~ =1 o

Diagnosis 2: Create Alert
1. Click Add Diagnosis again to define conditions and Intent output message.
2. Enter the diagnosis name, e.g., Create alert.

3. Define the If condition as detailed in the image: Intent Variable telnet_access Equals 1.
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2. Define Diagnosis

i o 2 Add Note &l Add Diagnesis o Can also click a variable on the left to add automation
H "

§* Create alart Name: | Create alert Anchor: Select Variable ~
; Check VTY telnet ac.. Type description of the diggnosis...

[] Loop Table Rows

3

¢ ~ If

{ P . - F 1
I . .

3

.

B Select Variable v

ey

4. Define Intent output: Enter a message under the Then and Else output areas to appear as the
result of the diagnosis.

A, T P P Pl ey
T

~ Then

[ Diagnosis Message: [ save to Incident =
R $this_device Telnet is enabled
(VI3-{5] set status Code for Device:
O Error $this_device Telnet is enabled
(VI3 [5] Set Status Code for Intent:

O Error  w Sthiz_device Telnet is enabled

Add Logic v

w Else o @ Delete

[ Dizgnosis Meszage: (] save to Incident =
W $this_device Telnet is d'lsabled
[sE3{5] Set Status Code for Device:
0 SUCCESS W $this_device Telnet is disabed
(B35 set Status Code for Intent:

9 SUCCeSS W %this_device Telnet is disabed

B T Py R Y U

Add Logicw

+ Add Elself

A
(]
u
=
[a]
o
=
o
=]
<
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5. Click Apply to save all the diagnosis settings and then close the Configuration Diagnosis
window.

6. Inthe Network Intent (Edit Mode) window, click Run to execute the Intent and check

whether it is working as per your configuration settings.

7. Click Save to save the Network Intent successfully and then close the window.

o Run with Live Data o Save |@Hep =

o = Intent Map: Select w

[N - T, I R TY R R R

w

18
11
12
12

Check Vty Telnet Access i Diagnosis Tree
Seed Logic Replication Logic
| @ + Device

~ 4 US-BOS-CWO01-01 Type Description here

4 B configuration Diagnosis & ype Description here

U5-B0S-CuB1-21#shou run
Building configuration...

Current configuration : 7214 bytes

!

I Last configuration change at 18:15:31 EET Mon Jun 18 2824 by nb
!

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encrypticn

service compress-config

!
B I T R e T i i Lt i T A e it

6.1.2.4 Use Intent Replication Wizard

Intent Variables: Manager

B - Add Config Diagnasis @0 + Add CLI Diagnosis =

| Tag +addE

Edit Diagnosis =

In this section, you will use the Intent Replication Wizard to add the Automation Column to the
ADT that you have created, NIST Compliance.

1. Inthe Network Intent (View Mode) window, go to the = menu and open the Intent Replication
Wizard.

2. Inthe Seed Intent tab, check for your NI (Check Vty Telnet Access) and then click Next to go to
the Define ADT tab.
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1| Check Vty Telnet Access

Intent Replication Wizard - Check Vty Telnet Access

Seed Intent 2

Seed Intent:

3. Define ADT:

Network Intent (View Mode) - All Network Intents/R&D/GD/Cookbook examples/Check Vty Telnet Access

Result: No History Data... & ® View Abstract

No result available because this intent has not been executed.

Define ADT Replication Settings

Check Vty Telnet Access Select

Intent Template for; @ Device-based Replication O Path-based Replication

<% Open 0o o AZEdit (= |
Named Tag

Run Settings

Data Clean Settings
Edit

Save as

Delete

Refresh

Export

Share to Incident
Publish Intent

Intent Replication Wizard o

Auto Intent Wizard

P A f I A IR o S I

|
?
z
|
%
|
1
|

a) Inthe Define ADT tab, click Use an Existing ADT option and select the ADT from your folder.

b) In the Replicate Intent to section, enter the Intent group as an Intent column group name.

c) Click Next to go to the Replicate Intent tab.

Intent Replication Wizard - Check Viy Telnet Access 3

Seed Intent

Select Automation Data Table

[ Empty Automation Library
4 Empty Staging Automation Library
I> B NetBrain Essential Automation Library
[ Plugin Test
4 Representative Methodology
40 Sachin_Tw
Fa NIST Compliance
Staging Automation Library

W TEST

Yan Wu 5taging Automarion Library

I
4
> B Yan Wu Automation Library
I
4

£ - Automation Library Test - Do Mot Touch
N e e S S s = S V!

Define ADT Replication Settings

Create a New ADT Use an Existing ADT:

Automation Data Table: | NIST Compliance

Replicate Intent ta: | Mew Column Group v | VT check o

licate on Device Column: | Device ~

\,-—-m.\,.-vuwkuuu._-wun.‘.vﬂhh,..\.uA,,_...—-.uuw-\_‘

e T P PP S P

|
E
i
{
L

B T I i e ke it

ey STy

N
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4. Replication Settings:

a) Inthe Intent Qualification section, click the Select link to add Device Group. Use the device
group that you have used during ADT creation.

b) Add the device group and then click OK.

c) Click Next to go to the Replicate Intent tab.

Intent Replicadon Wizard - Check Viy Telnet Access

rd
]
Seed Intent Define ADT Replication Settings 4
J
2
]
]
Intent Qualification: (@) via Device Groups/Sites: Select v () via Dynamic Search: i
J
Select Device Groups i
Add Device Group X
Select Sites
Define Macro Variables and Rules for Their Subst
ltem: 1 New Device Group 4 [5)fm All Device Groups =

Seed Device Seed Command 4 [=Jf8 My Device Groups
[J% BGP Devices (18)

& US-BOS-CWO1-01 B Configuration ®% Cisco Devices (62)

e e e T e

]

4 (] Shared Device Groups
()M Ahmed
M Ajay
I (M Anurag

o 0 AR Autemation Kby VR

5. Replicate Intent:

a) Inthe ADT Columns section, you can see the Column Name as Replicated Intent. You can
change this name to Telnet vty check.

b) Click Save and Replicate to save all the settings.

You can see the Open Output ADT option after the successful submission of the replication
request.

c) Click Open Output ADT to check the replicated Intent column in the ADT Manager.
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Intent Replication Wizard - Check Vty Telnet Access X

Seed Intent Define ADT Replication Settings Replicate Intent 5
ADT Columns: Additional Celumns v
Column Data Column Name Tag

Replicated Intent

Telnet vty check Q 0 tags

Save and Replicate o

Replication Request submitted at: 07/02/2024 01:31 o Open Qutput ADT

@ Selection Mode: Device-based Replication, ADT: NIST Compliance, 0 Macro Variables. Previous Finish

The table will populate with devices and the replicated Intents (Telnet vty check). Review the new
Intent column.

R NIST Compliance Table Builder Last Updated at: 07/02/2024 07:3.. € Rebuild Table Add Data Manually ~ = "y

Description: Type description here...

Items: 62 Rows 3 Columns Search... Q7 Advanced Filter: Undefined G

No. Device Device Type Telnet vty check
1 Berlin-R1 Cisco Router Check Vty Telnet Access Berlin-R1 @
2 Berlin-vEdge Cisco 10S Switch Check Vty Telnet Access Berlin-vEd... @
3 DE-MUC-CRO1-01 Cisco Router Check Vty Telnet Access DE-MUC-C... @
4 DE-MUC-CR01-02 Cisco Router Check Vty Telnet Access DE-MUC-C... ®
5 DE-MUC-CW01-01 Cisco 10S Switch Check Vty Telnet Access DE-MUC-C... ®
6 DE-MUC-CW02-01 Cisco 108 Switch Check Vty Telnet Access DE-MUC-C... ®
7 DE-MUC-CW03-01 Cisco 10S Switch Check Vty Telnet Access DE-MUC-C... ®
8 ISP-P0O2 Cisco Router Check Vty Telnet Access ISP-P02 ©
9 ISP-PEO1 Cisco Router Check Vty Telnet Access ISP-PED1 ®
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6.1.2.5 Run Intent Once and Rebuild Table

Select the Intent column you added in the last section and Run once Intents of this column. Select
the Live Data as a Data Source.

—~

B Y

Table Builder Last Updated at: 07/03/2024 10:44 Phi

;

}

i

2

3

2

1 3
{ L
1’ Device Type Telnet vty... uRunotaiIs E?
%Cisco Router Check vty Telnet AccessiBerlin-R1 ® j

——,

®

Cisco 105 Switch Check Vty Telnet Access Berlin-v...

) Run Intents Once - Telnet vty check
Cisco Router

Pt

_Fisco Router .
Data Source: Live Data

Cisco 105 Switch

Only Run Intents if | Intent Device belongsto Selects
Cisco 105 Switch 0 only " g

Notification

Cancel OKQ

The intents in the current ADT column are executed once now.

View Details

Wait for the system to finish executing all intents and Rebuild Table to populate the intent results.

1

o

g B NIST Compliance Table Builder Last Updated at: 07/03/2024 10:44 PM | &, Rebuild Table o {

} rd

i Description: Type description here... i

2

§ ltems: 62 Rows 7 Columns E

{ )

i 2

2

No. & Device [5] Device Type Telnet vty check AAA Config Check ;

1

%1 Berlin-R1 Cisco Router Check Vty Telnet Access Berlin-R1 @ AAA Config Check Berlin-R1 ®

[ 2 % Rebuild Table Wl Check Berlin-vedge @ 3

¥

}3 DE- Check DE-MUC-CRO1... @ g‘

14 TE Build the column groups: | all o v Check DE-MUC-CRO1... ® ]§

3

: Check DE-MUC-CWO... @}

55 DE Log: ® Production Mode Only show major execution process log £ g
i6 DE- Check DE-MUC-CWO.., @

S O Debug Mode Show all the detailed log e et

Cancel Build q
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6.1.3 Create NI: AAA Config Check

You can follow the same flow to create, replicate and run the intents for other types of
configurations against NIST standards. In this and the next few sections, we will skip the detailed
steps of instructions but highlight differences and new concepts. You can refer to the screenshots
for each step, accompanied by brief explanations.

In this section, you will create AAA configuration check Intent for your Network devices.

6.1.3.1 Define Variables with Visual Parser

1. Use the + Add CLI Diagnosis option to retrieve sample data. Alternatively, you can use the +
Add Configuration Diagnosis option, which does not require the use of CLI commands.

2. Ifyou use +Add CLI diagnosis, then use the command, show run | section aaa to retrieve the
sample data.

3. Define the Variable with Paragraph parser for Server IP and its Key value.

The ID line pattern is: A server-private $Tacacs_Server key $int:key $ dummy

CLI Command Diagnosis X
& ACI-QA-SW1  show run | section aaa X~ | Retrieve w with Live Data
1. Define Variable
Format1 v + Teston Devices:0 =
(D) Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) £ AAA Servers v £ Type:Paragraph @ + New Pattern v =
Current Device ~ | 06/26/2024 03:25:17 PM Search A A v
IDLineA * server-private $Tacacs_Server key $int:key $_dummy =

1 ACI-QA-SWl#show run | section aaa - -

2 -mod

o 222 new-sodel S (B Prrerr T

aaa group server tacacs+ ACS f - -
4 4 server-private 192.168.28.108 key 7 097A1D1B58113701592C5! . . .
. A -
ip tacacs source-interface Vianit ID Line A server-private $Tacacs_Server key $int:key $_dummy
aaa authentication login default group ACS local
aaa authentication login console group ACS local ‘

8 aaa authorization exec default group ACS =

9 aaa authorization commands 15 default group tacacs+ none Output + Parse Lines =
1@ aaa accounting exec default start-stop group ACS an

11 aaa accounting commands 1 default start-stop group ACS $Tacacs_Server 5P v $key v

12 aaa accounting commands 15 default start-stop group ACS
13 aaa accounting system default start-stop group ACS
14  aaa session-id common

1

192.168.28.100 7

e ae N S S S A S U U U S SR

4. Define another Variable using Variable Operator LinesByKeyword to extract all the data
related to the Variable. The function LinesByKeyword is identical to LinesByVariable but uses
keywords instead of variables to combine lines.

a) Click + Parse Lines in the Output pane, and the Parser Lines window appears.
b) Set Variable name as AAA_New_Model.
c) Select The line contains keyword option, and enter the keyword, aaa new-model.

d) Click Apply to close the Parser Lines window.
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Par=e Lines

Name: | Apa New Madel o

(_) The line of variable:

() The line between: to

@ The line contains keyword: = 8a@ new-model 0 [ix]

Cutput:

SAAA New Model=

aaa new-madel

Pattern: | | inesByKeyword[$AA8 Mew Model]:aza new-model

AL #ery
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6.1.3.2 Define Compound Variable

In the diagnosis, we will check whether whether AAA new model is configured. If the variable
AAA_New_Model is equal to “no new-model” the intent will raise an alert. Instead of repeating the
string “no new-model” in many places of intent definition (if condition and status codes), you can
create a compound variable so that it can be referenced through the intent:

1. Click All the Variables and select the device.
2. Click +Add Compound Variable to open edit Compound Variable.

3. Inthe Edit Compound Variable popup, define the Variable Name and its Definition.

Intent Variables for Seed Logic

Intent Variable Use Autornation Data Table Task Wariable

e Y

+ Add Compound Variable ound Table w

Edit Compound Variable
Intent

4 o AC-QA-SWI Wariable Name:

disable_azaa
I L= AMA Servers o

Type: | string W
! Variables1
Definition: | no new-model
& AC-QA-SWI
+[E Variable  + [l Function

@ Hel Cancel r OK
P 1
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6.1.3.3 Define Diagnosis

Define Diagnosis to set the If condition for the Variables:

2. Define Diagnosis

2] Add Note 2 Add Diagnosis o Can also click a variable on the left to add automation.

s

Name: AAA_Confige Anchor: | $AAA_New_Model  ~

Type description of the diagnosis...

[J Loop Table Rows

Boolean Expression:  Aor B

b A e T T I e A A I b A R AR A pA A PR o P P A

] i
I If i
1 i
: :
: A & ACIQAS... Current ~ Current :
1 i
1

: AAA_New_Model v | Equals v | disable_aaa v i
. :
i i
i B . ACI-QASS... Current w 1
i i
: AAA_Servers v | | Isempty ~ :
1 1
1 1
: C | Select Variable v I
1

. :
1 1
1 1
1 1
1

Enter a message under the Then and Else output areas to appear as the result of the diagnosis:

~ Then o

[ Diagnosis Message: [0 save to Incident =
v | Sthis_device AAA is disabled
Set Status Code for Device:
© Error  ~  $this_device AAA is disabled
Set Status Code for Intent:

© Error v || Sthis_device AAA s disabled

i
| B Export to CSV Report: Define o

1
| CSV Name: AAA config check
I,

Add Logic v
v Else o i Delete
[2) Diagnosis Message: [0 Save to Incident =

~ | $this_device AAA is enabled
Set Status Code for Device:
@ Success ~  Sthis_device AAA is enabled
Set Status Code for Intent:

@ Success v | $this_device AAA s enabled
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6.1.3.4 Replicate and Run Intent

Now, use the Intent Replication Wizard to add the Automation Column (AAA Config Check) to the

existing ADT table, NIST Compliance.

; s NIST Compliance

Table Builder Last Updated at: 07/02/2024 06:51 PM &, Rebuild Table
Description: Type description here...
Items: 62 Rows 4 Columns
No. & Device [5] Device Type Telnet vty check
1 Berlin-R1 Cisco Router Check Viy Telnet Access Berlin-R1

™~

Berlin-vEdge Cisco 105 Switch

w

DE-MUC-CRO1-01 Cisco Router

S

DE-MUC-CRO1-02 Cisco Router

w

DE-MUC-CWO01-01 Cisco 105 Switch

o

DE-MUC-CW02-01 Cisco 105 Switch

DE-MUC-CW03-01 Cisco 10S switch

AR AR ko e AP et P A PSSPt (P A PR AN
O

e UM Sy b ety

Run the intent columns once and rebuild the table.

R T A P e e

Telnet vty check

AAA Con...
Check Vty Telnet Access Berlin-r1 ‘@
Check Vty Telnet Access Berlin-v... ‘@

Check Vty Telnet Access DE-MUC... ‘@

Run Intents Once - Telnet vty check

Check vty Telnet Access Berlin-vEdge

Check Vty Telnet Access DE-MUC-CRO1-01
Check Vty Telnet Access DE-MUC-CRO1-02
Check Vty Telnet Access DE-MUC-CWO01-01
Check Vty Telnet Access DE-MUC-CW02-01

Check Vty Telnet Access DE-MUC-CW03-01

3 ISP-PO2 Cisco Router Check Vty Telnet Access ISP-P0O2

9 ISP-PEO1 Cisco Router Check Vty Telnet Access ISP-PEOT

10 ISP-PEO2 Cisco Router Check vty Telnet Access ISP-PE02

" ISP-PEO3 Cisco Router Check Vty Telnet Access ISP-PEO3

12 ITE_EXTEND Cisco 10S Switch Check Viy Telnet Access ITE_EXTEND

13 |P-TYO-CRO1-01 Cisco Router Check vty Telnet Access JP-TYO-CRO1-01
14 |P-TYQ-CRO1-02 Cisco Router Check Vty Telnet Access |P-TYO-CR01-02
15 JP-TYO-CWO1-01 Cisto 105 Switch Check Vty Telnet Access JP-TYO-CW01-01

TR e T T R R T

URunotal'Is =

AAA Config Chack BErlin-R1 ®

s

ALA Config Check'Berlin-vEdge @©

e ey e e M

AAA Config Chedk DE-MUC-CRO1... @

AAA Config Check

® 0 000000000806 0

D VLV ot

AAA Config Check Berlin-R1

AAA Config Check Berlin-vEdge

AAA Config Check DE-MUC-CR01-01
AAA Config Check DE-MUC-CR01-02
AAA Config Check DE-MUC-CW01-01
AAA Config Check DE-MUC-CW02-01
AAA Config Check DE-MUC-CW03-01
AAA Config Check ISP-PO2

AAA Config Check ISP-PED1T

AAA Config Check ISP-PEO2

AAA Config Check ISP-PED3

AAA Config Check ITE_EXTEND

AAA Config Check JP-TYQ-CRO1-01
AAA Config Check JP-TYO-CRO1-02

AAA Config Check JP-TYO-CW01-01

Add Data Manually v = [P
Q| T Advanced Filter: Undefined | G
& 4

@

@®

@®

®

@®

@®

®

@®

@

@®

@®

@

®

@®
vt

Data Source: Live Data

(] Only Run Intents if | Intent Device pelongsto =

MNotification

The intents in the current ADT celumn are executed once now.

View Details

Cancel

OKo

OKo
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B NIST Compliance Table Builder Last Updated at: 07/03/2024 10:44 PM : €, Rebuild Table ﬂ

Description: Type description here...

ltems: 62 Rows 7 Columns

P v S T S S S W e e e e
-
=
o

Pl e ey P WP T T

& Device Device Type Telnet vty check A48 Config Check
Berlin-R1 Cisco Router Check Vty Telnet Access Berlin-R1 @ AAA Config Check Berlin-R1 ©
2 Rebuild Table Check Berlin-vEdge ®
3 DE- e e e e e e e e e e e e e e e e e e —————————————— Check DE-MUC-CRO1... ‘@
oo . I
4 DE| | Build the column groups: | Al o ~ | I |Check DE-MUC-CRO1.. @
i : °
- 1 Check DE-MUC-CWO...
3 DE 1 Log: @ Production Made Only show major execution process log : .
1
6 DE| | | |check DE-MUCCWE... @
] : O Debug Mode Show all the detailed log 1 'WH"—v—’\.-fv—"\r"‘—""b—'U"—-r"\n’V\-—E
———————————————————————————————————————————————————————— 4
Cancel Build
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6.1.4 Create NI: Device Unused Ports Config Check

In this section, you will repeat the same flow to create an Intent Device Unused Ports Config
Check to check the unused ports.

6.1.4.1 Define Variables with Visual Parser

Add a CLI Diagnosis and enter the command show run | sec interface to retrieve sample data. Use
the Paragraph Parser pattern.

ID Line A Ainterface $intf

Var Line 1 LinesByVariable[$intf_config]:$intf-

CLI Command Dia

8 Us-BOS-R1 show run | sec mterfa(eo W Retrieve |°wfm Live Data

1. Define Variable 2. Define Diagnosis
Format1 ~ + Teston Devices:0 =

(D) Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) | 4 Int_config v |/ Type: Paragrapho +New Pattern v

Current Device ~ | 06/27/2024 12:14:28 PM Search... A W
O\ IDLine & “interface $intf

4 Loupback

P1-ID Line A e e e e

1
1
1 |s-Bos-Risshow run | sec interface - ]
2 match interface input 1

2 collect interface output 1

4 dinterface Loopbacks

s | deseri This is my Boston Sites Var Line 1 e B S S S
5 | ip addr®®¥ 10.10.10.18 255.255.255.255

7 | ip ospf 1 area @

8 dinterface Loopbackl

5 | description This is my Boston Site Var Line 1

©  ip address 8.8.8.8 255.255.255.255

Var Line 1 | LinesByVariable[$intf_config]:$intf-

4 |interface LoopbackO

P2-ID Line A

1

11 ip ospf 1 ares @ 2910 Line A

12 4interface Loopbacks9 + Field

13 | no ip address Var Line 1 -

S

1 R P4-ID Line A Output + Parse Lines -

15 ainterface Tunnsla

16 description TEST-Kunal - Remove Description later Var Line 1 sint B v | sintf_config i

17 bandwidth 12200

1 ip address 10.99.1.1 255.255.255.9 LoopbackD interface Loopbackd description This is my B...

19 | no ip redirects

20 ip pim sparse-mode Loopback1 interface Loopback1 description This is my B...

21 ip nat inside

22 ip nhrp map multicast dynamic Loopback99 interface Loopbackd9 no ip address shutdown

23 ip nhrp network-id 23508

24 ip nhrp redirect Tunnelo interface TunnelO description TEST-Kunal - R...

25 | ip virtual-reassembly in

26 ip ospf network point-to-multipoint Tunnel10 interface Tunnel10 ip address 172.16.253.10 ...

27 ip ospf 1 area 51

28 ‘tunnel source Ethernet@/2 Ethernetd/0 interface Ethernet0/0 description to 192 MG...

o : . S

an J > e Féhmemnt (4 imEnefan TEmaeantl 4 Ao 4 im e
@ Help | Allintent Variables Cancel Apply e
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6.1.4.2 Define Intent Variable for Seed Logic

Define an intent variable, $Alert, to indicate whether to raise an alert and set the default value to
YES.

Intent Variables for Seed Logic

Intent Variable Use Automation Data Table Task Variable

g S ety ey

+ Add Intent Variablc-+#fti- Add Intent Table

r[--[i-TT-t-- Edit Intent Variable
e
[ 1§ & & B RNl

4 @ US-BOS-R1 Variable Name: Aler'te

b = Int_config

Type: | string w
[ & US-BO5-R1

M e N S S S Initial Value: | YES o

Cancel OKo

6.1.4.3 Define Diagnosis

Define a diagnosis, Check_inft_conf, to determine if the unused ports are not shutdown. If so,
create an alert for this interface and set the intent variable to YES.

} 2. Define Diagnosis

[ Add Note ] Add Diagnosis Can also click a variable on the left to add automation.

Name: check_ intf _conf Anchor: | Int_config.$intf_configw

Type description of the diggnosis...

Loop Table Rows v= Int_config ~ Table Key: intf {ah

e e e e e e i e e e e W M o T Pl e Y

FANHHH_MW—\WM

S
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1. Define the If condition for Variable:
a) Variable intf config does not contain shutdown.

b) Variable intf config does not contain switchport.

c) Variable intf config does not contain address.

d) Variable intf_config contains no ip address.

e) Variable intf_config contains no switchport.

f) Variable intf config does not contain spanning-tree.

g) Variable intf config does not contain vrf forwarding.

h) Boolean Expression: A and B and Fand G and (C or D or E).

H

Boolean Expression:

intf_config
& US-BOS-R1
intf_config
& US-BOS-R1
intf_config
& US-BOS-R1
intf_config
& US-BOS-R1
intf_config
@& US-BOS-R1
intf_config
& US-BOS-R1

intf_config

Select Variable

Current w

Current w

Current

Current w

Current w

Current w

Current w

e,

Does not contain
Does not contain
Does not contain
Contains
Contains
Does not contain

Does not contain

A and B and Fand G and (C or D ar E)

P

shutdown

switchport

address

no ip address

no switchport

spanning-tree

vif forwarding

—— = i s T P e B i a L P L

-
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2. Define Intent Output message. To Set the Intent Variable, follow the steps outlined in section
6.1.2.3.

T e U e AU A e, T R T e e e T
0 Then @

2 Diagnosis Message: [Jsave to Incident =

T PP

v $this_device $intf unused but no shutdown
Set Status Code for Device:
© Error | $this_device $intf unused but no shutdown
Set Status Code for Intent:

@ Error ~ | $this_device $intf unused but no shutdown

[>J Set Intent or Task Variable:

T L et L Y PT PN PSEIIP  PIRIE

Alert v = "YES"
L’\NW e R A Y L A e e e T M e e e g e e A e i ki i e T T

Now, add another diagnosis to check whether this device has unused showdown interfaces and

create the status code on the device level.

2. Define Diagnosis

% 2 Add Note ] Add Diagnosis Can also click a variable on the left to add automat
i
¥
g Mame: | Check Device Alert o Anchor: v
Type description of the diggnosis...
(] Loop Table Rows
w If
__________________________________________________________________ —
I I
1 A Current 1
1 I
1
1 Alert w | Eguals e v || YES v W :
% R e e e e e L
B Select Variable w
LﬂHvuerWWuwmwmwmemmwm
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2 Diagnosis Message:
v $this_device has unused port but no shutdown
Set Status Code for Device:
O Error  ~
Set Status Code for Intent:

|

i

:

%

|

i Ocror ~
é Add Logic w

% VElseo
|

|

¢

|

2 Diagnosis Message:

v $this_device doesn't have unused port but no shutdown

Set Status Code for Device:
© sSuccess
Set Status Code for Intent:

® Success v

Add Logic

<+ Add Elself

e

6.1.4.4 Replicate and Run Intent

$this_device has unused port but no shutdown

$this_device has unused port but no shutdown

[() save to Incident =

[] save to Incident =

$this_device doesn't have unused port but no shutdown

$this_device doesn't have unused port but no shutdown

A L

i Delete

Replicate this intent and add the automation column (Device Unused Ports) to the ADT table, NIST

Compliance. Then, run the replicated intents once and rebuild the table.

B NIST Compliance Table Builder

Description:  Type description here...

Items: 62 Rows 5 Columns

P A g s A

No. & Device [s]Device Type Telnet vty check

1 Berlin-R1 Cisco Rauter Check Vty Telnet Access Berlin-R1
{
SZ Berlin-vEdge Cisco 105 Switch Check Vty Telnet Access Berlin-v...

JS DE-MUC-CR0O1-01 Cisco Router Check Vty Telnet Access DE-MUC...
§4 DE-MUC-CRO1-02 Cisco Router Check Vty Telnet Access DE-MUC...
%5 DE-MUC-CW01-01 Cisco 105 Switch Check Vty Telnet Access DE-MUC...
ié DE-MUC-CW02-01 Cisco 10S Switch Check Vty Telnet Access DE-MUC...
i7 DE-MUC-CW03-01 Cisco 10S Switch Check Vty Telnet Access DE-MUC...
;8 ISP-P02 Cisco Router Check Vty Telnet Access ISP-P02
9 ISP-PEO1 Cisco Router Check Vty Telnet Access ISP-PEO1
10 ISP-PED2 Cisco Router Check Vty Telnet Access ISP-PE02

Mﬁﬂiﬁ_ﬂm

@ ©© @0 00 6 @ @

@

Last Updated at: 07/02/2024 08:28 PM € Rebuild Table

AAA Config Check
AAA Config Check Berlin-R1

AAA Config Check Berlin-vEdge

AAA Config Check DE-MUC-CRO1...
AAA Config Check DE-MUC-CRO1..
AAA Config Check DE-MUC-CWO...
AAA Config Check DE-MUC-CWO...

AAA Config Check DE-MUC-CWO...

AAA Config Check ISP-P02
AAA Config Check ISP-PEO1

AAA Config Check ISP-PE02

@ © @ 0 00 6 @ @

@

O seagofisCheckisp ey @

Add Data Manually v

= o

Q T Advanced Filter: Undefined |

Device Unused Ports Config C...

Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...
Device unused Ports config ...

Device unused Ports config ...

__J_Revice unused Ports config ... € |

® © 0 O ® 6 6 0 6 6 @
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6.1.5 Create NI: Device Password Policy Config Check

In this section, you will practice creating an intent to check the Device Password Policy Config.
You will use the command show run | section username to retrieve the sample data and define a

Paragraph Parser to find the username and password level.

ID Line A Ausername
Var Line 1 Ausername $string:username
Var Line 2 password $int:pwd_level

In the diagnosis, you will check whether the password level is less than 7.

i
[2 Add Note [ Add Diagnosiso

Name: pwd_level_check o

Type description of the diagnosis...

kP A R T A P R s et e i BTN AV i

-

__________________________ .
: ] Loop Table Rows = pwd_conf « Table Key: username ~ :o
I

Current w o

v | | Less than ~

Can also click a variable on the left to add automation.

Anchor: | pwd_conf.$username vo
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Define the Diagnosis message:

[2 Diagnosis Message: o [ Save to Incident =

Set Status Code for Device:

8|

|
1
1
1
1
i
v $this_device username $username password level is less than 7 1
1
1
1
1
Set Status Code for Intent: :

1

e e
1

1

1

Alert v | = [*yES" o I

1

[2 Diagnosis Message: [ Save to Incident =

T Ty Y T S e S P A
e ——————
L
(1)
~t
=1
=3
[11]
=
=L
]
=
l
{H]
"
&
=
W
&
m

Set Status Code for Device:

1
i
i
1
i
1
1
: v | Sthis_device Password policy meet security requirements
1
i
1
i
: Set Status Code for Intent:

ot A A,
-

{ | Add Logicw

et A e R T E o T sl e T e M e LT
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6.1.6 Create NI: Device Line Session Timeout

In this section, you will practice creating an intent to check the Line Session Timeout.

Use the Config Diagnosis and define the Paragraph Parser pattern as follows:

Start Line

Aline

End Line !

ID Line A

Aline $linetype $int:port

Var Line 1

LinesByVariable[$configlet]:$linetype

Configuration Diagnosis

&) CATORSW2

Retrieve n with Live Data

1. Define Variable 2. Define Diagnosis

Format1 g ‘ +

(D) Double-dlick a variable to parse. Select multiple lines to parse a table.

Current Device

171
172
173
174
175
176
177
178
179
138
181
182
183
134
135
186
187
188
139
198

192
193

P 104

195

197
198

@ Help

S
no ip http secure-server
l
l
ip sla 1
icmp-echo 228.1.1.1 source-interface Vlan3eo
request-data-size s00
threshold 55
frequency 28
ip sla schedule 1 life forever start-time now
l
!
Isnmp-server community *FEEersE
snmp-server location Toronto
l
control-plane
|
!
4line con @
logging pronnus
4line aux
4line vty @ 4
login local
transport input all

| All Intent Variables

~ | 06/27/2024 12:35:13 PM Search...

Critical Variable (0)

QAV

Start Line
P1-ID Line A
Var Line 1
P2-ID Line A
Var Line 1
P3-ID Line A
Var Line 1

End Line

& line_config

~ | Type: Paragrapho + New Pattern

Teston Devices: 0 =

| 1
I +Field~ L

Qutput + Parse Lines

linetype Ep ™

$port

~ | $configlet ~
line con 0 -
line aux 0
linevty 0 4 -

Cano Apply
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In the diagnosis, you check whether the device configuration contains exec-timeout.

2. Define Diagnosis

2) Add Note [ Add Diagnosiso Can also click a variable on the left to add automatiqg

Mame: Check_line_Config o Anchor: Iine_config.ilineo

§ Type description of the diggnosis...
f N
{ 18 LoopTabieRows = Ineconfis v Tableey: '_"LEEYEE__V_Q___________@‘P_-
T S e e e e e e L e LR
-9 |
H : 1
i ] A . CATOR-S. Current w :
[ ] |
[ o configlet ~ || Doesnot contain v | | noexec w :
1 1
{ .
. B @ CATORS.  Currentv I
1 1
: o configlet ~ || Doesnotcontain v | | exec-timeout v W :
L -
C | Select Variable ~
Boolean Expression: | Aand B o

L e Y e e LA e

Define the Diagnosis message:

r— e i S T L L S e T o T S I e S SRS e
~ Then -
g}' [2 Diagnosis Message: [JSave to Incident =

~ | | $this_device Slinetype Sport does not config exec-timeout

Set Status Code for Device:

@ Error  w || $this_device $linetype $port does not config exec-timeout
Set Status Code for Intent:

@ Error  w || $this_device $linetype Sport does not config exec-timeout

i‘%e.c"““_f‘:‘*_ =

Add Logic~
P e e g
gl 1
§ v Eke o T Deletd
g [ Dizggnesis Messzge: [J5ave to Incident =
EI v | | %this_device $linetype $port exec-timeout has been configured

93 [5] Set Ststus Code for Device:
@ Success v | | $this_device $linetype Sport exec-timeout has been configured
LBPE25] Set Ststus Code for Intent:

@ Success ~ | | $this_device $linetype Sport exec-timeout has been configured

TAdd Logicw

=+ Add Elself

Cao Apply

1
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6.1.7 Create Intent and Summary Dashboard

You can view the Intent results through two different dashboards:

e Intent Dashboard to view the individual Intent results and

e Summary Dashboard to view the consolidated Intent results in a single view.

6.1.7.1 Intent Dashboard

The Intent Dashboard monitors specific network issues, providing detailed information and
displaying the results. You can save frequently used dashboards as templates.

To create an Intent Dashboard directly from the ADT automation column menu, follow these steps:

[ [F]Device Type

Create Intent Dashboard 2

Create Intent Dashboard for ADT 'NIST Compliance'

Mame: MIST Compliance Monitoringe
B My Dashboards vo

Location:

[J) use Template

Automation Data Table 0 v

Automation Data Table: NIST Compliance

Data Source

Include Triggered Follow-up Intent Results

Intent Column: 5 columns v

Select All
[ Filter Intent b

Telnet vty check
AAA Config Check
Device Unused Por...
Time Range v

Device Password P...

Device Line Sessio...

Cancel Createo

A — a

Telnet viy... O RrRun [l Details El
Run Intents Once

Run Intents via Timer

Open Seed Intent
Rebuild Intent-related Column Group
Remove Empty Wrapper Intent

Enable Auto Intent

Export Diagnosis Result to CSV
View Summary Report
Export Intent Qutput Map

Debug Empty Cells
Tag Current Column

Edit
Delete

Set as Table Key

Submit Related Commands to Benchmark

New Intent Dashboard o

e N et 8 o A et e B s e g g gt e S g g e e g e T i e

|
g
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1. Hover over the ADT automation column, go to the menu and then click New Intent
Dashboard.

2. Inthe Create Intent Dashboard window, define the following:
a) Enter the Dashboard Name, NIST Compliance Monitoring.
b) Select the Location to save the Intent Dashboard.
c) Data Source: By default, Automation Data Table is selected.

d) Intent Column: Click the Intent Column dropdown and check the Select All checkbox to
select all Intents, allowing the Intent dashboard to be created for all Intents at once
e) Click Create.

3. Inthe Create Intent Dashboard dialog popup, click Open Intent Dashboard.

Create Intent Dashboard X

° Intent dashboard has been created.

You may open to view the dashboard, or choose to add itto a

summary dashboard.

Add to Summary Dashboard Open Intent Dashboard

4. The Intent Dashboard will be like:

NIST Compliance Monitoring LastRefreshed a1 04/07/2024,1423:59 5 MK &

Summary 04/07/2024, 14:24:04  View Report Device Information 04/07/2024, 14:24:03  View Report

337 Times Executed 56 Devices

- Intent-level Alerts @ Cisco 105 Switch Cisco Router

Intent Result History 04/07/2024, 14:24:03  View Report

Time Range: All v Result All v

-#- Sum of Intent Alert Status Code Count  —+ Sum of Intent Success Status Code Count

Cshel Sl e 8 et S e 8l et e et e o RN o st o Sttt o o
A A P M A A A Q.> ,m Q.> 0—,\ o 05\ ,.> LA n’ _\'r a’ _\m 03 _\m Q> _\m Q> _\m & _\a Qb _\a Q.> ,a Q.> Qm o 0—,\ ,.> PN 03 _\»- n’ _\'r a’ _\m Q> _\m Q> _\a Q.> _\a Q.> _\a T ,a

Top Five Intent Alerts

Intent Name Map Execution Time Intent Alert Status Code Count Intent Success Status Code Co...  Intent Status Code Summary Intent Alert Detection
Device Line Session Timeout ... View Map 04/07/2024, 12:40:18 4 0 US-NY)-CR01-01 con 0 does not.. 1
Device Line Session Timeout ... View Map 04/07/2024, 12:40:18 4 0 DE-MUC-CRO1-01 con O doesn... 1
Device Line Session Timeout 5. View Map 04/07/2024, 12:40:16 4 0 5G-5IN-CR01-01 con 0 does not.. 1

198 | NetBrain R11.1b



6.1.7.2 Summary Dashboard

The summary dashboard provides an overview displaying results from multiple Intent dashboards
of the entire network or a set of network devices. With Summary Dashboard, you can group Intent
Dashboards into widgets based on diagnosis purpose and display results by device, site or device
groups. You can use the summary dashboard to monitor critical information across thousands of
devices and discover the root cause for issues in one view.

Follow the step-by-step instructions to create a Summary Dashboard:
1. Click [E] to open the menu located at the top-right corner of the dashboard window.

2. Select Add to Summary Dashboard to open the corresponding window for creating a
summary dashboard.

Last Refreshed at 04/07/2024, 14:23:59 O ﬁ o —

Edit Dashboard
Device Information 04/07/2 Share Dashboard
Save as
Save as Template
Update
) View Dashboard Input
Export Diagnosis Result to CSV

@ Cisco 10S Switch Cisco Router oAdd to Summary Dashboard

04/07/2024, 14:24:03  View Report

T T S B T T D g

-

SR I A e S

LN YV

T

3. Inthe Add to Summary Dashboard window, let us create the new summary dashboard and
group as follows:

a) Summary Dashboard: open the dropdown menu and select +New Summary Dashboard to
pop up its dialogue.

b) Enter the dashboard basic details like name, group title and location of the summary
dashboard to save.

c) Click OK to save and create the summary dashboard.
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New Summary Dashboard

[ 9 Shared Dashboards
@ My Dashboards

: Dashboard Name: NIST Compliance Dashboard

1
1
- :
: Dashbeard Group Title: | NIST o 1
1
1

Add to Summary Dashboard X
©-

Search... Q

400 shared Dashboards (38)

Summary Dashboard: | Select or create New

Dashboard Group:

4 - Autemation Library (7)
Config Drift Check
Config Drift Check (Monday 5 am weekly)
Golden Template
[B Network Failover

Network Failover (Daily 6AM)

Cancel OK ¢

4. Inthe Add to Summary Dashboard dialog popup, click Open Summary Dashboard.

° Intent dashboard has been added to the summary dashboard.

Open the summary dashboard to view or edit your changes.

The Summary Dashboard will

NIST Compliance Dashboard

Summary

Number of Intents

280

NIST

Number of Intents

280 56

Dashboard and Intent Group

Number of Devices

56

Number of Devices

Close Open Summary Dashboard

be like:

Last Refreshed at 04/07/2024, 15:39:04 @

Number of Alerts

792

Number of Successes

112

Number of Alerts

792

Number of Successes

112

Device Results

Intent Results

Total Device Results

NIST Compliance Monitaring

Total Alert Count L

Us-BOS-CRO1-01

8

Berlin-R1 JP-TYO-CRO1-01

8 a8

Q
L4 >
ITE_EXTEND
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You can access the created Summary Dashboard, as shown in the image.

@ summmay Dashboard = Shared Dashboards

Dashboard

I.@ Ssummary

Recents

Netwark

Template

Triggered Automation Dashboard (1)

. 4 Shared Dashboards (39) o

Automation Library (7)

Automation Library PKG11 (1)

Automation Library Ty (1)
Minghui Qiu (1)

MetBrain Essential Automation Libra...

Sophia Wang (2)
xinyu Zhang (2)
Yan Wu (2)

Yan Wu Automation Library (4)

Yihong Liu {2)
Yueqin (Amy) Li (2)
Zelin Deng (3)

My Dashbeoards (0)

Intent and Universal

Name

Automation Library

MetBrain Essential Automati...

Automation Library Ty
Xinyu Zhang
¥ihong Liu
Yan Wu
Minghui Qiu
Zelin Deng
Yueqin (Amy) Li
Sophia Wang
Yan Wu Automation Library
Automation Library PKG11
[& Golden Template Check
[& what's Changed
B summary
[B Network_Failover
[&] checkssH
[B Michelle
[ 54 Triage Dashboard

[E MIST Compliance Dashboard

Modified Date

11/04/2024, 07:03:54
17/06/2024, 21:22:24
18/06/2024, 21:24:36
25/068/2024, 22:09:57
25/08/2024, 22:29:09
25/068/2024, 23:21:00
253/08/2024, 23:31:36
26/06/2024, 00:23:54
26/06/2024, 00:56:28
26/06/2024, 02:27:30
27/06/2024, 00:10:17
27/068/2024, 04:25:19
02/05/2024, 14:21:112
21/068/2024, 00:54:59
01/08/2024, 00:14:35
30/04/2024, 18:42:11
25/06/2024, 23:32:21
27/06/2024, 23:50:57

27/06/2024, 22:19:26

04/07/2024, 15:37:21 o
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6.2 CVE Security Advisory

CVE (Common Vulnerabilities and Exposures) classifies the vulnerabilities according to the different

threat levels. It is critical to understand the severe CVEs that may affect your network devices and

create a plan to address them, usually upgrading the system to a certain version that has fixed the

CVE.

Each major network vendor publishes their CVEs. For example, Cisco has security advisories at

https://sec.cloudapps.cisco.com/security/center/publicationListing.x.

In this section, we will create intents for the vendor-specific CVEs:

1. Given a CVE (for example, the newfound one), find how many devices are affected.

2. Given a device, find how many CVEs affect it.

This section includes the following main steps:

e Create CVE table

e Build Base ADT

e Create an Intent to Check if a CVE is Affecting any Device

e Create Intent to Check Device Against all CVEs

e Create Intent and Summary Dashboard

The Final ADT will be:

DE-MUC-CRO1-02

5 DE-MUC-CW01-01

6 DE-MUC-CW02-01

7 DE-MUC-CW03-01

8 ISP-P02

9 ISP-PEO1

10 ISP-PE02

e A A A P e p AR PN AR AN PNk
IS

1" ISP-PE03

Cisco Router

Cisco 105 switch

Cisco 10S Switch

Cisco 105 Switch

Cisco Router

Cisco Router

Cisco Router

Cisco Router

Check if CVE is Affecting any Device DE...
Check if CVE is Affecting any Device DE...
Check if CVE is Affecting any Device DE...
Check if CVE is Affecting any Device DE...
Check if CVE is Affecting any Device ISP...
Check if CVE is Affecting any Device ISP..
Check if CVE is Affecting any Device ISP..

Check if CVE is Affecting any Device ISP..

@ © 0 00 006 6 6 6 ¢

Check Device Against all CVEs DE-...
Check Device Against all CVEs DE-...
Check Device Against all CVEs DE-...
Check Device Against all CVEs DE-...
Check Device Against all CVEs ISP-...
Check Device Against all CVEs ISP-..
Check Device Against all CVES ISP-..

Check Device Against all CVES ISP-..

© © @ © 0 006 6 6 6 0

] .
{ E‘é Automation Data Table Manager @ Help
i
L
> . . . i =
g B Cisco CVE Security Advisory Table Builder Last Updated at: 07/09/2024 03:17 PM € Rebuild Table Add Data Manually ~ =
Description: Type description here...
Items: 95 Rows 4 Columns Q ¥ Advanced Filter: Undefined =
No. & Device [s]Device Type CVE-2023-20198 Device Against all CVEs =
1 Berlin-R1 Cisco Router Check if CVE is Affecting any Device Be... Check Device Against all CVEs Berl..
2 Berlin-vEdge Cisco 10S Switch Check if CVE is Affecting any Device Be... Check Device Against all CVEs Berl..
3 DE-MUC-CRO1-01 Cisco Router Check if CVE is Affecting any Device DE... Check Device Against all CVEs DE-...
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https://sec.cloudapps.cisco.com/security/center/publicationListing.x

6.2.1 Prerequisites

Please ensure that the following prerequisites are met:
1. Create the Cisco Device Group according to your requirements. Refer to the section 5.
2. Setup a CVE table that includes at least the CVE_ID and affected versions.

6.2.1.1 Create CVE table

The CVE table is necessary for configuring the Intent Template Settings to define diagnoses for the
available CVEs.

You can manually create an ADT table to add columns for CVE_ID, CVE_URL, and Affected_Versions.
Alternatively, you can use the CSV in the ADT table builder via the Imported CSV method.

Note: this exercise is for your practice only. NetBrain will maintain and update the CVE tables and
you can download the table from your system.

Follow the step-by-step instructions to manually create the ADT table.
1. Click the plusicon and click New Automation Data Table.
2. Inthe New Automation Data Table popup:

a) Enter the ADT Name, e.g., Cisco CVE.

b) Select the Location you wich to store the ADT.

c) Click Save and wait a moment for ADT to open.

- | ]
= + +

New Map New Device Group Mew Automation Data Table 2 X

MName: | Cisco CVE

9
& d R 1 O

Location: | Sachin_TwW
Network Mew Intent New Automation Data -
Table

@ Cancel Saueol
s

+

Recents

New Intent Dashboard New Network Change

3. Inthe Automation Data Table Manager, Click the Add Data Manually dropdown, and then
click Add Table Column.

4. Inthe Add Table Column popup, define the following values and click OK.:
a) Enter Display Name, CVE_ID
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b) Enter Column Name, CVE_ID.
c) Select Data Type as String
5. Click the Add Data Manually dropdown and click Add Table Row.

6. Inthe Add Table Row popup, enter the Column Value as your CVE ID number and then click
OK.

Add Table Column X

Display Name: | columni

Column Name: | columni H

Data Type: string v

@ Help

|l 1
Cancel | OK 1
o= A

Table Builde e Add Data Manuallyi v | = of

Add Table R x
-~ Add Table Row e

A &
VLT ICCU UGl Wi u

Column Value

[5] celumn? CVE-2023-20198 o a

]
Cancel I  OK
=

Similarly, create additional columns and rows for CVE_URL and Affected Version. The Cisco CVE
ADT will be:

% Automation Data Table Manager @ Help

Search... O, © K ) ) _
. - B cisco CVE Table Builder Last Updated at: 07/.. € Rebuild Table Add Data Manually v = of'

S SR

; Build-Auto Template by Plugin666 (2) o o
Description: Type description here...

I [ Cookbook (14)
I B Empty Automation Library (10) Items: 4 Rows 3 Columns Search... Q 7 Advanced Filter: Undefined | G
I [ Empty Staging Automation Library (24)
» . . . No. CVE_ID CVE URL Affected Versi =
P NetBrain Essential Automation Library (18) - ecteaversion -
I B Plugin Test (19) 1 CVE-2023-20048 https://sec.cloudapps.cisco.com/security/center/co... 9.8(3)26
b Representative Methodology (3) 2 CVE-2023-20198 https://sec.cloudapps.cisco.com/security/center/co... 17.6.5
4 [0 Sachin_TW (4)
3 CVE-2017-12240 https://sec.cloudapps.cisco.com/security/center/co... 15.1(04)M09
B Cisco CVE
4 CVE-2018-0171 https://sec.cloudapps.cisco.com/security/center/co... 15.2(05)E
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6.2.2 Build Base ADT

1. Create a new ADT, Cisco CVE Security Advisory.

sachin X | O«

()

PN 4 [0 Shared Tables (1291)
4 [0 others (276)

T

{

H

;

® !
H

i

;

4 [0 R&D (43)
Network
Sachin (0)
b B Sachin (13) v
" New Automation Data Table
B Cri New Table
B
o Server Fart New Folder
Name:  Cisco CVE Security Advisory
Rename
Move to
Delete Cancel Save
Export
[Dashboard
Import

|
K }
3
Intents 7

3

2. Build the base group with the method Devices of Device Group. Add the following columns:
Device and Device Type.

Automation Data Table Builder

Column Header: Reset All
0] ol s B 2
Device Device Type
Base + Column Group (Base): Select Column v
Description:

The base ADT for NIST compliance o - Device Device Type
Device Device Type
Select Methed to Build Base Table:
Devices of Device Group ~

Select Devices by Device Groupd My Device Gr -le e X
1

Built-in Fields: .
A
o Device 8| A
U
[=]™ All Device Groups =
Device Group “= " U
4 (5JB0 My Device Groups
Hostname o [J% BGP Devices (67)
me i )
r— % Cisco Devices (96)
0% Firewall (13)
MgmtInterface 4 (M shared Device Groups
103 Device Type p O Ahmed
[Jm Anurag
Vendor [ Assessment Reference Library
Model b (DM Automation Library
() Automation Library Kunal
Software Version R . .
(Drog ond drop cold b Automation Library PKG .
Serial Number [51 CE e e
Auto-Build  No Cancel Ok o Save and Build
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The Base ADT will be:

L
. g
% Automation Data Table Manager :
QoK . o . i
B} Cisco CVE Security Advisory Table Builder Last Updated at: 07/08/2024 11:27 AM €\ Rebuild Table }
o 3
4
Description: Type description here... z
}
Items: 95 Rows 2 Columns ;
;
No. & Device [s]Device Type ¢
1 Berlin-R1 Cisco Router 1
bl
2 Berlin-vEdge Cisco 10S Switch ,f
]
1
3 DE-MUC-CRO1-01 Cisco Router 3
4 DE-MUC-CR01-02 Cisco Router Jé
4™ Sachin_TW (5) {
5 DE-MUC-CWO01-01 Cisco 105 Switch i
By CAtest
% Cisco CVE 6 DE-MUC-CW02-01 Cisco 10S Switch
3
e
8 Cisco CVE Security Advisory 7 DE-MUC-CW03-01 Cisco 10S Switch él
£ NIST Compliance 8 ISP-PO2 Cisco Router {
B Test Data 2
9 ISP-PED1 Cisco Router i
5
10 ISP-PEO2 Cisco Router e
H
b
1 ISP-PED3 Cisco Router 1
5
12 ITE_LEXTEND Cisco 105 Switch %'
13 JP-TYO-CRO1-01 Cisco Router ;
14 JP-TYO-CRO1-02 Cisco Router {
15 JP-TYO-CW01-01 Cisco 10S Switch }
H
i
16 JP-TYO-CW01-02 Cisco 10S Switch 7

In the next sections, you will create two separate Intents to Check if CVE is Affecting a Device and
another to Check Device Against all CVEs.
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6.2.3 Create an Intent to Check if a CVE is Affecting any Device

From Intent Manager, create a new intent, Check if CVE is Affecting a Device.

L L Y ) Ll LY e A, ;—‘\-\_.f—\fkl-
}
. Mework Intent Manager > Common Intent @Help 5 § )(;
Dashboard
Commeon Intent ~
= sachin X | +MewlIntent

(&) R

Intents

Intent Manager Intent Re Al emd (2) ) (L1 - Config Change ... (2)

@ Wi { L1 - Enwvironment C...
1

4 All Network Intents (1305)

Chatbot
B Sachin (0} o o
@é [I o New Network Intent

New Folder

Automation Data Table Intent
(ADT) Automati Impart
Export
NP

Rename
Maove To...

Delete

e T W P R o e

?
%
|

Select a Cisco device as the seed device.

Network Intent (Edit Mode)

Check if CVE is Affecting any Deviceo Dizgnosis Tree Run with Live Data Save @Help =
Ty .. Intent Map: Select ~
Seed Logic eepllcation Logic
& + Device 7 Select Devices X:
e e
Select Devices by: @ Device Type (O Device Group O Site 1 Devices Selected

All Device Types ~ | | Search... L"\ @ US-BOS-CRO1-01 N
Hostname Megmt 1P Vendor Model
& UK-LHR-CW03-02 10.20.0.11 Cisco 3560E b
& UK-LHR-CWO04-01 10.20.0.12 Cisco 3560E
& UK-LHR-CWO04-02 10.20.0.13 Cisco 3560E
§ US-BOS-CF01-01/act 10.10.0.6 Cisco ASAV
é US-BOS-CF01-01/sthy 10.10.0.7 Cisco ASAV 2
& US-BOS-CRO1-01 o 10.10.0.2 Cisco CG5-MGS-AGS ”
& US-BO5-CRO1-02 10.10.0.3 Cisco CG5-MG5-AGS <

6.2.3.1 Define Variables with Visual Parser

Add a CLI Diagnosis. Enter the command, show version, and then click Retrieve to retrieve the data
from the Live Data.

Define a single parser for the software version: Version $mstring:ios_version,
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CLI Command Diagnosis X

¢/ US-BOS-CRO1-01 show version

Format1 v +
@ Double-click a variable to parse. Select multiple lines to parse a table.

Current Device v | 07/08/2024 12:28:15 PM Search..

cisco.com/techsupport
o0 Systems, Inc.
¢ prod_rel_team

<

0NN R W

9 2ks, 3 days, 15 hours, 11 minutes

10 ad at @

11 t/unetlab/addons/iol/bin/L3_ADVENTERPRISEK9_M_15.4_2T.bin"
12 3son

X~ | | Retrieve ‘0 Live Data
1. Define Variable 2. Define Diagnosis

Critical Variable (0) [l Pattern1

v /4 Type: Single @

Q a v

-

VarLine 1  Version $mstring:ios_version,
!

~ Var Line 1
vare (IS6BI_LINUX-ADVENTERPRISEK9-M), Version 15.4(2)T4 |

N

Test on Devices:

+ New Pattern v

R

Var Line 1
|

Version $mstring:ios_version,

Output

$ios_version (mstring)

6.2.3.2 Define Intent Variable for Seed Logic

+ Parse Lines

15.4(2)T4

0 =

In this section, you will use the ADT Cisco CVE you created as a prerequisite. The columns in this

ADT will be used as the Variables to define the diagnosis.

1. Click All Intent Variables in the bottom right corner.

2. Gotothe Use Automation Data Table tab, click + Automation Data Table, and select the

Cisco CVE.

3. From the Select Automation Data Table window, select the Cisco CVE ADT and then click OK.

4. Click Close to exit from the Intent Variable for Seed Logic window.

Select Automation Data Tables

b (I Representative Methadology
4 M Sachin TW
OB cAtest

OB Cisco CVE Security Advisory
(OB, NIST Compliance
& Test Data

Intent Variables for Seed Logic

Intent Variable

Use Automation Data Table

Task Variable

CVE_ID(string)

CVE-2023-20048
CVE-2023-20198
CVE-2017-12240

CVE-2018-0171

CVE_URL(string)

httpsi//sec.cloudapps.cisco.com/sec.,
httpsi//sec.cloudapps.cisco.comisec.
httpsi//sec.cloudapps.cisco.comisec.,

https://sec.cloudapps.cisco.comisec...

Affected_Version{string)

9.8(3)26 7.3.1.1 7.3.1 7.3.0 7.2.3.1 7....
17.6.517.3.316.9.6 16.9.4 15.4(3)52 ...

15.1(04)M09 12.25RC 12.2(44)SE 12....

15.2(05)E

p )M Staging Automation Library

[Jm TesT

~E~TUET Taws governing tizcq

appears after adding ADT

26 co.com/wwl/export/crypt

27

28 - further assistance ple
29 om.

30

31 tel-x86) processor with
32 d ID 67109056

33 erfaces

34 NVRAM.

38 register is Gx@

o Close

@ Help

b s
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6.2.3.3 Define Diagnosis

In this section, you will define diagnostics: to Check if any CVE is affecting a device. This diagnosis

is usually useful if a new CVE is published and you want to check whether it affects your network
device.

The diagnosis logic is simple: we will loop through the CVE table to find the matched CVE and check
whether the affected software version includes the version of this device:

1.
2.

Go to the Define Diagnosis section.
Click Add Diagnosis to define conditions and Intent output message.

Enter the diagnosis name, e.g., CVE-2023-20198 and select an Anchor $asa_version from the
dropdown.

Tick the Loop Table Rows checkbox and select the Table Variable (Cisco_CVE) and the Table
Key (CVE_ID and Affected_version) from the dropdown.

Define If condition as detailed in the image:
a) Variable CVE_ID Equals CVE-2023-20198.
b) Variable Affected_Version Equals asa_version.

c) The Boolean Expression will be A and B.
|2 Add Note [E] Add Diagnosis e Can also click a variable on the left to add automation.
Name: |CVE-2023-20198 o Anchor:  $ios_version v

Check this CVE is affecting a device or devices in device group.

Loop Table Rows [H Cisco_CVE ~ Table Key: CVE_ID, Affected Version o )

A E Current

CVE_ID v Equals v | CVE-2023-20198 v I

B Current &2 US-BOS-C... Current w

Affected_Version v | Equals v | asa_version v | I

C | Select Variable v

°Boole&m Expression: AandB
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6. Define Intent Output message for If condition.

i e, B T n
~ Then Q
% Diagnosis Massage: (] save to Incident =
:;o v Sthis_device software version has the CVE-2023-20198 vulnerability. Please update to the latest version.
g(o Set Status Code for Device:
i
; © Error  ~ $this_device software version has the CVE-2023-20198 vulnerability. Please update to the latest version.
}o Set Status Code for Intent:
i © Error  ~ $this_device software version has the CVE-2023-20198 vulnerability. Please update to the latest version.
j Add Logicw~
e . N NN

7. Define Elself condition, i.e., Variable CVE_ID Equals CVE-2023-20198.

8. Define Intent Output message for Elself condition.

P P i e Lo o W S ey S B e P e i, PAPRpR

 Elself o B Delete

£

A Current
CVE_ID W Equals [ CWE-2023-20198 ~ ﬁ
B | Select Variable w
»w Then o
Y Disgnosis Message: []save to Incident =

w | | 3this_device software version has resolved the CVE-2023-20198 vulnerability
Set Status Code for Device:
@ Success v | | $this_device software version has resolved the CVE-2023-20198 vulnerability
F3-5] set status Code for Intent:

& Success ~ | | $this_device software version has resolved the CVE-2023-20198 vulnerability

D e T T I T T L i e Lo L L}

i

i

e

L] L

!

9. Click Apply to save all the diagnosis settings and run the Intent. Check whether it is working as
per your configuration settings.
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6.2.3.4 Use Intent Replication Wizard
In this section, you will use the Intent Replication Wizard to add the Automation Column in the

ADT table. You will use the existing ADT that you have created, Cisco CVE Security Advisory.

1. Inthe Network Intent (View Mode) window, go to the = menu and open the Intent
Replication Wizard.

2. Inthe Seed Intent tab, check for your NI (Cisco CVE Security Advisory) and then click Next to
go to the Define ADT tab.

Network Intent (View Mode) - All Network Intents/Sachin/CVEs/Check if CVE is Affecting any Device

|1 Check if CVE is Affecting any Dev... aw OpEN
Named Tag
Result: 07/09/2024 02:44 PM v & © View Abstract
Run Settings
This intent execution is finished at 07/09/2024 02:44 PM with O errors. You can View Execution Log .
Data Clean Settings
Intent Replication Wizard - Check if CVE is Affecting any Device Edit
Save as
f Delete
Seed Intent P Define ADT Replication Settlngsg Refresh
} Export
1 Share to Incident
;D S Publish Intent
7
E Intent Replication Wizard
; Auto Intent Wizard
Seed Intent: = Check if CVE is Affecting any Device Select H
&
3
Intent Template for, @ Device-based Replication O Path-based Replication §
3
¢
H
i
1
j

3. Define ADT:

Use an Existing ADT and select Cisco CVE Security Advisory. Enter a meaningful Intent group
name here.
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4.

Intent Replication Wizard - Check if CVE is Affecting any Device X
SeEd |ntent Replication SEttings Replicate intent

Create a New ADT o Use an Existing ADT

Automartion Data Table: Cisco CVE Security Advisory

o Replicate Intent to:  Existing Column Group CVEs v

) ) ) Select Automation Data Table 5
Replicate on Device Column: Device

L A e A A e

Search... Q

[ W Representative Methodology
> B9 Reverse Engineering MVS
4 [0 sachin_Tw
B ACL Configuration Drift
F3 ACL Name List
Fy CAtest
#p Cisco CVE
# Cisco CVE Security Advisory
) Golden Template for ACLs
# Golden Template Table

b R e e T e s T EVPRP e

Replication Settings:

a) Inthe Intent Qualification section, click the Select link to add Device Group. Use the device
group that you have used during ADT creation.

b) Add the device group and then click OK.

c) Click Next to go to the Replicate Intent tab.

Intent Replication Wizard - Check if CVE is Affecting any Device

Seed Intent Define ADT Replication Settings 4 Replicate Intent

{8} Full Settings for Template

Add Device Group X

Intent Qualification: @ via Device Groups/Sites: Select ~ (O via Dynamic Search:
Select Device Groups 4 [5]B0 All Device Groups -
Select Sites 4 [E) My Device Groups

Define Macro Variables and Rules for Their Subst
[J& BGP Devices (44)

Item: 1 New Device Group
e o ES Cisco Devices (95)
Seed Device Seed Command 0% Frewall (15)
@ US-BOS-CRO1-01 B show version 4 [ shared Device Groups
1 ()M Ahmed
O ajay
r O® Anurag

e

NS |
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5. Replicate Intent:

a) Inthe ADT Columns section, you can see the Column Name as Replicated Intent. You can
change this name to CVE-2023-20198.

b) Click Save and Replicate to save all the settings. You can see the Open Output ADT option
after the successful submission of the replication request.

c) Click Open Output ADT to check the replicated Intent column in the ADT Manager.

Intent Replication Wizard - Check if CVE is Affecting any Device

Seed Intent Define ADT Replication Settings } 5 Replicate Intent

ADT Columns: Additional Columns v

Column Data Column Name Tag

Replicated Intent o CVE-2023-20198 0 tags

o Save and Replicate

Replication Request submitted at: 08/13/2024 05:34 Po Open Output ADT

@ Selection Made: Device-based Replication, ADT: Cisco CVE Security Advisory, 0 Macro Variables. Previous Finish

6. Review the populated Intent column.

@é Automation Data Table Manager @ Help

> —
By Cisco CVE Security Advisory Table Builder Last Updated at: 07/09/2024 03:17 PM € Rebuild Table Add Data Manually v = |£'

Description: Type description here...

Items: 95 Rows 3 Columns Search... Q Y Advanced Filter: Undefined | &
No. Device Device Type CVE-2023-20198 =
1 Berlin-R1 Cisco Router Check if CVE is Affecting any Device Berlin-R1 @ -
2 Berlin-vEdge Cisco 10S Switch Check if CVE is Affecting any Device Berlin-vE... @
3 DE-MUC-CR01-01 Cisco Router Check if CVE is Affecting any Device DE-MUC-... ©
4 DE-MUC-CR01-02 Cisco Router Check if CVE is Affecting any Device DE-MUC-... @
5 DE-MUC-CW01-01 Cisco 10S Switch Check if CVE is Affecting any Device DE-MUC-... ©
6 DE-MUC-CW02-01 Cisco 10S Switch Check if CVE is Affecting any Device DE-MUC-... @
7 DE-MUC-CW03-01 Cisco 10S Switch Check if CVE is Affecting any Device DE-MUC-... ©
8 ISP-PO2 Cisco Router Check if CVE is Affecting any Device ISP-P02 ©
9 ISP-PEO1 Cisco Router Check if CVE is Affecting any Device ISP-PEO1 ©
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6.2.3.5 Run Intent Once and Rebuild Table

Run the replicated intents once and rebuild the table. Check the intent status code.

Device Type CVE-2023-20198 1 Run

Check if CVE is Affecting any Device Berlin-R1

fcting any Device Berlin-vEdge

pcting any Device DE-MUC-CR01-01
Data Source: Live Data
pcting any Device DE-MUC-CR0O1-02

[J) Only Run Intents if | Intent Device belongs to Select v

@@@@@6

ecting any Device DE-MUC-CW01-01

L B S P

Netification

Cancel

The intents in the current ADT column are executed once now.

View Details

Table Builder Last Updated at: 07/09/2024 03:00 PM % Rebuild Table Add Data Manually ~ = |£'

Search.. O\ WV Advanced Filter: Undefinaed C

ails = =

-

J
% Automation Data Table Manager él}
» . . . : . f
#5 Cisco CVE Security Advisory Table Builder Last Updated at: 08/11/2024 09:36 PM | € Rebuild Table 3
3
b
?
Description: Type description here... i
{
Items: ]
Rl Rebuild Table x i
No. CVE-2023-20198 %
Build the column groups: | All w 3
1 g eck if CVE is Affecting
1
2 i Log: @ Production Mode Only show major execution process log eck if CVE is Affecting
1
bl i g i-—-\-ww»\/v-\rvv—wv\n_.—-—\),
O Debug Mode Show all the detailed log
Cancel Build
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6.2.4 Create Intent to Check Device Against all CVEs

In this section, you will learn how to create an Intent to Check Device Against all CVEs. You can
follow the same steps as 6.2.3 with the only following difference while defining diagnosis:

In the diagnosis, you will loop through all CVEs and check whether the affected software versions of

this CVE contain the software version of this device:

2. Define Diagnosis

v

[2) Add Note 2] Add Diagnosis o Can also click a variable on the left to add automation.

a~

Name: Check device for all CVEs o Anchor: | $ios_ver v

Type description of the diagnosis...

Loop Table Rows (£ Cisco_CVE Table Key: Affected_Version ve )

A o Current &2 US-BOS-C... Current v

Affected_Version v | Equals v | asa ver v W
B | Select Variable v
E— S s e S P P ) NSO PN

If so, raise an alert; if not, create a green info:

v Then -

[2 Diagnosis Message: [ Save to Incident =

§ ~ | Sthis_device software version has $CVE_ID. Please update.
j Set Status Code for Device:
% © Error  ~ $this_device software version has $CVE_ID. Please update.
{ Set Status Code for Intent:

© Error $this_device software version has $CVE_ID. Please update.

Add Logic v

w Else o i Delete

[ Diagnosis Message: [)save to Incident =
v | Sthis_device software version has no $CVE_ID.
F4-{s] Set Status Code for Device:
@ Success v | $this_device software version has no $CVE_ID.

v Set Status Code for Intent:

TR AP AT L AT A AL iy e R

@ Success v $this_device software version has no $CVE_ID.

s

D s e A e e E e
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6.2.5 Create Intent and Summary Dashboard

Now, you can create the Intent Dashboard and Summary Dashboard to view the results. Follow the
same steps as 6.1.7 to create both dashboards and the same results as follows:

Potential Security Risk

Intents

Intent-level Alerts

- Times Executed

Intent Result History

Time Range: All v  Result: All v

40

~®- Sum of Intent Alert Status Code Count

@ Cisco 105 Switch

== Sum of Intent Success Status Code Count

© Cisco Router

Last Refreshed at 09/07/2024,15:44:18 {3

09/07/2024, 15:44:24  View Report

ENENIN

Intent Name Map

Check Device Against all CVEs US-BQu.  View Map
Check Device Against all CVES US-NYJ. View Map
Check Device Against all CVES ISP-PE02 View Map

Check Device Against all CVEs UK-LH...  View Map

Check Potential Security Risk

Summary

Number of Intents

112

CVE

Number of Intents

112

Dashboard and Intent Group Intent Results

Total Alert Count

S S o SRS
PSPPI RPN P

R R R L L A AR R CR g2

S S et o
SISO

Top Five Intent Alerts

Execution Time Intent Alert Status Code Count
09/07/2024, 15:22:09 o
00/07/2024, 15:22:09 [
09/07/2024, 15:22:09 o
09/07/2024, 15:22:09 o

Number of Devices

56

Number of Devices

56

Device Results

Total Device Results US-NYC-SW1

= - e

Number of Alerts

0

Number of Alerts

0

SG-SIN-CW02-01

Py
© o
S

o

Intent Success Status Code Count

US-BOS-R2

g

S S
S OHP

o

N

US-BOS-CW02-01 software version ha..
US-NYJ-CW02-01 software version has...

ISP-PEO2 software version has no CVE...

UK-LHR-CW01-01

R R RS
S S e
P

R
S
© o

S PP

Intent Status Code Summary

LHR-CRO1-02 software version has...

Intent Alert Detection

Last Refreshed at 09/07/2024, 16:05:15 (&)

Number of Successes

560

Number of Successes

560

UK-LHR-CW03-02

UK-LHR-CW01-02

o

a
< >

Berlin-R1
0
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7 Network Assessment Case Study: Configuration Drift

Every network has certain configurations that should not be changed, sometimes called the Golden
Config or Golden Template. The drift from these golden configs can lead to the network outage or
performance downgrade. However, the prevention of configuration drift is a complex task since
every network has its uniqueness.

In this chapter, you will apply what you have learned in previous chapters to create the automations
to find out the configuration drift against the golden template across your whole network. These
automations can be scheduled to run for continuous network assessment or run while
troubleshooting or making the network change to ensure that the configuration drift does not
cause the incident or the network change does not lead to breaking the golden config.

We will use two common examples: the standard ACL and NTP configurations. In the last section,
we will demonstrate that the same principle can also applied to the public cloud configurations.

The flow to check the configuration drift is as follows:

Create an ADT for Golden Template

Create the seed intent (to check the
current configurations against the
template)

Replicate the intents to the ADT

Create the Dashboard to view the results

You can also create a CSV report for the configuration drift in the seed intent. After replicating the
intent to the ADT, you can create a summary CVS report from the ADT.
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7.1 Check Configuration Drift Against the Golden Template

In this session, we will walk you through the flow to check the Golden Template using the standard
ACL as an example.

The final ADT will be:

) Automation Data Table Manager @Help
' B ACL Configuration Drift Table Builder Lost Updated ot 07/16/2024 06:17 PM & Rebuild Table =
Description:  Type de: jon here...
items: 95Rows 8 Columns Q| 7 Advanced Filter: Undefined | G
No. & Device [s]mgmt 1P [s]vendor [5]model [5]software Version ACL Configuration Drift s]Intent Status Code (0)Last Execution Time =
1 Berlin-R1 172.16.2.60 Cisco CGS-MGS-AGS 15.42)T4 Check ACL against Golden Templ... © Berlin-R1: acl_1 golden comg 07/16/2024 06:14:31 ..
2 Berlin-vEdge 192.168.0.1 Cisco WS5-C4500%-32 03.04.04.5G Check ACL against Golden Templ... © Berlin-vEdge: acl_1 golden cc 07/16/2024 06:14:27 ..
3 DE-MUC-CR0O1-01 10.20.1.2 Cisco CGS-MGS-AGS 15.4(2)T4 heck ACL agal © DE-MUC-CRO1-01: acl_1 gold 07/16/2024 06:14:27 ...
4 DE-MUC-CR0O1-02 10.20.1.3 Cisco CGS5-MGS-AGS 15.42)T4 Ch ACLa .. © DE-MUC-CR01-02: acl_1 gold 07/16/2024 06:14:31 ...
5 DE-MUC-CW01-01 Cisco 3560E 15.2(20170809:194209) Check ACL ag Aod DE-MUC-CW01-01: acl_1 golc 07/16/2024 06:14:31 ...
6 DE-MUC-CW02-01 10.20.1.5 Cisco 3560E 15.2(20170809:194209) Check ACL against Golden Templ @ DE-MUC-CW02-01: acl_1 golc 07/16/2024 06:14:27 ..
7 DE-MUC-CW03-01 10.20.1.6 Cisco 3560E 15.2(20170809:194209) Check ACL aga: .. © DE-MUC-CW03-01: acl_1 golc 07/16/2024 06:14:27 ...
8 ISP-PO2 4002 Cisco CGS-MGS-AGS 15.4(2)T4 © 1SP-P02: 2¢l_1 golden compli 07/16/2024 06:14:31 ...
9 ISP-PEO1 1.0.0.2 Cisco CGS-MGS-AGS 15.42)T4 Lod ISP-PEO1: acl_1 golden comp 07/16/2024 06:14:27 ...
10 ISP-PE02 2.0.02 Cisco CG5-MGS-AGS 15.4(2)T4 Check ACL a .. © 1SP-PEO2: acl_1 golden comp 07/16/2024 06:14:27 ...
11 ISP-PEO3 3.0.02 Cisco CGS-MGS-AGS 15.4(2)T4 Check ACL against Golden Templ @ 1SP-PEO3: acl_1 golden comp 07/16/2024 06:14:31 ...
12 ITE_EXTEND 192.168.30.207 Cisco WS-C3560X-43P 15.2(9E7 Check ACL agai @ ITE_EXTEND: acl_1 golden co 07/16/2024 06:14:31 ...
13 JP-TYO-CRO1-01 10.30.0.2 Cisco CG5-MG5-AGS 154(2)T4 © JP-TYO-CRO1-01: acl_1 golder 07/16/2024 06:14:31 ...
14 |P-TYO-CRO1-02 10.30.0.2 Cisco CGS-MGS-AGS 15.42)T4 Lod JP-TYO-CRO1-02: acl_1 golder 07/16/2024 06:14:26 ..
15 JP-TYO-CW01-01 10.30.04 Cisco 3560E 15.2(20170809:194209) Check ACL a .. © JR-TYO-CWO1-01: acl_1 g 07/16/2024 06:14:26 PM
15 JP-TYO-CW01-02 10.30.05 Cisco 35608 15.2(20170809:194209) Check ACL against Golden Templ... © JP-TYO-CWO1-02: acl_1 g 07/16/2024 06:14:27 PM
17 JP-TYO-CW02-01 10.30.06 Cisco 3560E 15.2(20170809:194209) Check ACL agal °© JP-TYO-CW02-01: acl_1 g 07/16/2024 06:14:27 PM
"11‘§V‘"'JP'TVO—CWCIS—D'\ 1_!)_;9.-0_me Cisco. B.EEIDJE__“ 15.2(20170809: 19420_9,2\,_7_\,\__,;1%9’5 nst ey JP'WO'W\J 4 07/16/2024 06:14:25 PM\M‘_‘
The summary CSV report will be:
A B C o} E F G H |
1 |Device Golden Config | Current Config |Matched [Missing Lines|Extra Lines |Vendor |Model Software Version
2 |US-NYC-SW1 TRUE Cisco  |3560E 15.2{CML_NIGHTLY_20180510)FLO_DSGS7
3 |UK-LHR-CW02-01 access-list 1 FALSE |access-list1 Cisco  |3560E 15.2({20170809:194209)
4 |US-BOS-5W3 TRUE Cisco  |3560E 15.2(H1_20170202)FLO_DSGS7
5 |US-NYJ-CRO1-01 access-list 1 FALSE |access-list 1 Cisco |CGS-MGS-AGS 15.4{2)T4
6 |S5G-5IN-CW01-01 access-list 1 FALSE |access-list1 Cisco  |3560E 15.2(20170809:194209)
7 |JP-TYO-CW01-02 access-list 1 FALSE |access-list1 Cisco  |3560E 15.2(20170809:194209)
4 |5G-5IN-CW03-01 access-list 1 FALSE |access-list1 Cisco  |3560E 15.2({20170809:194209)
9 |US-BOS-CWO01-02 |access-list1l  [access-list1 FALSE |access-list 1 Cisco  |3560E 15.2(20170809:194209)
10 |5G-SIN-CW02-01 access-list 1 FALSE |access-list 1 Cisco  |3560E 15.2(20170809:194209)
11 |US-BOS-CW02-02 |access-list1  |access-list1 FALSE |access-list 1 Cisco  |3560E 15.2{20170809:194209)
12 |JP-TYO-CW02-01 access-list 1 FALSE |access-list1 Cisco  |3560E 15.2({20170809:194209)
13 |UK-LHR-CW01-01 TRUE Cisco  |Catalyst 38xx Stack 15.2({20170809:194209)
14 |US-BOS-5\W2 TRUE Cisco  |3560E 15.2(H1_20170202)FLO_DSGS7
15 |US-NYJ-CW02-01 access-list 1 FALSE |access-list 1 Cisco  |3560E 15.2(20170809:194209)
16 |ISP-PEOL TRUE Cisco  |CG5-MGS-AGS 15.4{2)T4
17 |DE-MUC-CW01-01 access-list 1 FALSE |access-list1 Cisco  |3560E 15.2({20170809:194209)
18 |US-BOS-CW04-01 |access-list1l  |access-list1 FALSE |access-list 1 Cisco  |3560E 15.2({20170809:194209)
18 | US-BOS-5\W4 TRUE Cisco  |3560E 15.2(H1_20170202)FLO_DSGS7
20 |US-BOS-CW04-02 |access-list1  |access-list1 FALSE |access-list 1 Cisco  |3560E 15.2(20170809:194209)
21 Berlin-vEdge TRUE Cisco  |WS-C4500X-32 03.04.04.5G
22 |US-BOS-CR01-02 access-list 1 FALSE |access-list1 Cisco  |CGS-MGS-AGS 15.4(2)T4
23 DE-MUC-CR01-02 access-list 1 FALSE |access-list 1 Cisco  |CES-MGS-AGS 15.4(2)T4

7.1.1 Prerequisites

You can manually create an ADT to store your Golden Template for the standard ACLs. If you are
not sure what configurations you can use as the standard ACLs, please refer to Section 7.2 on how
the NetBrain system can help you identify these configurations.
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To create a Golden Template table manually,
1. Click the plusicon and click New Automation Data Table.
2. Inthe New Automation Data Table popup:

a) Enter the ADT Name, e.g., Golden Template Table.

b) Select the Location you wich to store the ADT.

c) Click Save and wait a moment for ADT to open.

- [~ N
iy + +
New Map New Device Group Mew Data View

Templats
New Automation Data Table 2 X
Recents

ﬂ o @ro tha Name: GodenTETlpIateTablee

Newwork Mew Intent New Automation Data Mew Ru

- Table Location: | Sachin_TwW o ~
& !

as Cancel Saveo
New Intent Dashbeard MNew Metwork Change

3. Inthe Automation Data Table Manager, click the Add Data Manually dropdown, and then select
the Add Table Column.

4. Inthe Add Table Column popup, define the Display Name as Feature Name, keep the date
type as the default value (String) and click OK:

i

% Table Builder Last Updated at: N/A € Rebuild Table Add Data Manually ~1 = gf'

i Add Table Column 4 X acellC e e r T o

5 Add Table Row

{ Q| T Avanccu s oo G

H Display Name: Feature Name

g Column Name: Feature_Name

9

j Data Type: String hd

L’WWWMJ\H e e Y S e e U, e T Ty e e e
Cancel OK
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Similarly, create three more columns: Golden Configuration, Site, and Rep Device. The
golden configuration of an access list can be different for the different sites.

5. Click the Add Data Manually dropdown and click Add Table Row.
6. Inthe Add Table Row popup, enter the column values for all columns, then click OK.

Note: This data is for illustration purposes only; you should choose the best golden
configuration for your network.

a) Feature Name: acl_1

b) Golden Configuration:
access-list 1 permit 192.168.0.0 0.0.255.255
access-list 1 permit 10.0.0.0 0.255.255.255

c) Site: My Network\NA\US-BOS (you can add more sites).
d) Rep Device: US-BOS-CW ( its configuration of ACL 1 is used as a golden configuration.)
]
¢ Table Builder Last Updated at: N/A €} Rebuild Table Add Data Manually v| = gf'
% Add Table Column
il Add Table Row 6 X
é Add Table Row o N
; Q| 7 ASmnes eS| G
Column Value
[S]Rep Device =
3 Feature Name acl_1 o
;
{ Golden Configuration access-list 1 permit 192.168.0.0 0.0.255.2550
% access-list 1 permit 10.0.0.0 0.255.255.255
é.. Site My Network\NAUS-BOS o

Rep Device US—BOS—CWO

Cancel OK
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7. Similarly, add another row for the acl_10 feature.

Add Table Row

Column Value

Feature Name acl_10 e

Golden Configuration access-list 10 permit 8.8.8.8 o
access-list 10 permit 8.8.4.4

Site My Network\NA\US-BOS o

Rep Device US—BOS—Cwo

Cancel OK
p ]
The final Golden Template Table will be:
B Automation Data Table Manager @ Help
Search... Q T K« _
. I _-..H..,‘..,_.m,.‘...:mw‘,’\‘..._ F Golden Template Table Table Builder Last Updated at: N/A € Rebuild Table Add Data Manually v = of
b B9 Plugin Test (19) . L
Description:  Type description here...
B0 Representative Methodology (4)
1 B9 Reverse Engineering MVS (10) Items: 2 Rows 4 Columns Search... Q VW Advanced Filter: Undefined O
40 Sachin_TW (6)
% CAtest No. Feature Name [s]Golden Configuration [s]Site Rep Device =
B Cisco CVE 1 acl_1 access-list 1 permit 192.168.0.0 ¢ My Network\NA\US-BOS US-BOS-CW :
& Cisco CVE Security Advisory 2 acl_10 access-list 10 permit 8.8.8.8 My Network\NA\US-BOS US-BOS-CW
B3 Golden Template Table
B NIST Compliance
B Test Data
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7.1.2 Create Intent to Check ACL Against Golden Template

In this section, you will create a seed Intent (Check ACL Against Golden Template) to check the
configuration drift of ACLs against those you just defined in 7.1.1. Later, you will use the Intent
Replication Wizard to replicate to all devices you want to check the configuration drift.

From the Intent Manager, create a new Intent, Check ACL against Golden Template, and choose

US-BOS-CW-03-01 as the seed device.

7.1.2.1 Define Variables with Visual Parser

In this section, you will learn how to parse the Variable for ACl list configuration using Variable

Operation, LinesByKeyword.

1. Click + Add Config Diagnosis to open the Configuration Diagnosis window.

2. Click Retrieve to retrieve the data from the Live Data.

The source data is displayed in the Define Variable pane. You can edit this data depending on

the use case.

3. Inthe + New Pattern dropdown, select Single Variable parser.

Network Intent (Edit Mode) x

Run with Live Data

Check ACL against Golden Template

Seed Logic Replication Logic

| & + Device ‘

v & US-BOS-CWO03-01

No content has been gdded.

& Diagnosis Tree

Intent Variables: Manager

o B + Add Config Diagnosis @D + Add CLI Diagnosis =

-

Save @Help =

Intent Map: Select v

| Tag +Add=

Configuration Diagnosis

() US-BOS-CW03-D1  Retrieve o:h Live Data

‘. Define Variable

Format1 ~ £

Current Device v | 07/15/2024 01:03:48 PM
e

142 permit ip 172.16.8.9 @.8.255.255 any

143 permit icmp 172.16.8.0 ©.8.255.255 any
144 permit tep any any

145 permit udp any any

146 permit ip 10.8.8.8 @.255.255.255 any

147  logging host 18.18.8.185

148  @ccess-list 1 permit 192.165.8.9 .9.255.255
149 access-list 1 permit 18.8.8.8 @.255.255.255
158 access-1list 5 permit 1.1.1.1

151 access-list 5 remark Cloudflare Public DNS
152 access-list 1@ permit B8.8.8.8

153 access-1list 10 permit 5.8.4.4

154 access-list 10 remark Google Public DNS

155  access-list 17 permit 172.16.9.3

(@ Double-dlick & variable to parse. Select multiple lines te parse a wble.

Search...

Critical Variable (0)

Q a ¥

-

+ New Pattern v

Auto Pattern

single Variable o
Table

Paragraph

Advanced >

Id from input text to start...

e T T N T s s v

Test on Devices: 0
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4.

Define Var Line 1 to retrieve the configurations of access-list 1, which may include multiple
lines starting with the keyword access-list 1. For this type of text, you can use the function
LinesByKeyword to extract all data:

a) Click + Parse Lines in the Output pane, and the Parser Lines window appears.

b) Set the Variable name as acl_1_config.

c) Select The line contains keyword option, and enter the keyword, access-list 1.

d) Click Apply to close the Parser Lines window. The result includes the configurations of other

access lists, such as access-list 10, since these lines also include the keyword access-list 1.

= Variables v | /A Type:

+ Field

Output + Parse Lines o

T T DRI b T SV S g

|
|
|
|

Test on Devices: 0 =

Single @ + MNew Pattern v o =

Name: | acl_1_config o

O The line of variable:

O The line between: to

@® The line contains keyword: | access-list 1 o

Output:

Sacl_1_config=

access-list 1 permit 192.168.0.0 0.0.255.255
access-list 1 permit 10.0.0.0 0.255.255.255
access-list 10 permit 8.8.8.8

access-list 10 permit 8.8.4.4

access-list 10 remark Google Public DNS
access-list 17 permit 172.16.0.8

access-list 17 permit 172.16.0.9

Pattern: | | inesByKeyword[$acl_1_config]:access-list 1

Cancel

Applyo

e) To get the exact match for the access-list 1, you can modify the Var Line 1 by adding a space

after 1 (which excludes the numbers 10-19) and add the $ dummy (to match any text after the
keyword) at the end of the pattern.

The final Var Line 1 will be: LinesByKeyword[$acl_1_config]:access-list 1 $_dummy
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‘ 2. Define Diagnosis

Test on Devices: 0 =

)} [ variables1 v | # Type: Single @ + New Pattern =

- Warline 1 LinesByKeyword[$acl 1 config]:access-list 1 %

\— MNo text line matched $_dummy

$float

$int

+ Field .
mstring

$string

f) Similarly, create Var Line 2 for the access list 10: LinesByKeyword[$acl_10_config]:access-
list 10 $_dummy.

g) Click Apply to save the parser settings.
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7.1.2.2 Add ADT Table as Intent Variables

You have parsed the configurations of the access lists. In the diagnosis, you will compare them
against the golden configurations defined in the ADT. In order for an intent to refer to the ADT
elements, you need to add the ADT table as Intent Variables:

1. Click All Intent Variables in the bottom-right corner.

2. Goto the Use Automation Data Table tab and click + Automation Data Table to select ADT.

3.  From the Select Automation Data Table window, select the Golden Template Table ADT
and then click OK.

Intent Variables for Seed Logic X

[,
27
28
29
30
31
32
33
34
35
36
37
38
39

The data of the ADT table can be used in the intent diagnosis.

VW\.P + Automation Data Tables Select Automation Data Tables b
@a@a a

aaa

aul
aul
aud
ac
ac

Intent Variable Use Automation Data Table Task Variahle

p M Plugin Test
I [JM Representative Methodology
p JM Reverse Engineering MVS
4 (=) sachin_TW
[ CAtest

D SR VY S Do P SN, W D% Cisco CVE

[JBEy Cisco CVE Security Advisory

@ Help |, Allintent variables o o BB, Golden Template Table

[JBy mIST Compliance
OBy TestData

p OB Staging Automation Library
L T

Py NetBrain Essential Automation Library

s
oy

s

Intent Variables for Seed Logic X

Intent Variable

Use Automation Data Table Task Variahle

+ Automation Data Tables

4 @ Golden_Template_Table

Feature_Name(s...

ac

ac

11

10

Golden_Configura... Site(string) Rep_Device(string)
access-list 1 permit 192.1... My Metwork\NAVIS-BOS Us-BOS-CW
access-list 10 permit 8.8.8... My Metwork\NAWIS-BOS US-BOS-CW
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7.1.2.3 Add Built-in Device Properties

Similarly, you can add the Built-in Device Properties to the Intent Variable so that the intent can
use these variables. For example, adding the model and software version to a report can be useful.

1. Click ™ of the Device US-BOS-CW03-01, and click Add Device Property from dropdown.

2. From the Select Device Property window, select the properties you wish to add. For example,
add the Site, Software Version, Vendor, and Model.

3. Click OK to add device properties.

Intent Variables for Seed Logic X

Intent Variable Use Automation Data Table Task Variable

+ Add Built-in Data Table + Add Device Property

[ Intent

4 & US-BOS-CW03-01 B Configuration

b [m] Variables1
[ a2 US-BOS-CW03-01 D Built-in Data v
Add Built-in Data Table

Search... Q
[[] ServiceTag -

Site

[C] SMMP Name

Software Version

[ switch 5tack Configured o
[ sysObjectiD

(] System Memory Size

[ Transparent Enabling

[ vaDCid

(] VDC MAC

Vendor

-

Cancel 0K q
F

226 | NetBrain R11.1b



The Device properties list will be:

e A

P R Ay e A

e e P A i A
4 & Us-BOS-CW03-01 B Built-in Data
4 [=] Device Property v
[@] model Display Mame: Model Type: string Default value: 3560E
site Display Mame: Site Type: string Default value: My Network\WAWS...
. ver Display Mame: Software Version Type: string Default value: 15.2(20170809:194...
[=] wendor Display Mame: Vendor Type: string Default value: Cisco

T Tt e T T T A B T e I L T T

7.1.2.4 Define Diagnosis

In the diagnosis, you will compare the configurations you defined in 7.1 against the golden
configurations defined in the ADT. You will use two useful functions:

¢ Match Pattern (MP), which compares two strings line by line and reports the differences,
including the changed, added and removed lines.

e Get_Table_Cell, which will retrieve a cell value from an ADT table.

You will create a diagnosis per access list. We will use access-list 1 as an example and leave access-
list 10 for your homework:

> 2. Define Diagnosis 1

1

1 [2 Add Note [ ~dd Diagnosis an also click a variable on the left to add automation

4

% Mame: | Check acl_1 against the Golden config e Anchor: | $acl_1_config w

4

[ Type description of the diggnosis...

;
iﬂMMM—WWWMWM#WWWHH
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Define If Condition as follows:

fEC Loop Table Rows

jv 1t

i A . US-BOS-CWO3-... Current v

{ acl_1_config v | MP(Rulel) v | Get Table Cell(Golden T ~ il
3 B

!

{ Get_Table Cell(Golden T v | Isnotempty v i}
)

{

i C | Select Variable ~

Boolean Expression: A and B

-

Define If condition A:

T i T B AT T o TSI B P P S i T e T R L

e o

a) Select Variable acl_1_config.

b) Select Match Pattern from the dropdown, uncheck the Ignore Order of Lines checkbox (the
order of configurations matters for the access list), and then click OK. You can leave the rule
name as the default or change the name if you have multiple match pattern rules in one

diagnosis.
N i e LN LR |
f | [0 Loop Table Rows
w If
H
j A & US-BOS-C... Current v
:
i acl_1_config v | | Equals v v
; Does not equal =
4 B | Select Variable ~
Contains
Match Pattern » Does not contain
Is empty
Rule Mama: Rulet Is not empty ) save to Incident =
Subnet contains
Compare Paragraph by: Exact Match ~ In subnet
Match pattern
@ Current string and pattern have identical matched lines P o
[Jignore Order of lines e P e P

Compare Each LineBy: @ Equal O Contain

@ The line is idential to an expanded pattern line

1
Learn more about Match Pattern rule Cancel 3 OK 1
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c) To retrieve the golden configuration from the ADT table, select Expression from the

dropdown.

d) Inthe Expression popup, click the + Get_Table_Cell function.

—y

{E?Loop Table Rows

o

[y
{ A wusBOSC. Current w
% acl_1_config ~ MP(Rule1)
Expression:
+ [ Variable +[[] Function |+ B8 Get_Table_Cel o
@ Help Cancel OK

O T L e P

4 &2 J5-BOS-CW03-01
4 [ configuration
[3] acl_1_config
[] acl_10_config
4 @ Rule

Pd Result

Pd matched_li +

Expression o

Define Variable

e) In the Get Table Cell window, select the ADT table, column, and condition to retrieve a table

cell:

i. Select the table Golden_Template_Table.

ii. Select the Column Golden_Configuration.

iii. Define Row Matching Condition:
¢ A: Golden_Configuration Equals “acl_1".
e B:Site Contains site
e Boolean Expression: Aand B

The Final Expression will be:

Get_Table_Cell (Golden_Template_Table, Golden_Configuration, <Condition: A and B>)
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Get Table Cell e X

Retrieve Cell Value from:

Select Table: | Golden_Template_Table o W
From Column: Golder_Conﬂguraticno o

A | Golden_Configuration % Equals W "acl_1" ~ | W
B | Site e Contains ~ site ~ | o

r
1
1
1
1
1
1
1
1
1
1
1
I €  SelectVariable ~
1
1
1
1
1
1
1
1
1
1
1
1
1

Boolean Expression: Aand B

Expression: Get_Table_Cell (Golden_Template_Table, Golden_Configuration, <Condition: A 2nd B}

Cancel : OK :

4. Define If Condition B.

Here you want to test whether the golden-config is defined or not. If it is not defined, then we
should not create any message. Follow the same instructions of step 1 to use the function
Get_Table_Cell to retrieve the golden template for the access-list 1 and check that it is not
empty.

The final expression will be:
Get_Table_Cell (Golden_Template_Table, Golden_Configuration, <Condition: A and B>) is not
empty

5. Define Intent Output message.

Enter a message under the Then and Else output areas to appear as the result of the
diagnosis.
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Vrhwo e

2 Diagnosis Message: [)save to Incident =
w | | S$this_device: acl_1 Golden Compliance Passed.
Set Status Code for Device:

@) Success $this_device: acl_1 Golden Compliance Passed.

F3-s] Set Status Code for Intent:

) Success « $this_device: acl_1 Golden Compliance Passed.

Add Logicw

v Elseo T Delete

= Diagnosis Message: [J)save to Incident =

v | | $this_device: acl_1 golden compliance failed. Rule $Rule1.Result, Missing Lines $Rulel.Unmatched_lines

ﬂ_

5] Set Status Code for Device:
@ Error  ~ | S$this_device: acl_1 golden compliance failed. Rule $Rule1.Result, Missing Lines $Rulel.Unmatched_lines

v Set Status Code for Intent:

© Error  ~ || $this_device: acl_1 golden compliance failed. Rule $Rule1.Result, Missing Lines $Rule1.Unmatched_lines

You need to set the unmatched lines rule to check for missing IP addresses by comparing them with
the Golden configuration table.

The diagnosis message will be: $this_device: acl_1 golden compliance failed. Rule $Rule1.Result,
Missing Lines $Rule1.Unmatched lines.
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7.1.3 Modify Intent to Create CSV File

Often, you want to export the results into a CSV file. In this section, you will learn how to do this.
Since we want to export the golden config to the CSV file, we will create an intent variable to hold

the value first.

7.1.3.1 Add Intent Variable

To add

an Intent variable:

1. Inthe Network Intent (Edit Mode) window, go to the = menu and click Intent Variables.

2. Inthe Intent Variables for Seed Logic window, click the Intent section and then click + Add
Intent Variable.

3. Inthe Add Intent Variable popup fields, enter the following values:

Fileds

Value

Variable Name

golden_config

Type

string

Initial Value

no value

4. Click OK to save the Intent Variable.

5. Click Close to exit from the Intent Variable for Seed Logic window.

Network Intent (Edit Mode)

‘I Check ACL against Golden Template

e e A e P ]

11 no service password-encryptio
12 service compress-config

13 !

14 hostname US-BOS-CW@3-81

15 !

i Diagnosis Tree

Task Variable

Intent Variables for Seed Logic
Intent Variable Use Automation Data Table
~
+ Add Intent Variable edc Intent Table
4
[ Intent
Add | Variabl:
4 & US-BOS-CWO03-01 niEnt Yanene
I Variables1
Variable Name:
I & US-BOS-CWO3-01
Type:
b e s et orera
18 service timestamps log datetd
nitial Value:

golden_config

string

Cancel

Run with Live Data Save | @Help =
Intent Settings
Intent Variables

x Full Settings for Template

Lock Settings

feer

Add Intent Diagnosis Block

b Di

Add Diagnosis via Auto Intent

Switch Devices

Define Abstract

Named Tag

Export

Save as

View Original Text for Diagnoses @

View Summary Text for Diagnoses

Publish Intent
Intent Replication Wizard

Auto Intent Wizard

Q.
—
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7.1.3.2 Set Intent Variable in Diagnosis

To set the value of an Intent variable,

1. Click Edit Diagnosis to set the intent variable under the Define Diagnosis tab.

Save @Hep =

o w Intent Map: Select ~

Use ADT: 1 | Tag: +Add &

is [0 + Add CLI Diagnosis =

Edit D'agqcsiso

2. Click Define Diagnosis to access your created diagnosis.
3. Open the Check acl_1 against the Golden config diagnosis to set the Intent Variable.
4. Inthe Add Logic dropdown, select Advanced > Set Intent Variable.
5. Inthe Set Intent or Task Variable dropdown, select Golden_config.
Check ACL Against Golden Template & Diagnosis Tree Run with Live Data
i
3 A 2 Add Note & Add Diagnosis
Yer |
m 3| Diagnosis Message: [J save to Incident = o
Intent Data View
Check acl_10 agains...
ﬂ Draw Map > Export CSV Report
Send Email Operate on Table sed.
{ Follow-up Intent Set Intent Variable
; Set Intent Baseling Call Qapp ssed.
{ Advanced > Call Webhaok API
} o Add Logicw Hyperlink b
Add Command to Benchmark
w Else T Delete
‘& Update ADT Dataset
e L ) Diagnosis Message: — ) BAvE O InCident =
A A A A AP APt A e P AN b A 3
[] set Intent or Task variable = J)z
golden_config -~ E
U
6. To add the variable value, you will use the Get_Table_Cell expression. Since you already have

the function definition earlier, you can copy and paste it here (using the shortkeys Ctrl + C and
Ctrl + V) instead of going through the Ul: Get_Table_Cell (Golden_Template_Table,
Golden_Configuration, <Condition: A and B>).
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B Y W P A

Get_Table_(ell{Golden_Te ~ I mot empty ~ El

C  SelectVarizble ~

Boolean Expression: | Aand B
Edit Delete

> Then Selokhelcet Table Cell(Golden_Template Table,Golden_Configuration,<Conditio

~ Else = varisble  + [0 Function = @8 Get_Table_Ce

s_device: acl_1 golden compliance failed. Rule SRulel Resuilt,

Set Status Code for Devi

@ Help Cancel UK
@ Error | | Sthis_device: ad_1 golden compliance failed. Rule 3Rule1.R

Set Status Code for Intent

O Eror sthis_device: acl_1 golden compliance failed. Rule $Rulel.Result, Missing Lines $Rulel.Unmat ‘

[ Set Intent or Task Variable: =

golden_config ~ | = Get_Table_Cell(Golden_Template_Table,Golden_Configuration,<Condition:#

T A A e P i AP P b PP
£

+

VLR AAAEISEIT e e e AP Ao tet

7.1.3.3 Add Logic to Export CSV File

In this section, you will learn how to export the following columns to a CSV file: Device, Golden
Config, Current Config, Matched, Missing Lines, Extra Lines, Vendor, Model, and Software
Version:

-_—

Open the Check acl_1 against the Golden config diagnosis.
In the Add Logic dropdown, select Advanced > Export CSV Report.

Click Define to open Export Data to CSV for <device_name>.

e

Click Manage All CSV Reports to open the Intent Settings window.

2. Define Diagnosis

[ Add Note

[ Add Diagnesis B Set Intent o Tesk Varistle: =

Qv A

Check acl_1 against the G... Ui~ Then

Y Disgnosis Message: B Export to C5V Fiepoit: Define
Check acl_10 against the G... -

Sthis_device: acl_1 Golden Compliance Passedi
Add Logicv
S iy SR, Y P P A
Set Status Code for Device:

vice: acl_1 Golden Compliance Passed.

zolden_config v = Get_Table_Cell{Golden_Template_Table,Golden_Configuration,<Condition:A and B

P

Intent Data View

Draw Map 5 Export CSV Report Export Data to C5V for US-BOS-CWO03-01
Send Email Operate on Table s=eq
Export the row data of the single value to CSV Report.
Follow-up Intent Set Intent Variable
No CSV Report ~ | | B, Manage All CSV Reparts

Set Intent Baseline Call Qapp

:_Tal
Advanced > Call Webhook API -

o Add Logic v Hyperlink

Add Command to Benchmark

L = oo e e S ST S e T e Sy e

~ Else
Update ADT Dataset
i SR P i M5 m i Pt

Cancel OK
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5. Adda CSVfile.
a) Enter the CSV Name, e.g., ACL Configuration Drift.

b) Enter Columns name separated by commas, e.g., Device, Vendor, Model, Software Version,
Golden Config, Device Config, Matched, Missing Lines, Extra Lines.

c) Select the Save CSV Reports to Files checkbox.
d) Click the Browse button to select the Location to save the CSV files.

e) Click OK to save the settings.

Intent Settings

Intent Map and Data View Execution Settings Embedded Incident CSV Report Files Follow-up Intent

Define the CSV report files

+ Add €SV e
* 5V Name: | ACL Configuration Drife_acl1 o

= Columns: | Device, Golden Config, Current Config, Matched, Missing Lines, Extra Lines, Vendor, Model, Sbo

Save CSV Report to Fi\eso
*Location: | Private Browse o

* CSVFile:  ACL Configuration Drift_acll

i}

@ The C5V file name will be reset as file name + intent name when this intent

is used as intent templatefintent cluster.

Cancel DKe

6. Select CSV Report name ACL Configuration Drift from the dropdown.

Export Data to CSV for US-BOS-CW03-01

Export the row data of the single value to C5V Report.

ACL Configuration Drift_acl1 o ~ | B, Manage All C5V Reports
Define the column mapping from the single value to the selected CSV Repur‘to

Device Golden Config | Current Config | Matched Missing Lines Extra Lines Vendor Model Software Version
$this_device « |golden_config « |acl_1_config + |Result  |Unmatched_lir v |Unused_patter v |vendor « |model - ver -

c;o oK
F
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7.

Define the column value from the dropdown to the selected CSV report.

Column

Value

Device

$this_device

Golden Config

golden_config

Current Config

acl_1_config

Matched

Result

Missing Lines

Unmatched_lines

Extra Lines Unused_pattern_lines
Vendor vendor

Model model

Software Version ver

Click OK to save the setting.

The Export CSV Report will be added to the Diagnosis.

P, A A e T i A bW

2, Define Diagnosis

C'\ v £

Check acl_1 against the Gold...

)4 Check acl_10 against the GD...J

2 Add Note El Add Diagnosis Can also dlick a variable on the left to add automation.

[#] Disgnosis Message: [ Save to Incident =
b Sthis_device: acl_10 Golden Compliance Passed.
Set Status Code for Device:
@ Success v sthis_device: acl_10 Golden Compliance Passed.
Set Status Code for Intent:

@ Success Zthis_device: acl_10 Golden Compliance Passed.

[P Set Intent ar Task Variable =

golden_config v | = Get_Table_Cell(Golden_Template_Table,Golden_Configuration,<Condition:A and B>)

= Export to CSV Report: Define =

CSV Name: ACL Configuration Drift_acl10

f
!
|
|
i
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7.1.3.4 Run the Intent and Check CSV Report

Run the Intent. Click CSV Report from the dropdown menu and switch the tab to see the results.

Network Intent (View Mode) - All Network Intents/Sachin/Check ACL against Golden Template

2 Open 0 &0 ZAEde

|| Check ACL against Golden Temp...

Run | v | with Live Data

24 0420 PM ~ i @

This intent execution is finished at 07/16/2024 04:20 PM with 0 errors. You can View Execution Log

4 View v

[5) us-BOS-CW03-01: acl_1 golden compliance failed. Rule False, Missing Lines access-list 1 permit 192.168.0.0 0

2 Disgrosis Tree

v &7 US-BOS-CW03-01 [S) US-BOS-CWO03-01: acl_1 golden compliance fail.. | 2
Open Intent Map.

4 B configuration Diagnosis 2 Diagnoses View on Current Map

1  S-BOS-CW@3-8l#show run SV Report
2 | Building configuration...
: & comhe Draw All Devices on Map
4 current configuraticn : 6242 bytes Expand All Diagnoses
5|1
& ! Last configuration change st le:1s:11 EET Mon Jun 1@ 2024 by nb Collspse All Diagnoses
700 o "
& | version 15.2 View Original Text for Diagnoses @
9 service timestamps debug datetime msec View Summary Text for Disgnases
18 service timestamps log datetime msec
View Execution Log

11 no service password-encryption
12 service compress-config

ACL Configuration Drift ACL Configuration ...

Items: 1 row 9 columns
Device Golden Config Current Config Matched Missing Lines Extra Lines Vendor Maode| Software Version
Us-BOS-CW03-01 access-list 10 permit 88.8.8 ..  access-list 10 permit 8.8.83... False access-list 10 permit 8.8.8.3 ... Cisco 3560E 15.2{20170809:194209)
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7.1.4 Use Intent Replication Wizard

In this section, you will use the Intent Replication Wizard to replicate the intent we just created
and the replicated intents to a new ADT table.

1. Select Intent Replication Wizard from the menu.

2. The seed intent is automatically set.

3. Select a device group and create a new ADT. Add the built-in device properties as the additional

columns.

Intent Replication Wizard - Check ACL against Golden Template

Seed Intent Define ADT 3 Replication Settings
Create a New ADT o Use an Existing ADT

New ADT by Device Group
Location: | Sachin_TwW o

Name: | ACL Configuration Drifto

e i T R

Description: Select Device Groups
Create from Selected Device Groups: 0 Device Groups @:h C&
Select Device Groups
~ Additional Columns° 5 Columns e T Sean 4 [5)00 All Device Groups -
Column Dara Column Nam| 4 [Z)f My Device Groups
[ BGP Devices (44)
Device Device
@ Fd% Cisco Devices (83)

[ [5] Device Group Device Grou (% Firewall {15)

[ [5] Hostname Hostname 4 []M Shared Device Groups

Mgmt [P Mgmz 1P I [(JMm Ahmed

b () Anurag
Mgmt Interface Mgmt Interf

O M 5 p ()M Autemation Library

(] Device Type Device Type B ()M Autemation Library Kunal

[5] Vendor Vendor p [JMe Automation Library PKG

Model Madel I [JM Automation Library Ty

[5] Software Version Software Ve

O Serial Number Serial Numb Cancel OK

O[5 Site Site

O Location Location

[l ESXI Host ESXI Host

[ [5] Contact Cantact -

Cancel Save o
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In the Replication Settings, you select the same device group as the intent qualification.

In this step, you should also change the Critical Variable setting. By default, the system
automatically selects all variables in the If conditions as critical variables. In this case, the
variable $acl_1 is set as the critical variable. However, we want to create an alert if the
access_list 1 is configured, and so we want to remove $acl_1 from the critical variables:

a) Click the Full Intent Template Setting link.
b) Click the Manually Select option to see the Critical Variable section.

c) In the Critical Variable section, uncheck acl 1_config and acl 10 _config Variables except
Configuration.

d) Click OK to save Intent Template Settings.

Replicate Intent

3 Full Settings for Template

Full Settings for Intent Template

Serve as Template for: (@ Device-based Replication () Path-based Replication [J) Enable Neighbor Pair Replication

Intent Qualification WMacro Variable Critical Variable Advance Settings

Select variables as Critical Variables to qualify devices which can be matched with seed device parsers: @

() Automatically Select All Diagnosis Variables

(@ Manually Select o

4 Check ACL against Golden Template
4 & Us-BOS-CW03-01

Boolean Algebra = Ll Command Critical Variables Replicate

O A = B Configuration 1 Variable Selected

| 4 [ B Configuration
Boolean Expression: A DEI acl_1_config
(O[] acl_10_config o

]

e S ¥ e i L ST Ve L O Y0 LY Y st e e e e e O L e Vo T ¥, e s e i i B s S
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In the Replicate Intent, add additional columns such as Intent Status Code and Last

Execution Time.

Intent Replication

Seed Intent

ADT Columns:
Column Data
Replicated Intent
Intent Status Code

(1) Last Execution Time

Define ADT

Column Name

ACL Configuration Drift o

Intent Status Code

Last Execution Time

@ Selection Mode: Device-based Replication, ADT: ACL Configuration Drift, 0 Macro Variables.

Replication Settings

Tag

=)

tags

Replicate Intent 5

Additional Co _\mrswo

Replicated Intent
[ Intent Message
Intent Status Code
[[] Device Status Code
[ Intent Devices
[ Intent Map
[[] Intent CLI Comma...

Last Execution Time

Save and Replicate o

Replication Request submitted au 07/16/2024 05:39 Po Open Qutput ADT

Previous

The table will now be populated with devices and the replicated Intents (ACL Configuration

Drift).

Automation Data Table Manager
> R

) ACL Configuration Drift

Description:  Type description here...

Items: 95Rows 8 Columns

No. @ Device [5Imgmt 1P
1 Berlin-R1 172.16.8.60
2 Berlin-vEdge 192.168.0.1
3 DE-MUC-CRO1-02 10.20.1.3
4 DE-MUC-CW01-01 10.20.1.4
5 DE-MUC-CW02-01 10.20.1.5
6 DE-MUC-CW03-01 10.20.1.6
7 1SP-P02 4002
8 ISP-PEOT 1.0.02
9 1SP-PEO2 2002
10 ISP-PEO3 3.002
n ITE_EXTEND 192.168.30.207
12 JP-TYO-CR0O1-01 192.168.20.1
13 JP-TYO-CWO1-01 10.30.0.4
14 |P-TYO-CW01-02 10.30.0.5
15 JP-TYO-CW02-01 10.30.0.6

Table Builder

[slvendor
Cisco
Cisco
Cisco
cisco
Cisco
Cisco
Cisco
Cisco
Cisco
cisco
cisco
cisco
Cisco
Cisco

Cisco

[5]model
CGS-MGS-AGS
WS-CA500%-32
CGS-MGS-AGS
35608

3560E

35608
CGS-MGS-AGS
CGS-MGS-AGS
CGS-MGS-AGS
CGS-MGS-AGS

WS-C3560X-48P

Catalyst 4500 Virtual Sw...

3560E

3560E

3560E

Last Updated at: 08/07/2024 03:46 M & Rebuild Table

[5]software version
15.4(2)74

03.04.045G

15.4(274
15.2(20170809:194209)
15.2(20170809:194209)
15.2(20170809:194209)
15.4(2)74

15.4(2)74

15.4(2)T4

15.4(2)74

15.2(4)E7

15.4(2)74
15.2(20170809:194209)
15.2(20170809:194209)

15.2(20170809:194209)

ACL Configuration Drift

Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..
Check ACL against Golden Templ..

Check ACL against Golden Templ..

Check ACL against Golden Templ..

Check ACL against Golden Templ..

Check ACL against Golden Templ..

® 6606 60606 06 6 6

[}

S}

@Help

Add DataManually v = of

Q7 Advanced Filter: Undefined c

[5]Intent Status Code Last Execution Tim =

-
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7.1.5 Run Intent Once and Rebuild Table

Run all intents in the ADT once and rebuild the bale. Review the intent results (the column Intent
Status Codes).

% Automation Data Table Manager @ Help
»

By ACL Configuration Drift Table Builder Last Updated at: 08/07/2024 03:46 PM €\ Rebuild Table Add Data Manually v

Description: Type description here...

Items: 95 Rows 8 Columns Search... Q W Advanced Filter: Undefin
[s]Model [5]Software Version ACL Configuration Drift [5]Intent Status Code () Last Execution Time
CGS-MGS-AGS 15.4(2)T4 Check ACL against Golden Templ... © Berlin-R1: acl_1 golden cor 08/07/2024 03:47:0...
WS-C4500%-32 03.04.04.5G Check ACL against Golden Templ... © Berlin-vEdge: acl 1 golden 07/16/2024 06:14:2...
CGS-MGS-AGS 15.4(2)T4 Check ACL against Golden Templ... © DE-MUC-CR01-02: acl_1 gc 07/16/2024 06:50:3...
3560E 15.2(20170809:194209) Check ACL against Golden Templ... 10 DE-MUC-CW01-01: acl_1 g 07/16/2024 06:50:2...
3560E 15.2(20170809:194209) Check ACL against Golden Templ... 104 DE-MUC-CW02-01: acl_1 g 07/16/2024 06:50:3...
3560E 15.2(20170809:194209) Check ACL against Golden Templ... © DE-MUC-CW03-01: acl_1 g 08/07/2024 03:47:0...
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7.1.6 View Summary Report

You can create a summary report from the ADT, which combines all CSV reports from all replicated

intents in the column:

1. Inthe Intent column, click = menu and open View Summary Report.

2. Select the time frame as per your preference and click Create to generate the report.

3. Click the Export to export the results into a CSV file.

View Summary Report - Replicated Intent 1 (56 intents)

; Table Builder Lost Updoted ot: 07/16/2024 06:17 PM

€, Rebuild Table

Device
UsS-BOS-CW02-02
JP-TYO-CW02-01
UK-LHR-CW01-01
US-BOS-SW2
US-NY}-CW02-01
ISP-PEDT
DE-MUC-CW01-01
US-BOS-CW04-01
US-BOS-SW4

US-BOS-CW04-02

Export

ACL Configuration ...

tems: 56 rows 9 columns

Golden Config

access-list 1 permit 192.168....

access-list 1 permit 192.168....

access-list 1 permit 192.168....

Create summary report of all the CSV reports generated by intents in this column:

v Create ;os intent results filtered
)

Current Config

access-list 1 permit 192,168....

access-list 1 permit 192,168....

access-list 1 permit 192,168....

access-list 1 permit 192.168....

access-list 1 permit 192.168....

access-list 1 permit 192,168....

access-list 1 permit 192.168....

Matched

False

False

False

True

False

True

False

False

True

False

A
Missing Lines
access-list 1 *
access-list 1

access-list 1

access-list 1

access-list 1

access-hist 1

access-hist 1

»

B

~®

\
\

=
EEACL Con... QRun O Detailsr =
=

)
Run Intents Once Q)
1
Run Intents via Timer ["AR

Open Seed Intent

Rebuild Intent-related Column Group

Remove Empty Wrapper intent h

Enable Auto Intent !

Export Diagnosis Resultto CSV__ .=~

Export Intent Output Map

Debug Empty Cells
Tag Current Column

Edit
Delete

Set as Table Key

Submit Related Commands to Benchmark

New Intent Dashboard
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7.1.7 Create Intent and Summary Dashboard

Create an intent dashboard to better view the result.

ACL Config Drift Information LastRefreshed at 17/07/2024,11:3257 5 f @& =

Summary 17/07/2024,11:33:00  View Report Device Information 17/07/2024,11:33:00  View Report

Intents

- Times Executed - Devices

Intent-level Alerts
® Cisco 105 Switch @ Cisco Router
Intent Result History 17/07/2024,11:33:60  View Report

Time Range: All v Result: All ~

8- Sum of Intent Alert Status Code Count  ~#- Sum of Intent Success Status Code Count

\IVW\_,QW\—,\_/\_/M

o
Ao a oo o R R SR S T % Qo oo asar
S e e e e e e T e e e T e e e e e T e e e e STty
R I N I RN N N N O I N R RN I\ RO RN
Top Five Intent Alerts
Intent Name Map Execution Time Intent Alert Status Code Count Intent Success Status Code Count. Intent Status Code Summary Intent Alert Detection
Check ACL against Golden Template J... View Map 16/07/2024, 18:50:35 2 s} JP-TYO-CW02-01: acl_1 golden compli... 1
Check ACL against Golden Template J... View Map 16/07/2024, 18:50:35 2 o JP-T¥YO-CW03-01: acl_1 golden compli... 1
Check ACL against Golden Template ... View Map 16/07/2024, 20:25:55 2 o US-NYC-5W1: acl_1 golden complianc... 1
You can also create a new summary dashboard for this intent dashboard:
:
Configuration Drift Last Refreshed at 17/07/2024, 1220856 (& =
Summary
Number of Intents Number of Devices Number of Alerts Number of Successes
56 56 1,072 0
ACL
Number of Intents Number of Devices Number of Alerts Number of Successes
56 56 1,072 0
Q
Device Results < >
Dashboard and Intent Group Intent Results
Total Device Results US-NYC-SW1 SG-SIN-CR01-01 JP-TYO-CWO01-01 US-NYJ-CRO1-01 S$G-SIN-CW02-01 UK-LHR-CRO1-02 UK-LHR-CWO01-01
Total Alert Count 12 10 10 10 10 10 10
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7.2 Create Golden Template

In this section, you will learn how to use intent-based automation to analyze ACL configurations of
your network to find the Golden Template. First, you will create a summary report for all ACL
configurations, from which you will create a pivot table to identify the common Golden
configuration (if an ACLI has the same configurations for all devices in one or multiple sites, it is a
good candidate for the Golden Config). This template will be used to compare and verify the ACL
configurations of other network devices.

If you know the Golden Config of your network, you can skip this section.

7.2.1 Create Intent to Export ACL Configuration to a CSV File

First, you create an intent to export all ACL configurations into a CSV file. This intent will then be
replicated to all devices with the Intent Replication Wizard. From the replicated Intent, you can
create a summary report for all ACL configurations across your network.

Create a Network Intent, ACL Name List, from the Intent Manager, and select a target device with
the ACLI configurations (e.g., US-BOS-CW-04-02).

Add a Config Diagnosis, Retrieve data, and define the Variable using the Paragraph pattern:

e |ID Line: Aaccess-list Sint:acl_id

Format1 N + Test on Devices: O =|

(@ Double-click a variable to parse. Select multiple lines to parse & table. Critical Variable (0) Type: Paragraph Cance Apply =

Current Device | 07/18/2024 01:13:01 PM Seorch. CQ a v
Eanthatit IDlineA  ~gccess-list $int:acl_id

f— e
146 logging host 18.18.08.18"

-|P1-D Line A *
147 a4pccess-1list |l per 2.8.255.255 B .

e e . _ --|P24D Line A 5.25 51 Lines
(T o ses et . [P2ioLines | 147 [pccessiist[f] permit 192.168.0.0 0.0.255.255 > 51 Lines
149 4pccess-1ist § per - -[P3Dlines |
15_ 4pceess 1:-151: El Public DNS b ‘Ip4,|D Line A ] A
151 4pccess-list 14 . Output + Parse Lines —
152 apccess-1ist 19 pe [psiptinea ]

153 dpccess-list 19 “[PG-ID T ] $acl id ~
154 apccess-list 17 -
155 apecess 1ist 19 w5 [Prptnea | 1
155 apccess-1ist 17 N - ]
157 4pccess-list 17 1
158 dpccess-1list 17 ‘{P9-ID Line A

-} -1i " 5
159 apccess-1ist 17 lP‘D-ID T ]
168 4pccess-1list 17 x
151 dpccess-list 17 .a. a '[P"\-ID Line A ] 5

b8~ dEGRESAL LR TR T 2 18- B I oy | I

e B

e

e Define the variable $acl_config using the Variable Operator LinesByKeyword to extract all
configurations related to an ACL.

a) Click + Parse Lines in the Output pane, and the Parser Lines window appears.
b) Set the Variable name as acl_configs.

c) Select The line contains keyword option, and enter the keyword, Aaccess-list.
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d) Check the pattern and click Apply to close the Parser Lines window. The Var Line 1 pattern
will be LinesByKeyword[$acl_configs]:Aaccess-list.

e) Modify the pattern to LinesByKeyword[$acl_configs]:Aaccess-list <%$acl_id%> $ dummy.

FWWW.MMWM%
; Teston Devices: 0 =
AS
é Type: Paragraph Cancel Apply =
€
Parse Lines
IDLline A | ~access-list 3int:acl_id permit
Name: | 50| configs
147  |access-list |1| permit| 192.168.0.0 0.0.) -
. O The line of variable:
Qutput + Parse Lines o
(O The line betwesn: to
Z sacl_id B “
@ The line contains keyword: | “access-list o
s L e A e SRR
‘{ Var Line 1 [LinesByKeyuord[§acl_configs]:*access-list o = | oupus
1 147 [access-list 1 permit 192.168.0.0 0.0.255.255 5 51 Lines $adid §p Sl e
e T e PP N 1 access-list | permit 192.162.0.0 0.0.255.255
SlSS i S S S e asSS s 1 access-list | permit 10.0.0.0 0.255.255.255
(A VarLine 1 | LinesByKeyword[$acl_configs]:~access-list <¥$acl_id¥> $_dummy = 5 accessist 3 permit 1.1.1.1
1 147 [access-list 1 permit 192.168.0.0 0.0.255.259 3 51 Lines 5 accesslist 3 remark Cloudfiare Public DNS
et e P e v ittt ittt 10 access-list 10 permit £.8.8.8

10 access-list 10 permit 8.8.4.4 o

Pateern: | | jnesaykeyword[$acl configs]:taccess-list

Cancel Apply o

7.2.1.1 Add Formula Column in the Parser Table

The table has two columns: acl_id and acl_configs. For others to better understand this table, you
may want to add a new column, acl_name, with the value to be “ACL " + $acl_id, such as ACL 1.

You can add a Formula Column to table variables, which converts the original variables into
different formats or values:

1. Click All Intent Variables in the bottom-right corner.
2. Expand the US-BOS-CW04-01 Configuration section and then expand acl_table.
3. Click ¥ and open Add Formula Column from the dropdown.
4. Inthe Add Formula Column window, define the following fields:
e Name: acl_name
e Type:string

e Definition: “ACL “ + $acl_id (click $ to open pop up to acl_id variable)
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Intent Variables for Seed Logic

Intent Variable Use Automation Data Table Task Variable

+ Add Formula Column
P 8 Intent
4 & US-BOS-CWO04-02 o
. 4 = acdl_table
159 -
168
161 acl_id (int)
162 1
163
164 1
165
166 5
167 5
168
169 10
178 10
171
1772 10
S —— P
e ey
@ Help : All Intent Varizablesy
o e i

B Configuration

-|'--II
e 1AV |
e -

. i : Add Formula Columr{
acl_configs (string) e

Refresh
access-list 1 permit 192.168.0.0 _,!

Add Formula Column

Mame: | acl_name

Type: | string ~

Definition: | "ACL " + $%acl_id

The Formula column will be:

by

4 & US-BOS5S-CW04-02

4 = acl_table

acl_id (int)
1

1

5

3

10

10

10

R i e W PP

1
1
1
1
1
1
1
1
1
1
Initial Value: : =
1
1
1
1
1
+ [ variable  + [ Function :
1
1
1
1

19 Help Cancel oK

Yy

T i T At A i £ i H i i PPt e i P £t o A it o

B configuration

r--------------------------1

acl_configs (string) : acl_name (string) & i
access-list 1 permit 192.168.0.0 0.0.255.255 i ACLA ‘:
access-list 1 permit 10.0.0.0 0.255.255.255 : ACLA :
access-list 5 permit 1.1.1.1 | acLs i
access-list 5 remark Cloudflare Public DNS : ACLS :
access-list 10 permit 8.8.8.8 i ACL10 :
access-list 10 permit 8.5.4.4 : ACL10 E
access-list 10 remark Google Public DNS : ACL10 bl |

LTI EEEELY CEE LY T T T C T I
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7.2.1.2 Define Diagnosis to Export ACL Configurations

Create a new diagnosis to export the acl_table to a CSV file.

Follow the same step in Section 7.1.3.3. Besides this table, you may also add the built-in device
properties and export them.

Export Data to CSV for US-BOS-CW04-02 X

Export the row data of the "acl_table" to C5V Report.

Network Feature v | [, Manage All CSV Reports

Define the column mapping from the "acl_table" to the selected CSV Report.

Device Device Type Feature Tag Feature Name | Configuration Model Version Site

sthis_device ~ subTypeName~ ACL ~ acl_name ~ acl_configs  ~ model - ver ~ site -

1 ’
Cancel OK
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7.2.2 Create ACL Report for the Whole Network Devices

Replicate the intents to all Cisco IOS devices via the Intent Replication Wizard.

new ADT like this:

You will create a

i % ACL Name List Table Builder Lost Updored at: 07/22/2024 1212 PM &, Rebuild Table Add Data Manually v~ = |£\
i Description:  Type d
{ liems: 95 Rows 7 Colurns Q| 7 Advenced Filer: Undefined | G
IS Ne. & Device [E]Vendor [5]Model [5]Software Version [5]Site Export ACL Last Execution Time E|
{1 Berlin-R1 Cisco CG5-MGS-AGS 15.42)74 test-site-yihong ACL Name List Berlin-R1 1 ©

32 Berlin-vEdge Cisco WS-C4500%-32 03.04.04.5G test-site-xinyu ACL Name List Berlin-vEdge 1 ©
13 DE-MUC-CRO1-01 Cisco CGS-MGS-AGS 15.4(2)T4 test-site-yihong ACL Name List DE-MUC-CR01-01 1
EL DE-MUC-CRO1-02 Cisce CGS-MGS-AGS 15.4(2)T4 test-site-yihong ACL Name List DE-MUC-CR01-02 1 ®
iS DE-MUC-CW01-01 Cisco 3560E 15.2(20170809:194209) DE-MUC ACL Name List DE-MUC-CW01-0. ®

1’6 DE-MUC-CW02-01 Cisco 3560E 15.2(20170809:194209) DE-MUC ACL Name List DE-MUC-CW02-0... ©

f7 DE-MUC-CW03-01 Cisco 3560E 15.2(20170809:194209) DE-MUC ACL Name List DE-MUC-CW03-0...
3 8 1SP-P02 Cisco CGS-MGS-AGS 15.4(2)T4 test-site-yihong ACL Name List ISP-P02 1 ©
29 1SP-PEOT Cisco CGS-MGS-AGS 15.4(2)T4 test-site-yinong ACL Name List ISP-PEO1 1 ®
Lw ISP-PED2 Cisco CG5-MGS-AGS 15.42)T4 test-site-yihong ACL Name List ISP-PE02 1 ®

11 1SP-PED3 Cisco CG5-MG5-AGS 15.4(2)T4 test-site-yihong ACL Name List ISP-PEO3 1 ©

12 ITE_EXTEND Cisco WS-(3560X-48P 15.2(4)E7 Test-site-xinyu ACL Name List ITE_EXTEND 1 104
]13 JPTYO-CRO1-01 Cisce CGS-MGS-AGS 15.4(2)T4 test-site-yinong ACL Name List JP-TYO-CRO1-01 1 @
§14 JP-TYC-CRO1-02 Cisco CGS-MGS-AGS 15.4(2)T4 test-site-yinong ACL Name List JP-TYO-CR0O1-02 ®
315 JP-TYC-CWO1-01 Cisco 3560E 15.2(20170809:194200) JP-TYO ACL Name List JP-TYO-CW ©
1 16 JP-TYC-CWO1-02 Cisco 3560E 15.2(20170809:194209) |P-TYO ACL Name List JP-TYO-C ©
%17 JP-TYC-CW02-01 Cisco 3560E 15.2(20170809:194209) |P-TYO ACL Name List JP-TYO-CW02-01 1 @
L&mmmmwwwwmmmhwwwwmﬂwmwﬁﬂmwm&m SV iy S o N
Run the replicated intents once and rebuild the table:
I
% [ ACL Name List Table Builder Lost Updored at: 07/22/2024 12:27 PM Q Rebuild Table Add Data Manually v |‘P
§ Description:  Type descrip
g ltems: 95Rows 7 Calumns Q7 Advanced Filker; Undefined | G
No. @ Device [5]Vendor [5]Model [5]Saftware Version [5]Site Export ACL Last Execution Time =|
1 Berlin-R1 Cisco CG5-MGS-AGS 15.402)T4 test-site-yihong ACL Name List Berlin-R11 © 07/22/2024 12:24:38 PM

2 Berlin-vEdge Cisco WS-C4500%-32 03.04.04.5G Test-site-xinyu ACL Name List Berlin-vEdge 1 © 07/22/2024 12:24:32 PM
{3 DE-MUC-CRO1-01 Cisco CGS-MGS-AGS 15.4(2)T4 test-site-yihong Name List DE-MUC-CRO1-01 1 07/22/2024 12:24:43 PM
E’L DE-MUC-CRO1-02 Cisco CG5-MGS-AGS 15.42)74 test-site-yihong ACL Name List DE-MUC-CR01-021 @ 07/22/2024 12:24:38 PM
éS DE-MUC-CW01-01 Cisco 3560E 15.2(20170809:194200) DE-MUC ACL Name List DE-MUC-CWO1-0.. ‘@ 07/22/2024 12:24:40 PM
3’6 DE-MUC-CW02-01 Cisco 3560E 15.2(20170809:194209) DE-MUC ACL Name List DE-MUC © 07/22/2024 12:24:42 PM
?7 DE-MUC-CW03-01 Cisco 3560E 15.2(20170809:194200) DE-MUC ACL Name List DE-M © 07/22/2024 12:24:40 PM

L} ISP-P02 Cisco CGS5-MGS-AGS 15.4(2)T4 test-site-yihong Name List ISP-PO2 1 © 07/22/2024 12:24:40 PM

ISP-PED1 Cisco CG5-MGS-AGS 15.42)74 test-site-yihong ACL Name List ISP-PEO1 1 © 07/22/2024 12:24:40 PM

10 ISP-PEO2 Cisco CGS-MGS-AGS 15.4(2)T4 test-site-yihong ACL Name List ISP-PE02 1 © 07/22/2024 12:24:42 PM

" ISP-PED3 Cisco CG5-MGS-AGS 15.402)T4 test-site-yihong ACL Name List ISP-PEO3 1 @ 07/22/2024 12:24:40 PM

12 ITE_EXTEND Cisco WS-C3560X-48P 15.2(4)E7 test-site-xinyu ACL Name List ITE_EXTEND 1 © 07/22/2024 12:24:42 PM
51 3 |P-TYO-CRO1-01 Cisco CG5-MGS-AGS 15.4(2)T4 test-site-yihong Name List JP-TYO-CRO1-011 @ 07/22/2024 12:24:40 PM
(14 JP-TYO-CRO1-02 Cisco CG5-MGS-AGS 15.42)74 test-site-yihong ACL Name List JP-TYO-CRO1-02 © 07/22/2024 12:24:42 PM
1‘1 5 |P-TYO-CW01-01 Cisco 3560E 15.2(20170809:194200) |PTYC ACL Name List JP-TYO-CW01-01 © 07/22/2024 12:24:32 PM
EW 6 JP-TYO-CWO1-02 Cisco 3560E 15.2(20170809:194209) JP-TYO ACL Name List JP-TYO-CW01-021 @ 07/22/2024 12:24:39 PM
}17 |P-TYO-CW02-01 Cisco 3560E 15.2(20170809:194200) |P-TYC ACL Name List JP-TYO-CW02-01 1 © 07/22/2024 12:24:40 PM

B RTILOIE evreen G56R s e BB RRU TSSO, STV

301

P T

. Name List
ARLName) s

SOV oL E PR R

View the summary report and export the results into a CSV file. The CSV file, Netawork Feature_ACL

Name List will be downloaded in your computer’s download folder.
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View Summary Report - Export ACL (56 intents) X

Create summary report of all the CSV reports

Only merge C5V reports generated in: | 1

Network Feature
Items: 2234 rows 8 columns
Device
DE-MUC-CRO1-01
DE-MUC-CRO1-01
DE-MUC-CRO1-01
DE-MUC-CRO1-01
DE-MUC-CRO1-01

DE-MUC-CRO1-01

Export o

Device Type
Cisco Router
Cisco Router
Cisco Router
Cisco Router
Cisco Router

Cisco Router

Hours

~

Feature Tag

ACL

ACL

ACL

ACL

ACL

ACL

generated by intents in this column:

Create oﬁﬁ intent results filtered

Feature Name
ACL1
ACLA
ACL2
ACLS
ACLS

ACL1D

Close 9
4

Open Seed Intent

Rebuild Intent-related Column Group
3
Remave Empty Wrapper Intent

Enable Auto Intent

Export Diagnosis Result to CSV

Select CSV Reports:

Exportas: |

CSV Name

Netwark Feature

O Excel @ csv

Seed Inten: Template Name

ACL Name List

Downloads >

View Summary Report

Export Intent Output Map

Add Dats Manually

07/22/2024 12:24:38 PM

07/22/2024 12:24:43 PM

07/22/2024 12:24:38 PM

07/22/2024 12:24:40 PM

07/22/2024 12:24:42 PM

07/22/2024 12:24:40 PM

07/22/2024 12:24:40 PM

Q| 7 Advanced Filter: Undefined | G
Export ACL Run [l Desails| = | () Last Execution Time =
Fun Intents Once B 07/22/2024 12:24:32 P
Run Intents via Timer (2]

Debug Empty Cells

Tag Current Column

Edit

Submit Related Commands to Benchmark

t as Table Key

New Intent Dashbeard

csvReport (1)

N Sort v

= View ~

Type

ame List 1
1

The following is a sample CSV file:

o P

[F=T- R = ]

=]

FERNTE RN ]

=T = ]

RS S}

[l?) Extract all

Compressed size

Microsoft Excel Comma Separ...

07/22/2024 12:24:40 PM

07/22/2024 12:24:42 PM

07/22/2024 12:24:40 PM

07/22/2024 12:24:42 PM

07/22/2024 12:24:40 PM

07/22/2024 12:24:42 PM

07/22/2024 12:24:38 PM

07/22/2024 12:24:33 PM

Password pr...

14KB No

A B C D E F G H

Device Device Type |FeatyFeature |Configuration Model Version Site

DE-MUC-CR01-01 |Cisco Router |ACL |ACL1 |access-list 1 permit 192.168.0.0|CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL1 |access-list 1 permit 10.0.0.0 0.2]CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |[ACL [ACL2 |access-list 2 permit 192.168.201|CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACLS5 |access-list 5 permit 1.1.1.1 CGS-MGS-AGS |15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |[ACL [ACL5 |access-list 5 remark Cloudflare |CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL [ACL10 |access-list 10 permit 8.8.8.8 CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL10 |access-list 10 permit 8.8.4.4 CGS-MGS-AGS |15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router [ACL |ACL10 |access-list 10 remark Google PYCGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router [ACL [ACL17 |access-list 17 permit 172.16.0.8|CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL17 |access-list 17 permit 172.16.0.9|CGS-MGS-AGS 154(2}T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router [ACL [ACL17 |access-list 17 permit 172.16.0.4|CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL17 |access-list 17 permit 172.16.0.5|CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL17 |access-list 17 permit 172.16.0.6|CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router [ACL [ACL17 |access-list 17 permit 172.16.0.7|CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL17 |access-list 17 permit 172.16.0.1|CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL17 |access-list 17 permit 172.16.0.2|CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router [ACL |ACL17 |access-list 17 permit 172.16.0.3 |CGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL 20 |access-list 20 permit 129.6.15.2]CGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router |ACL |ACL20 |access-list 20 permit 129.6.15.2JCGS-MGS-AGS [15.4(2)T4 My Network\test-container-site-yihong\test-site-yihang
DE-MUC-CR01-01 |Cisco Router [ACL [ACL20 |access-list 20 permit 129.6.15.2JCGS-MGS-AGS |15.4{2)T4 My Network\test-container-site-yihong\test-site-yihang
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7.2.3 Analyze the Report to Find the Golden Config

In this section, you will analyze the Access Control List (ACL) report to identify the common ACLs
that are configured by many devices on one or multiple sites. This analysis will help in determining
which ACLs can be standardized into a Golden Template Table.

Note: the following is just one way to analyze the report. If you are familiar with Excel, you may find
a better way to do this.

Follow the step-by-step instructions to analyze the report using the Pivot table.
1. Open the Network Feature_ACL Name List CSV file from your download folder.
2. Create a Pivot Table.

a) Select the whole table, go to Insert, and click the PivotTable option.

b) Click OK in the PivotTable from the table or range popup.

H —
[[ ﬂ AutoSave ':. off _:' o = Metwork Feature_ACL Mame List - Read-Only ;;
!
31 File Home | Insert | Page layout Formulas Data Review \View Automate Help 3
——— >
v 7

H- H- z & SmartArt ? din~ [H

e~ NDY O F I
% PivotTable ended Table Pictures Shapes lcons D @ Screenshot ~ Recormmended ¥* Iﬂh T
i ~ PivotTables - v Models ~ Charts a~ | ?
{ Tables PivotTable from table or range Char]i
Al v fr  Dev 4
Select a table or range '
4 B 1
- Table/Range: | 'Metwork Feature ACL M List'|SA:5H + s
1 |Device Device Type orkTeaturE ame s {
2 |DE-MUC-CR0O1-01 Cisco Router Choose where you want the PivotTable to be placed 255.255 i
3 |DE-MUC-CR01-01 Cisco Router © Mew Workshest [55.255 }
4 |DE-MUC-CR01-01 Cisco Router O Eisting Worksheet .0.0.255 ;
5 |DE-MUC-CR01-01 Cisco Router Locati ry 3
{5 DE-MUC-CRO1-01  Cisco Router soeemen © plicDns
5.? DE-MUC-CR01-01 Cisco Router oK o Cancel 3
a DE-MUC-CR01-01 Cisco Router 3
e e e e e W e Y T T e e Mﬁwr

3. Define a PivotTable Fields.

a) Choose the fields to add to the report: Feature Tag, Feature Name, Configuration, Device,
and Site.

b) Drag the Device field into the Values column to cerate another filed Count of Device.
c) Click '~ 'menu at the right side of the Feature Tag field and select the Field Settings.
d) Inthe Field Settings window, go to the Layout & Print tab.
e) Uncheck the option Display labels from the next field in the same column (compact from).
f) Click OK to apply the field settings.
NOTE: Apply the Field Settings to all the fields.
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Field Settings o X PivotTable Fields 0 vooX
Source Name: Feature Tag Choose fields to add to report:
Custom Mame: Feature Tag
| Search /D|
Subtotals & Filters  Layout & Print o
Layout B Device :
i 1
© show item labels in outline form L] Device Type H
____________________________ [ Feature Tag i

Display subtotals at the top of each group

B Feature Name @

—~ . Confiqurati
() Show jtem labels in tabular form = iguration

A PR NPT A A P OV e AN A g A

L W N I LT A P N PR [ e e e L L T P T
M Mo

1
1
[] Model :
("] Repeat item labels [] Version 1
j Insert blank line after each item label B Site :
S i ith no d.

(] Show items with no data Maore Tables... :
- I

Print

[ insert page break after each item

‘i oK Cancel

Drag fields be Mowve Down

T Filters vioveto beginning Il Columns
Move to End

-4

Move to Report Filter

Move to Column Labels
Move to Values

Remove Field

t3h

1
2
=
g1
=1
B
R |
-!I

= Rows : % Values
__________ = e ___________.i
Feature Tag Irv ‘I| CountofDevice¢ ~
L 1
Feature Name - B o e e e e e e e
Configuration -
Device ar
Site v |w
Y e

4. Sort the Fields.
a) Right-click the field name and select Sort > More Sort Options.
b) In the Sort popup, select Descending (Z to A) by Count of Device.

c) Click OK to apply settings.
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5.

wwﬂm#‘.n—‘]—“—-ﬁ B Ll Huﬂmﬂmmﬁmm
1 Calibri ~[11 ~| A A" T~ ’5
: B I =&+ A 3
3 Device %
4 | EIACH - i
5 | Search the menus | }
6 s-list 1 permit 10.0.0.0 0.255.255.255 N
[ Copy f
7 =DE-MUC-CRO1-01 {
8 Format Cells... ¥
o Sort (Feature Tag) 7 # [-CRO1-02 i
0 [® Refresh ¢
1 | F‘ oo c—cwm—mi
i Sort i
12 I____:_________ _\_.! Z‘L SortAtoZ () Manual {you can drag items to rearrange them) i
5 Filter [ &l seztoa ) scending (A to Z) by: C-CW02-01]
~ 1 . [
14 " Subtotal "Feature Tag" ""#: More Sort Options..h ,-__|Ea_w_relai__________________ ]_,)
15 - © Descending (Z to &) by: C-CW03-01]
Ex Colla » > £
16 Expand/Collapse - |Countoi . = {
18 1H Group... Summary ;
19 @l Ungroup... Sort Feature Tag by Count of Device in descending order LCRO1-02 }
20 3
21 Move > Lcwor-01 |
22 b4 Remove "Feature Tag" E
23 - LCW01-02
|18 soroaus e o |
25 = ) LCW02-01 ;
I Field Settings... 3
26 & o {
27 PivotTable Qptions... =1P-TYO-CW03-01 %
& E) Hide Field List !
'28- » T e P LY, - 01
Wrap the Wrap Text in the entire sheet to view the Configuration easily.
G Autosave B ©~ & % NetworkFeature ACL Name List - Read-Only v £ search
File Home Insert Page Layout Formulas Data Review View  Automate Help
e
|jj A cut |Calibri du A A = =5 (R wepTed |General -|
(3 cCopy ~ I YU
Paste B I U "‘Eﬂ "| O~ ﬁ" = = E‘E 2= EMerge&Center > B~ % 9 “_TjH -4
h @I Format Painter
Clipboard M Font ] Alignment M Mumber ]
AL v i |X v fal|
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6.

7.

To add Borders to the Pivot Table, select the whole table, go to Home, and click Borders to
select All Borders from the dropdown menu.

Merge & Center ~

L T B [ T

ﬂ AutoSave ':. Off :' z;’ - Y < Netwaork Feature_ACL Name List - Read-Only ~
File Home Insert  Page Layout Formulas Data Review \iew  Automate  Help
[py & o (e T a w = = o (B
(@ copy ~ ' == ' '
paste 2% B I U-EJ¢-A- SEE= ==
- <¥ Format Painter 7 '
Clipboard = f| Borders Alignment
Al y th Bottom Border
Top Border
A A B
1 Left Border
: . Bight Border
3 |Row Labels -!|Feature Name |Configur
4 | 2ACL Mo Border
2 SACLL Hﬂ All Borders
3] =laccess|
7 CQutside Borders
3 Thick Qutside Borders
0 ] B AR ]

|
;,

To find ACL Golden Configuration, right-click the Feature Name and click Expand/Collapse >
Collapse Entire Field.

A B C D E F !
: p— | | ¢
2 [Calibri ~[[11 AT A EE~ % 9 i
I — = 1
3 |Rowlabels -\|Feasl g ; = & - A~ - G §§ e |CountofDevice |
4 | ZACL I I 2234( §
5 I I o8 %
Search the menus | 4
(& Copy £
& Format Cells... 42 ,S
EE‘; Refresh 05- }
(W02- :
7 Sort > 2 1) 3
Filter 5 My }
Netwo
" Subtotal "Feature Marme" rk\NAY
L 3
8 Expand/Collapse > 4= Expand e
) }
=f Group... -= Collapse
g g8 Ungroup... += Expand Entire Field
Move 3 41 “= Collapse Entire Field %
< Remove "Feature Name" Collapse to "Feature Tag"
1E Show Details Collapse to "Feature Mame"
i3 Field Settings... Expand to "Configuration”
- PivotTable Options... Expand to "Device tt
Hide Field List Expand to "Site” }
L e N A A ¥ W sy e T gy gy S
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The following is the final Pivot Table with all ACL configurations:

3 Row Labels -!|Feature Name Configuration Device Site Count of Device
4 | =ACL 2234
o +HACL1 o8
B + ACL 10 126
T + ACL 100 20
a +ACL 101 192
9 +ACL111 2
10 +ACL 120 1
11 +ACL 130 1
12 +ACL 17 378
13 + ACL 190 169
14 +ACL 191 1
15 + ACL 192 254
16 + ACL 193 128
17 + ACL 194 128
138 + ACL 195 134
19 + ACL 196 24
20 + ACL 198 2
21 + ACL 199 a
22 +HACL2 4
23 +ACL 20 252
24 +ACL 25 212
25 +ACL 44 2
26 +HACLS 85
27 + ACL 50 2
28 +HACL 51 2
29 +HACL 52 2
31 Grand Total 2234

8. Analyze each ACL Configuration.

The ACLs having the same configurations in many devices across multiple sites are a good
candidate to be added to the Golden Template Table. For example, ACL192 has the same
configuration for devices in 8 sites. Therefore, the configuration of ACL 192 shown below can be
used as the Golden Template for devices within these 8 sites.
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0.

Row Labels -!|Feature Name Configuration Site Device |Count of Device
= ACL 2234
+ACL1 a3
+ACL10 126
+ ACL 100 20
+ACL 101 192
+ACL111 3
+ACL 120 1
+ACL 130 1
+ACL17 378
+ ACL 190 169
+ACL 191 1
=IACL 192 254
=laccess-list 192 permit tcp any 44

+ My Network\test-container-site-yihong\test-site- 12

+ My Network\NA\US-BOS 8

+ My Network\EMEA\UK-LHR 8

+ My Network\APAC\JP-TYO 4

+ My Network\NA\US-NY) 4

+ My Network\APAC\S5G-5IN 3

+ My Network\EMEA\DE-MUC 3

+ My Network\test-site-jun 2

The ACL has many different types of configurations and each configuration is only configured

in one or few devices is not a good candidate. For example, ACL 25 has various types of
configurations over different sites.

= ACL25 212
=laccess-list 25 permit 134.47.169.0 0.0.0.255 1
+ My Network\test-container-site-yihong\test-site-yihong 1

=laccess-list 25 permit 151.94.180.0 0.0.0.255 1
+ My Network\test-container-site-yihong\test-site-yihong 1

=laccess-list 25 permit 150.57.176.0 0.0.0.255 1
+ My Network\NA\US-BOS 1

-laccess-list 25 deny 16.6.158.27 1
# My Network\NA\US-NY) 1

=laccess-list 25 permit 134.27.168.0 0.0.0.255 1
# My Network\EMEA\UK-LHR 1

-laccess-list 25 deny 167.10.192.47 1
+ My Network\APAC\JP-TYO 1

=laccess-list 25 permit 144.38.170.0 0.0.0.255 1
# My Network\test-container-site-yihong\test-site-yihong 1

-laccess-list 25 deny 167.11.191.48 1
# My Network\APAC\JP-TYO 1

+laccess-list 25 permit 151.104.180.0 0.0.0.255 1
#lacress-list 25 denv_167.12.192.49 1

You can add the good candidates to the Golden Template Table manually and repeat the steps
of 7.1 to check the configuration drif for these ACLs.
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7.3 Check NTP Server Against Golden Template

In this session, you will check the NTP Server configurations against the golden template. You will
go through the same step as Section 7.1 and resuse the ADTs of that section.

7.3.1 NTP Server Golden Template

Open the Golden Template Table you created in Section 7.1.1 and manually add a row for the NTP
Golden template. The golden configuration can be:

ntp server {$_dummy=10.10.0.101| 10.10.0.102} prefer version 3

Here, we use a special variable, $_dummy, which has the value 70.70.0.707| 70.70.0.702, which
means if a device configuration, ntp server 10.10.0.101 prefer version 3, or ntp server 10.10.0.102
prefer version 3, will match this golden configuration.

&

Golden Template Table Table Builder Last Updated at: N/A € Rebuild Table Add Data Manually ~ =

Description: Type description here...

Items: 3 Rows 4 Columns Q T Advanced Filter: Undefined
No. Feature Name [5]Golden Configuration [s]site [5]Rep Device =
acl_1 access-list 1 permit 192.168.0.0 ( My Network\NA\US-BOS US-BOS-CW
acl_10 access-list 10 permit 8.8.8.8 My Network\NA\US-BOS US-BOS-CW
3 NTP Server ntp server {$_dummy=10.10.0.1t My Network\NA\US-BOS US-BOS-CRO1-01

A AN A T A A A P A A
[} -

e e A e e b e e A e e P e e e P A A i e P PN P et

7.3.2 Create Intent to Check NTP Server Against Golden Template

Create a new Network Intent, Check NTP Server Against Golden Template from the Intent
Manager. Select the seed device, e.g., US-BOS-CR01-01. Add a Config Diagnosis, and use the
function LinesByKeyword to parse the NTP configurations. Follow the same steps in Section 7.2.1.

LinesByKeyword[$ntp_config]:ntp server
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Parse Lines

MName: | tp_config Q

) The line of variable:

) The line between:

@ The line contains keyword: | ntp sewero

Cutput:

$ntp_config=
ntp server 10.10.0.101 prefer version 3
ntp server 10.10.0.102 version 3

Pattern: | | jnesBykeyword[$ntp config]:ntp server

+ Field|

[ Variablest

Var Line 1

+ Field

Qutput

$ntp_config (string)

+ New Pattern v

v | # Type: Single @

LinesByKeyword[$ntp_config]:ntp server

328 |mp server 10.10.0.101 prefer version i > 1Lline

Final Varibale

+ Parse Lines

ntp server 10.10.0.101 prefer version 3 ntp server 10.10.0.102 version 3

Cancel APP')’q

» -

Qutput

Repeat the steps of 7.1.2.4 to create the diagnosis, certainly with a different variable and feature

name.
2. Define Diagnosis g
E
Q v A [2) Add Note [}] Add Diagnosis Can also click a variable on the left to add automation. }
i
}# Check NTP Server Name: Check NTP Server Anchor: | $ntp_config v i
i
Type description of the diagnosis... 3
{
{
3
() Loop Table Rows %
b
v If )}
A 4y US-BOS-C..  Current w E
ntp_config v | | MP(MP_ntp) v | Get_Table_Cell(Gol¢ v [ )E
B Select Variable v }3,
1
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[# Diagnosis Messzage:
w $this_device: NTP Server config complies the golden config.
Set Ststus Code for Device:
@ Success || $this_device: NTP Server config complies the golden config.
Set Stetus Code for Intent:

@ Success $this_device: NTP Server config complies the golden config.

Add Logicw

~ Else

[# Dizgnosis Messzge:

Set Status Cade for Device:

Set Ststus Code for Intent:

Add Legicw

=+ Add Elself

R P R P P PO A P bt P P e P i A A R A b,

T E R RS

[ Save wo Incident =

i Delete

[ Save w0 Incident =

~ $this_device: NTP Server config does not comply the golden config. Rule $MP_ntp.Result, Missing Lines $MP_ntp.Unmatched_lines

@ Error $this_device: NTP Server config does not comply the gelden config. Rule $MP_ntp.Result, Missing Lines $MP_ntp.Unmatched_lines

@ Error  ~ | | $this_device: NTP Server config does not comply the golden config. Rule $MP_ntp.Result, Missing Lines $MP_ntp.Unmatched_lines
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7.3.3 Create the Summary Report and Dashboard

You can repeat the steps from Section 7.1.7 to create a summary report.

P HMM..\M—&M—I__’:
[5]Software Version [5]Site NTP Server Config Check |_E|‘e
15.4(2)T4 test-site-yihong [ (b= s a }

Run Intents via Timer 4] ‘k
03.04.04.5G Test-site-xinyu 3
View Summary Report - NTP Server Config Check (53 intents) Open Seed Intent ;’;i
Rebuild Intent-related Column Group 3
1
Create summary report of all the CSV reports generated by intents in this column: Remove Empty Wrapper Intent }
7
Enable Auto Intent %
Only merge CSV reports generated in: | 1 Hours ~ Create 53 of 53 intent results filtered ;
Export Diagnosis Result to €5V {
NTP Server Config ... : e g e : :
ltems: 45 rows 8 columns Search... q Export Intent Output Map ;
3
) 3 Debug Empty Cells )
Device Site Software Version Golden Config 3
b
US-B0S-CFO1-01/sthy WMy Network\NAWS-BOS 9.5(2)204 ntp server {$_dummy=10,10. Tag Current Column l)
US-BOS-CW03-02 My Network\NAVUS-BOS 15.2(20170809:124209) ntp server {$_dummy=10.10. Edic {
US-BOS-CW04-02 My Network\NAVUS-BOS 15.2(20170809:1294209) nip server {§_dummy=10.10. Delete g,
]
US-BOS-SW1 My Network\zest-sitejun 15.2(HI_20170202)FLO_DSGST Set as Table Key !
:]
US-BOS-CW03-01 My Network\NAVUS-BOS 15.2(20170809:194209) ntp server {§_dummy=10.10. Submit Related Commands to Benchmark j
i
US-NYJ-CW02-02 My Network\NAWUS-NY] 15.2(2017080%:194209) New Intent Dashboard ]
P —
US-BOS-CW04-01 Wy Network\NAVUS-BOS 15.2(2017080:194200) nep server {$_dummy=10.10. e
US-NYJ-CW02-01 My Network\NAVUS-NY] 15.2(20170809:194209)
UK-LHR-CRO1-01 My Network\test-container-s...  15.4{2)T4
US-BOS-CWO02-01 My Network\NAVUS-BOS 15.2(20170809:124209) ntp server {§_dummy=10.10..
— ce i e e e o e - -
Export Close
Create an Intent Dashboard from the ADT:
NTP Server Check Lass Refreshed ot 2 S & ® =
summary 184355 View Report Device Information 2370772024, 184355 View Report
e
m Times Executed 56 Devices
- Intent-level Alerts
@ Cisco 108 Switch Cisco Router
Intent Result History 2300772024, 184355 View Report

Time Range: All v Result: all v

& Sum of Intent Alert Status Code Count - Sum of Intent Success Status Code Count

— A ~
oo TSP, SPE. Y SR SN, SIS S

Top Five Intent Alerts.

Intent Name Map Execution Time Icent Alert Sestus Code Count Intent Success Status Code Count Intent Seatus Cade Summary Inzent Alert Detection
Check NTP Server Age . View Map 2340712024, 18:2 [ SG-SIN-CWD1-01: NTP Server config does .. 1
Check NTP Server . View Map 230712024, 18: 0 DE-MUC-COWO1-01: NTP Server config does.. 1
Check NTP Server Again: View Map 230072024, 18:2319 1 0 USNY-CRO1-02: NTP Server config does o, 1
Chieck NTP Server Against Golden Templa.. View Mep 2340712024, 18:23:18 ] UK-LHR-CWO3-D1: NTP Server config does . 1
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Add the dashboard you just created to the existing Summary Dashboard, Configuration Drift,
created in Section 7.1.7:

n
Configuration Drift

Summary

MNumber of Intents

112

ACL

Mumber of Intents

56

Intent Dashboard and Intent Group

[ AcL Config Drift Information

Total Alert Count -4

MNTP Server

Mumber of Intents

56

Intent Dashboard and Intent Group

B NTP Server Check

Total Alert Count ~

Number of Devices

56

Mumber of Devices

56

Intent Results

Mumber of Devices

56

Intent Results

Number of Alerts

302

Number of Alerts

216

Device Results

Total Device Results US-NYC-5W1

Number of Alerts

86

Device Results

Total Device Results

Us-BO5-CRO1-01 5G-SIN-CRO1-01

Last Refreched at 07/08/2024, 185524 (& &

Number of Successes

20

MWumber of Successes

4

US-BOS-CWOD3-02 US-BO5-R2

2

MWumber of Successes

16

5G-SIN-CW02-01

Q

< >

UK-LHR-CW01-01

2

Q

< >

UK-LHR-CRO01-02

1

1
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7.4 Check Configuration Settings in Public Cloud

Intent-based automation can also be used to check the configuration drift against the standard
configurations or best practices in the public cloud. For this use case, you will retrieve the data
using APl and compare this configuration data with the recommended one.

You can follow the same flow of Section 7.1. The difference is that you retrieve the data via API
instead of the CLI. The data returned by APl is usually structured data that can be easily saved as a
Json table.

We will use the AWS EC2 configuration as an example.

An example of the final ADT is like:

B AWS EC2 Configuration Settir Table Builder Last Updated ot: 07/25/2024 05:22 PM € Rebuild Table Add Data Manually ~ = off
Description: Type description here...

—

Items: 118 Rows 3 Columns q ¥ Adwvanced Filter: Undefined | s

No. & Device Check EC2 Config Intent Status Code =

1 22% \n/&(1-094ch7dd86455412¢) Check AWS EC2 Configuration Against Baseline &2_"_n_&(i-094cb7... On this VM &2* "\n/&(i-094ch7dd86455412¢) instance type, availa...

2 (i-00aefbb9ecd7b69de) Check AWS EC2 Configuration Against Baseline (i-00aefbb%ecd7b69... On this VM (i-00aefbb%ecd7he9de) instance type, availability zone...

3 (i-02218e36322136225) Check AWS EC2 Configuration Against Baseline (-03218e36322f36e... On this VM (i-03218e36322f36e25) instance type, availability zone,...

4 (i-04b6d5d2acdd36cad) Check AWS EC2 Configuration Against Baseline (i-04b6d5d8acdd36... On this VM (i-04b6d5d8acdd36cad) instance type, availability zon...
(i-05363037671558dd83) Check AWS EC2 Configuration Against Baseline (-05363037671558... On this VM (i-05363037671558dd8) instance type, availability zon...
(i-0bdd3caa55517ba3c) Check AWS EC2 Configuration Against Baseline (i-0bdd3caa55517b... On this VM (i-0bdd3caa55517ba3c) instance type, availability zone...

7 (i-0bf20d0e607091029) Check AWS EC2 Configuration Against Baseline (i-0bf20d0e607b91... On this VM (i-0bf20d0e607b910e9) instance type, availability zone...

@

5325-t0-7925-sharing-Subnet-ec2  Check AWS EC2 Configuration Against Baseline 5325-to-7925-shari... On this VM 5325-to-7925-sharing-Subnet-ec2-1(i-02ce07443072f33..,

)

5325-t0-7925-sharing-TGW-ec2-1(i  Check AWS EC2 Configuration Against Baseline 5325-to-7925-shari... On this VM 5325-to-7925-sharing-TGW-ec2-1(i-06c23d9c39f1b129a...

5325T07925-W¥PC2-instance(i-0c985  Check AWS EC2 Configuration Against Baseline 5325To7925-VPC2-i...

o

On this VM 5325T07925-VPC2-instance(i-0c985b246b1801¢1¢e) ins...

7925-vpcl-ec2(i-06bbadaect4656c:  Check A guration Against Baseline 7925-vpci-ec2(i-06... On this VM 7925-vpc1-ec2(i-06bbadaec1 4656¢48) instance type, a.

(¥}

ASAV10(i-0fad94c7d572e5478) Check AWS EC2 Configuration Against Baseline ASAV10(i-0fa494c7d... On this VM ASAV10(i-0fad94c7d572e5478) instance type. availabili...

w

ASAV10-NACL-appliance-ACL-Test-n  Check AWS EC2 Configuration Against Baseline ASAv10-NACL-appli... On this VM ASAv10-NACL-appliance-ACL-Test-notcommonlyusedii-...

=

ASAV10-duplicateip-ec2-103.6(-0b:  Check AWS EC2 Configuration Against Baseline ASAv10-duplicateip-... On this VM ASAv10-duplicateip-ec2-103.5(-0026406506edaaesb) L.

® & &0 00600600060 606 o0

w

AWS-Firewall-Lab-Instance-01(i-02t  Check AWS EC2 Configuration Against Baseline AWS-Firewall-Lab-in... On this VM AWS-Firewall-Lab-Instance-01(i-02bd22556acef3e05) i..

S P S LTI T S S e e s vy S T e TS VI TR e e v S e
oo
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7.4.1 Prerequisites

To prepare for this exercise, create a Device Group for all the AWS EC2 Instances by the dynamic
criteria: Device Type matches any AWS EC2 Instance.

b
NetSrain E2ET I Dy amic Scarch Device X

5

= - ;

w5 3 o D E Search Scope: All Devices v
New Map New Device Group Mew Data View 3 Device Criteria:
Template
Device Group Properties  »” A | Device Type v Matches any ~ AWS EC2 Instance 6 v ™
B Select Criteria v
Mame: | AWS EC2 Devices o
Descriprian: | [MAKEaEseriznen e Boolesn Expression: | A

Location: | My Device Groups o v

Devices and Interfaces

Search Result

Hostname Vendor Model Management [P
=+ static « =+ Dynamic Search ~ =+ Exclude v
&2%"\n/&(i-094cb7dd8645541... Amazon EC2 Instance 172.16.101.75
e R Sea e iicy o o R (-00sefbb9ecdTE603e) Amszan EC2 Instance 17231.11.208
Dynamic Search Interface
(i-03a18e36322f36e25) Amazon EC2 Instance 172.26.5.5
(i-04b6d5d8acdd36c9d) Amazon EC2 Instance 172.26.4.11
B T e A _
(i-05363037671558dd8) Amazon EC2 Instance 10.30.1.192

Also, you will need a script to retrieve the data from the AWS. NetBrain Automation Library provides
these scripts. You can ask the Netbrain support team if your request is not covered in the library.
For now, you can use the following script:

Begin Declare Input Parameters
[
]

End Declare

For sample

[

"name": "Sparaml"},

"name": "$param?"}

import json
import datetime
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import ast

def BuildParameters(context, device_name, params):
node_props = GetDeviceProperties(context, device_name, {'techName": 'Amazan AWS', 'paramType': 'SDN', 'params’ : ['nbPathValue', RegionName'] })
dn = node_props('params']['nbPathValue'].rpartition('/ec2/')[Z]
dev_id = node_praops('params']['nbPathValue'].split('/")[4]

apiServerld = node_props('params']['apiServerld']
RegionName = node_props['params']['RegionName']
rtn_params = [{ 'devName' : device_name, 'dn": dn, 'apiServerld': apiServer|d,'RegionName': RegionName ,'dev_id':dev_id}]
return rtn_params
def RetrieveData(rtn_params):
if isinstance(rtn_params, str):

rtn_params = json.loads(rtn_params)

param = rtn_params

dn = rtn_params['dn’] if 'dn’ in rtn_params else "
rtn_res =[]

param('region_name'] = rtn_params('RegionName']
param('resource_type'] = 'ec?’
param('func_name'] = 'describe_instances’

param( field_name'] = 'Reservations'
param('func_param'] = {'Instancelds": [param('dev_id']]}
#raise NameError(param)

res = get_aws_resource_data(param)

data = json.oads(res)

return json.dumps(data[0]['Instances'), indent=4)
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7.4.2 Create Intent to Check AWS EC2 Configuration

Create a Network Intent, Check AWS EC2 Configuration from the Intent Manager. Select an AWS
EC2 instance as the seed device, e.g., 7925-vpc1-ec2(i-06bbadaec14656¢48).

Network Intent (Edit Mode) x

'\ Check AWS EC2 Configuration Against Baseline o Diagnosis Tree Run with Live Data Save @Help =
Type description here... «  Intent Map: Select v~
. Seed Logic Replication Logic
\: @ + Device e Intent Variables: Manager |  Tag: +Add =
Select Devices X
Select Devices by: @® Device Type (O DeviceGroup (O Site 1 Devices Selected
All Device Types v | | 7925 x 7925-vpcl-ec2(i-06bbadaect 4656¢... :
Hostname Mgmt IP Vendor Model
5325-to-7925-sharing-Subnet-ec2-1(... | 10.55.2.100 Amazon EC2 Instance B
5325-to-7925-sharing-TGW-ec2-1(i-0... = 172.31.3.38 Amazon EC2 Instance
5325To7925-VPC2-instance{i-0c985b... | 172.31.3.87 Amazon EC2 Instance
7925-vpcl-ec2(i-06bbadaec14656c48) 172.31.36.178  Amazon EC2 Instance o
>
€ 7925CA-to-5325NV(vgw-05f0992976... Amazon AWS Virtual Private Gat...
»
0 7925VPC1(vpc-9d91ebe?) Amazon VPC Router
ﬂ J925VPC2(vpc-0b4a89e5304d086fa) Amazaon VPC Router <
EC2CreatedInSharedSubnetBy0701...  172.29.0.158 Amazon EC2 Instance «
diff-region-vpc-peer-7925-do-not-de... | 172.32.1.6 Amazon EC2 Instance
@® unattached-eni-7925-to-5325(eni-0f... Amazon AWS Unattached Netwo...
@ vpc-peer-diff-region-7925-main(vpc-... Amazon VPC Router
- 4 3

Cancel OK
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7.4.2.1 Add API Diagnosis

In this section, you will retrieve the EC2 configuration settings via the APl and parse the data:

1.
2.

Click = menu and open Add API Diagnosis from dropdown.

In the API Diagnosis window, click Function to define how to retrieve data. Copy and paste the

script in the prerequisites section.
Click OK to save the Function.

Click Retrieve to retrieve APl sample data with Live Data source.

Network Intent {Edit Mode) x

|| Check AWS EC2 Configuration ... i Diagnosis Tree Run

Type description here...

|| Seed Logic Replication Logic

‘ & + Device |

v H 7925-vpci-ec2(i-06bbadaec14656c48) 1y

API Diagnosis
o Function Retrieve owm Live Dat

P
1. Define Variable 2. Define Diagnosi
Define Function to Retrieve Data X

E 7925-vpci-ec2(i-06bbadaec14656c48)  Section Name: APl Section # APl Adapter:  Amazon AWS

s

1

2 Begin Declare Input Parameters
3= [

4 1

5 End Declare

6

7 For sample

8- [

9 {"name": "$paraml”},
10 {"name": "$param2”}
1 ]

12

1.

14 import jsen
15  import datetime
16 import ast

17

18

19 = def BuildParameters(context, device_name, params):

20 node_props = GetDeviceProperties(context, device_name, {'techNams': ‘Amazon AWS', ‘paramType’: 'SDN', 'params’ : ['nbPathValue
21 dn = node_props[ 'params' ][ nbPathValue'].rpartition(’/ec2/')[2]
22 dev_id = node_props[ ‘params' ][ ‘nbPathvalue"].split(’/")[4]

23

24 apiServerId - node_props['params’ ][ apiServerTd’]

25 RegionName = mode_props[‘params’ ][ 'RegionName']

26 rtn_params - [{ 'devName' : device_name, 'dn': dn, 'apiServerId': apiServerld,'RegionMsms’': RegionName ,'dev_id':dev_id}]
27 return rtn_params

23

29 = def RetrieveData(rtn_params):

ELRS if isinstance(rtn_params, str):

EY rtn_params = json.loads(rtn_params)

32

332 param = rtn_params

Y dn = rtn_params['dn'] if 'dn’ in rtn_params else '’

35 rtn_res = []

36 param[ 'region_name'] = rtn_params['RegionName’]

37 param['resource_type'] = 'ec2’

38 param[ ' func_name'] = 'describe_instances’

E) param['field name’'] = 'Reservations’

40 paran[‘func_param’] = {'Instancelds': [param['dev_id']]}

41 #raise NameError(param)

42 res = getiawsiresuur‘ceidata(param)

43 data = json.loads(res)

a4 return json.dumps(data[@][‘Instances'], indent=4)

45

Cancel 0K ﬁ’

with Live Data Save

Intent Variables: Manager ‘

[ + Add Config Diagnosis

V\—-‘/\dd\"‘\ﬁlwv—ﬂ_—-uuwuv.r\uuwvuv

@Help =

. Intent Map: Select ~

Tag: +Add =

[l + Add CLI Diagnosis =

9

Add SNMP Diagnosis
Add API Diagnosis
Add Ping Diagnosis
Add Trace Diagnosis
Add Device Diagnosis Block

Add Action >
Duplicate Section

Delete

R e s e SRS VY PR
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5. Inthe the + New Pattern dropdown, click Advanced > Json Table. The data returned from the
AWS API is the Json formatted.

API Diagnosis

Hd

]

H 7925-vpcl-ec2(i-06bbadaec14656¢48)  Section Name: APl Section APl Adapter: | Amazon AWS ~ Function Retrieve ~ with Live Data j

]

Format1 hd + ;

o ——————— 1 :

(1) Double-click = variable to parse. Select multiple lines to parse a table. Critical Wariable (0) l_‘*'_Ne_W_p_aEE_"ll:‘I 33

}

Current Device ~ | 07/25/2024 12:14:16 PM Search... Q AV Auto Pattern l

1 t " Single Variable 1

2 { = {

able 3

3 "AmilaunchInd=x": @, ))

4 "Imageld": “ami-8947d2balleelff75", Paragraph J5

5 "InstanceIld": "i-@6bbadascl4656c48", r--------------l I

& "InstanceType": "t2.micro”, Lfﬂ‘frlcid _______ )__I__ccl"fc_m_r__ i

7 “KeyName": “7925keypair”, : Json Table : %

B "LaunchTime™: "282@-11-@3 20:5@:28+00:00", W L e e e e r

9 "Monitoring™: ;

1a "State”: “disabled” API Sample Data %

1 1 ;

12 "Placement”: { b

13 "AvailabilityZone": "us-sast-1a", z

14 "GroupMame": "", 2

15 "Tenancy™: "default" 7;
uuuuuu e At i e e T e e P A s i g ¥ AP e

6. Define Data Scope.

In the By Path dropdown, select [] (Square Brackets) and then {} (Curly Brackets).
The By Path value will be: [1/{}

e,

—_—r e

W‘ﬂl

& |sonTable1 v | # Type:|sonTable @ + New Pattern v =

Data Scope (3

i
1
T

4 }
g :
f é
[|p=—————————— e e e —————— ‘J;
{1 eypath | [vp 6 v i
! 1
| i
1 - . ‘
| Defineva filter... Q : i
1 (RIS
I a1 z
I J50N Key 4[] i !

o 1
Y a0 1
[|mm————t—————— A TR — = = === == == === =—=—————————— k- f
| Id :
§ mage {
Instanceld B)
1

NOTE: You can define some important keys as shown below. In this example, only a few keys
are selected, but you can choose the keys according to your specific use case.

266 | NetBrain R11.1b



Define the Variables by Selecting JSON Key.

7.

To add the JSON Key, click (] to add the InstanceType JSON Key from the dropdown.

Click £3 and add AvailabilityZone, PrivateDnsName, PrivatelpAddress, PublicDnsName,

PubliclpAddress, SecurityGroupsl[], and PlatformDetails.

|
|

Pt A P e e Pt T AT T e A

B J=onTable1 ~ Type: JsonTable @ + New Pattern v

Define Variable by Selecting JSON Key @ o

e N et AN P ) Py A i

150N Key Variable Type

o InstanceType ~ | B Sinstancetype string ~ | @

°Availability20ne v | B | $availabilityzone string ~v o
s -
Eo PrivateDnsName - | B2 $privatednsname string w m

o PrivatelpAddress ~ | B | $privateipaddress string ~ | @
1

o PublicDnsName v B | $publicdnsname string ~ o

o Publicipaddress ~ | B | $publicipaddress string ~ | @

o SecurityGroups[] ~ | B | $securitygroups string ~ |

o PlatformDetails v | B | $platformdetails string ~ o

Qutput -
$instancetype ~ | $availabilityz... » | $privatednsn... v | $privateipad... v | $publicdnsna... v~ | $pu

t2.micro us-east-1a ip-172-31-36-17... 172.31.36.178 ec2-34-224-186-... 54.2

A LA A R L [ A A | i iy Pt i i
|

I
é

oy

e |

In the Output section, set the $instancetyps as the table key.

finstancetype ~ | %availabilityz.. v | $privatednsn.. v | $privateipad.. » | $publicdnsna...

Set as Interface Key us-east-Ta ip-172-31-36-17... 172.31.36.178 ec?-34-224-186

Set as Table Key

r—u—"\ P Py, e T T i T W A e T e
§ Define Variable by Selecting JSON Key (%

JSON Key Variable Type

InstanceType v | B | $instancetype string ~ 1

AvailabilityZone v | B | $availabilityzone string v | @
} -
3 Qutput o -
{{

L
g
§
%
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9. C(lick the pen icon to rename JsonTable1 to EC2_Generic_Info.

Rename

Mame: | EC2_generic_info

o T

-7925dvp(‘\-EtZ(i-()6bhadae:14656t48] Section Name: AP Section APl Adapter: | Amazon AWS ~ Function Retrieve ‘ ~ | with Live Data

1. Define Variable 2. Define Diagnosis
Format! + Test on Devices: 0 =

Critical Variable (0) | B EC2_generic_info v | # TypeijsonTable @  +NewPamern™ =
i 07/25/2024 12:14:16 PM Search... a v

Current Device v eard Q Data Scope @

1 =

2 i Ds1-5tart By Path oo -

3 "AmilaunchIndex": @,

4 “Imageld”: "ami-8947d2balleelff75",

5 "Instanceld”: "i-@6bbadaecl4656c48", Koyt Define Variable by Selecting JSON Key &

3 FInstanceType®: "t2.micra’,

7 "KeyName™: "7925keypair”, JSON Key Variable Type

8 “LaunchTime™: "2@82@8-11-83 20:50:28+00:98",

9 “Monitoring®: { InstanceType v B Sinswanceype string v @

12 "State": "disabled”

11 I,

12 “Placement”: { vora AvailabilityZone v B savailsbiliyzone string ~ | @

13 "AvailabilityZone": "us-esst-1z"|, =

14 "GroupName™: ", PrivateDnsName v | B sprivatednsname string v | B

15 "Tenancy": "default"

16 1 ey 3

17 FPrivateDnsMame”: "ip-172-31-36-178.ec2.internal’, = PrivatelpAddress v | B Sprivateipaddress string v @

18 "PrivateIpAddress": "172.31.36.178", Key 4

B "ProductCodes”: [, Keys PublicDnshame ~ B gpublicdnsname string ~ @

29 "PublicDnshame”: "ec2-54-224-186-124.compute-1.amazonaws.com”

21 "PublicIpAddress”: "54.224.185.124", Key 6

2 nStaten: { PubliclpAddress v B spublicipaddress string v @

23 "Code™: 16,

;‘; X “Hemes “running” SecurinyGraupsl] v O ssecuritygroups ssring v @

26 "StateTransitionReason": "",

27 “SubnetId”: "subnet-38416b6c”, PlafformDerails v B splatformdetsils srring v | @

28 "WpcId": “vpc-2d9lebe?”,

29 "Architecture®: "xB86_54", H .
3 "BlockDeviceMappings”: [ =

31 7 Output -
32 "DeviceName": "/dev/xvda",

33 "Ebs": { Sinstance.. D | Savailabilityz.. v | Sprivatednsn.. v | Sprivateipad.. v | Spublicdnsna.. v | Spublicipadd,
34 "AttachTime": "2828-11-83 28:58:29+80:88",

35 "DeleteOnTermination™: true, 2.micro us-ease-1a ip-17231-36-17...  172.31.36.178 £c2-54-224-186...  54.224.186.1%
38 "Status”: "attached”,

37 "VnlumeTd"™ "unl-GR-FISAA2GFORAAAR"™

18 4 » - 4 »

@ Help | Alllntent Varizbles Cancel Apply
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7.4.2.2 Define Diagnosis

Defining the diagnosis from the API data is the same as the CLI or Config Diagnosis:

1.

W N

Go to the Define Diagnosis section to define the diagnosis logic.
Click Add Diagnosis to define conditions and Intent output message.
Enter the diagnosis name, e.g., Recourse Change Attributes.

Tick the Loop Table Rows checkbox and select the Table Variable (EC2_generic_info) and Table
Key (instancetype).

P 2. Define Diagnosis 4

‘% 3 Add Note E Add Diagnesis o Can also click a variable on the left to add automation
{

A

ry

Mame: Resource Change Attributes o Anchor: w

Type description of the diggnosis...

Loop Table Rows E ECQ_gener'lc_info e Table Key: inStancet}fpe ~ o {_"9“__.
‘1 v If
o A e L g A el e e e e e e e i ey L e e S St e

Define the If condition for each JSON Key Variable as detailed in the image. For all the
Variables, compare the Current configuration with the Baseline configuration.

The Boolean Expression is Aor Bor Cor D or E or F or G or H.

NetBrain R11.1b | 269



,'_' Define Diagnosis

3 [2) Add Note I Add Diagnosis

j Loop Table Rows [ EC2_generic_info
w If

Can also click a variable on the left to add automation.

rFe

Table Key: Please Select.. ~ @ @

A B 7925-vpcl-ec2i-... Current =
o instancetype LY
B | 7925-vpc-ec2i-.. Current w
o availabilityzone -
C B 7925-vpct-ec2i-.. Current w
o privatednsname ~
D g 7925-vpct-ec2i-.. Current
o privateipaddress W

E B 7925-vpci-ec2i-.. Current ~
o publicdnsname W
F g 7925-vpct-ec2i-.. Current
o publicipaddress -
G B 7925-vpct-ec2i-.. Current
o SECUritygroups -
H g 7925-vpci-ec(i-. Current w
o platformdetails -

I seleccvariable w

+ Add Elself <4 Add Else

P T e iy e i e e M T T e N

Does not equal

Does not equal

Does not equal

Does not equal

Does not equal

Does not equal

Does not equal

Does not equal

B ="

0Buﬂlean Expression: | AandBand Cand D andE and Fand Gand H i

Baseline ~ 1

|

w instancetype | :
|

Baseline w :

- I

~ availabilityzone e ﬂ 1
|

. |

Baseline w i

|

~ privatednsname ~ ﬂ :
|

Baseline w I

|

. . |

w || privateipaddress v W I
|

. |

Baseline « 1

|

w | | publicdnsname v W I
|

) |

Baseline ~ 1

|

~ publicipaddress e ﬂ :
|

Baseline ~ :

) |

~ SeCUritygroups ~ | W I
|

. |

Baseline s i

|

~ platformdetails e ﬂ :
|

|

|

|

|

|

|

|

-
-

Cancel Apply
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Define Intent Output message.

Enter a message under the Then and Else output areas to appear as the result of the
diagnosis.

A AT P P e e, e e DR R T e S e A P Y

(J_H ~ Ih.me

Diagnosis

e

Message [ Save to Incident =

v | Onthis VM $this_device instance type, availakility zone, private dns name, private jp address, public dns name, public jp address, secu

@ Error  ~ | Onthis VM $this_device instance type, availability zone, private dns name, private ip address, public dns name, public ip addres
[s PR 5] S=t Ststus Code for Intent:

@ Error v || Onthis VM Sthis_device instance type, availability zone, private dns name, private jp address, public dns name, public jp addres

Add Logicw
v Elsee W Delete
Y| Diagnosis Message: [ Save to Incident =
v | ne, private dns name, private jp address, public dns name, public jp address, security groups, and platform details have not changed.
(s QPP -[5] S=t Stetus Code for Device:
@ Success ~ || Onthis VM $this_device instance type, availability zone, private dns name, private jp address, public dns name, public jp addre
(s PE35] Set Status Code for Intent:

@ Success~ | Onthis VM $this_device instance type, availability zone, private dns name, private ip address, public dns name, public ip addre

Add Logicw

=+ Add Elself

Cancel Applyo

Then: define the Red color, message and status in case If condition is satisfied as follows:

T SR, V. T S LU RTY e o P SISy VA S Y}

On this VM $this_device instance type, availability zone, private dns name, private ip address, public dns
name, public ip address, security groups, and platform details.

Current instance type is $instancetype, baseline instance type was $instancetype(Baseline).

Current availability zone is $availabilityzone, baseline availability zone was $availabilityzone(Baseline).
Current private DNS is $privatednsname, baseline DNS was $privatednsname(Baseline).

Current private IP is $privateipaddress, baseline private IP was $privateipaddress(Baseline).

Current public DNS is $publicdnsname, baseline public DNS was $publicdnsname(Baseline).

Current public IP is $publicipaddress, baseline public IP was $publicipaddress(Baseline).

Current security groups are $securitygroups, baseline security group were $securitygroups(Baseline).
Current platform details are $platformdetails, baseline platform details were $platformdetails(Baseline)
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R e I e T T T T

~ Then

e

[# Disgnosiz Meszags:

[] Save to Incidenty =

o Pop up
Diagnosis Message of Intent Diagnosis

Delete

Diagnosis Message:

Iﬁ""wﬂﬂ

+ B Variable  + [E] Expression

P P N L S A S

On this VM Sthis_device instance type, availability zane, private dns name, private ip address, public ¢ -
AR e
Current instance type is $instancetype, baseline instance type was Sinstancetype(Baseling),
v
Current availahiling sane iz favailahilinzane hazeline availzhiline hne was Laczsilahilineane/Racelins]
4 ]
Define Link to Variable

Cancel oK

4 BEC2_generic_info

= instancetype (7925-vpci-ec2(i-06bbadaec1 4656c48).EC2_generic_info)
& availabilityzone (7925-vpc1-ec2(i-06bbadaec! 4656c48).EC2_generic_info)
= privatednsname (792 5-vpcT-ec2(i-06bbadaec 4656c48).EC2_generic_info
= privateipaddress (7925-vpc1-ec2(i-06bbadaec] 4656c48).EC2_generic_infg
& publicdnsname (7925-vpci-ec2(i-06bbadaec14656c48).EC2_generic_info)
& publicipaddress (7925-vpc1-ec2(i-06bbadaec4656c48).EC2_generic_info)
fE securitygroups (7925-vpcl-ec2(i-06bbadaect 4656c48).EC2_generic_infa)
& platformdetails (7925-vpc1-ec2(i-06bbadaeci 4656c48).EC2_generic_infa)
this_device

Source: Baseline v

Link Text: |$instancetype(Baseline)

Cancel OK

Else: enter a message indicating no change:

On this VM $this_device instance type, availability zone, private dns name, private ip address, public dns
name, public ip address, security groups, and platform details have not changed.
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7.4.3 Replicate Intent to All AWS EC2

You can follow the same flow of Section 7.1 to replicate the intent to all AWS EC2 instances. Select
the device group you created in the Section 7.4.1.

After running once all replicate intent, rebuild the table to see the intent status codes in the ADT
table:

B AWS EC2 Configuration Settings Table Builder Last Updated at: 07/25/2024 05:22 PM & Rebuild Table Add Data Manually v = of
Description: Type description here...
ltems: 118 Rows 2 Columns Q| T Advanced Filter: Undefined | G
No. Device = [lCheck EC2 Config Intent Status Code =

1 &2% \n/&(i-084ch7dd8645541 2¢) = Check AWS EC2 Configuration Against Baseline 82_"_n_&(-094cb7... @ On this VM &2* \n/&(i-094ch7dd86455412c) instance type, availa... .

2 (i-00aefbbYecd7b69de) Check AWS EC2 Configuration Against Baseline (i-00aefbboecd7b69... @ On this VM (i-00aefbb9ecd7b69de) instance type, availability zone...

3 (i-03218e36322f36e25) Check AWS EC2 Configuration Against Baseline (i-03318e36322f36e... @ On this VM {i-03a18e36322f36225) instance type, availability zone,...

4 (i-04bad5dBacdd36cad) Check AWS EC2 Configuration Against Baseline (-04b6d5d2acdd36... @ On this VM (i-04b6d5d8acdd36cad) instance type, availability zon...

5 (-05363037671558dd8) Check AWS EC2 Configuration Against Baseline (-05363037671558... @ On this VM (-05363037671558d08) instance type, availability zon...

6 (i-0bdd3caas5517ba3q) Check AWS EC2 Canfiguration Against Baseline (i-0bdd3caas5517b... @ On this VM (i-0bdd3caas55517ba3¢) instance type, availability zone...

7 (i-0bf20d0e607091029) Check AWS EC2 Configuration Against Baseline (i-0bf20d0e607591... @ On this VM (i-0bf20d0e6070910e9) instance type, availability zone...

8 5325-t0-7925-5haring-Subnet-ac2-1(-02c20744307273320) Check AWS EC2 Configuration Against Baseline 5325-to-7925-shari... @ On this VM 5325-to-7925-sharing-Subnet-ec2-1(i-02ce07443072f33...

9 5325-t0-7925-sharing- TGW-ec2-1(i-06c23d9c36f1b129a) Check AWS EC2 Configuration Against Baseline 5325-to-7925-shari... @ On this VM 5325-to-7925-sharing-TGW-ec2-1(i-06c23d9c39f1b129a..,

10 5325T07925-VPC2-instance(i-0c985b246b1801c1e) Check AWS EC2 Configuration Against Baseline 5325T07925-VPC24i... @ On this VM 5325T07925-VPC2-instance(i-0c985b246b1807c1e) ins...

1 7925-wpci-ec2(i-06bbadaect 4656¢48) Check AWS EC2 Configuration Against Baseline 7925-vpcl-ec2(-06.. @ On this VM 7925-vpc1-ec2(i-06bbadaect 4656¢48) instance type, a...

12 ASAV10(i-0fad94c7d572e5478) Check AWS EC2 Configuration Against Baseline ASAV10(-0fa494c7d... @ On this VM ASAV 0(i-0f2494c7d572e5478) instance type, availabili...

13 ASAV10-NACL-appliance-ACL-Test-notcommonlyused(i-Deaa2 2b7bf3de. . Check AWS EC2 Configuration Against Baseline ASAV10-NACL-appli.. @ On this VM ASAv10-NACL-appliance-ACL-Test-notcommonlyused(-..

14 ASAVT0-duplicateip-2c2-103.6(-0b264b6506edaaest) Check AWS EC2 Configuration Against Baseline ASAv10-duplicateip-... & On this VM ASAV10-duplicateip-ac2-103.6(-0b264b6506edaassh) i..

15 AWS-Firewall-Lab-Instance-01(i-02bd82556acef3e05) Check AWS EC2 Configuration Against Baseline AWS-Firewall-Lab-In... @ On this Vi AWS-Firewall-Lab-Instance-01(i-02bd82556acef3205) ..

16 AWS-Firewall-Lab-Instance-02(-009aeb5c93aface08) Check AWS EC2 Configuration Against Baseline AWS-Firewall-Lab-In... @ On this VM AWS-Firewal|-Lab-Instance-02(1-009aeb5¢c93aface08) in...

17 AWS-Firewall-NAT-Lab-Instance(i-04527181641150e4b) Check AWS EC2 Configuration Against Baseline AWS-Firewall-NAT-L... @ On this VI AWS-Firewall-NAT-Lab-Instance(i-04527181641150e4b) ...

enchmark-Added-FC2(-0167fe60298353953; oo sore_. Check AWS EC2 Configuration Against Baseline Benchmark-Added-.. @ Qn ghis VM Benchmark-Added:EC2(-0167fe6029835a953) instance. . .,

You can also create a Dashboard to view the results:

AWS EC2 Config Drift Analysis

summary

368

- Intent-level Alerts

Times Executed

Intent Result History

Time Range: Al v Resules 41l %

2610772024,

Device Information

& Sum of Intent Alert Status Code Count

C # @ =
260712024, 134324 View Report
112 Devices

@ AWS EC2 Instance

26/07/2022, 13:4:

=+ Sum of Intent Success Status Code Count

Intens Name

Configurstion Against Bs... ¥

Configuras

Top Five Intent Alerts

Intent Alert Status Cade Count

0 ]
0 o
0 0
0 ]

Ingent Success Status Code Couns

ncens Status Code Summary e Alert Deveccion
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8 Network Assessment Case Study: Failover

Failover and redundancy are one of the important aspects of your network. Network outages and
performance degrading often happen when the failover occurs. In this chapter, you will create the
intent to check the Failover status (whether the failover occurred ) and assess the performance
degradation, which usually occurs after the failover. Then, we are going to create automation to
check the configuration consistency between the failover pair.

1. Check Failover Status Change

2. Follow-up to Check the Performance Degrade After Failover

3. Check Failover Consistency of Pair Devices

8.1 Check Failover Status Change

In this section, let us begin with creating a group of HSRP devices and then proceed with intent
creation and dashboard as follows:

1. Create a group for HSRP devices.

Create an intent to check the failover status change.

2
3. Replicate the intent to the HSRP device group using ADT.
4

Create dashboard.
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8.1.1 Create HSRP Device Group

First, you need to create a device group, HSRP Devices, to include all HRSP devices with the
dynamic criteria, Config File contains standby, and Vendor contains Cisco.

The device group includes all Cisco HSRP devices:

Dynamic Search Device X

Search Scope: All Devices v

Device Criteria:

A | Config File o v | | Contains «  standby e &
B | Vendor o v Contains v cisco o T

C Select Criteria v

Boolean Expression: ' A and B e

Search Result:

Hostname Vendor Model Management IP
BJ-L2-Core-A Cisco catalyst356024TS 172.26.3.10
BJ-L2-coreB Cisco WS-C3560-24TS 172.24.101.3
BJ_L2_Core_3 Cisco WS-C3750-24TS 172.26.3.20
BJ_L2_Core_4 Cisco WS-C3750-24TS 172.24.101.5
BJ_core_3550 Cisco WS-C3550-24 172.24.36.1

Cancel OK0'
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8.1.2 Create an intent to check the failover status change

1. Select a device

2. Create a Paragraph Parser

3. Define the diagnosis to check the status

8.1.2.1 Select a device

1. From the End User Desktop, click into the Search Bar, type US-BOS-SW1, and press Enter.
2. Inthe search results, click Map beside US-BOS- SW1.

3. Close the search results.

N m 10e [gY Next-Gen SR us-bos-sw1

Search Results(103)

« | Device (1/1)

Lo

Recents &=/ US-BOS-5W1 Site: test-site-jun

18 Interfaces 9 L3 Neighbors 7 L2 Neighbors
Cisco 3560E Software Version: 15.2(HI_201702...

Configuration
1 - US-BOS-SW1#show run
14 - hostname US-BOS5-5W1

b Site (1/1)

v Device Group

4. Inthe upper-left corner of the map, click Intent to expand the Intent pane. Then click the
Quick Intent tab header.

5. Inthe Input Command.... field, enter show standby.
6. Click Retrieve.

7. Click New located next to the Select Parser dropdown. A Visual parser window will appear on
the screen to configure the variables.
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£d Map12 (Master) v* > Page1v B Summary

P~ Runbook

Quick Intentoublished Intents

US-BOS-SW1

show standby 0

05:11:19 PM: Successfully retrieved!

Auto Intent

Collect Data

Parser:

e US-BOS-SW1 v Select parser

07/23/2024 05:11:14 PM (Live) &8

US-B0OS-SW1>show standby
V1an1@@ - Group 1 (version 2)
State is Standby
1 state change, last state change 31w@d

Virtual IP address is 10.8.1.1

») Data View

Map Intent

PV Retrieve

o D

Add to Intent >>

Active virtual MAC address is 0000.0c9f.f@@1 (MAC Not In Use)

NetBrain R11.1b | 277



8.1.2.2 Create a Paragraph Parser

1.

2.

On Line 2, double-click VIan100 to parse the interface variable from the command output.

CLI Command Diagnosis

xwv Retrieve ~ Wwith Live Data

1. Define Variable

&/ US-BOS-SW1 show standby

2. Define Diagnosis

Format1 v +
(® Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) Name: | Pattern1| | Type: O Singl
Current Device v | 07/22/2024 06:40:32 PM Search... Q AV

IDLine “~$varl - Group

US-BOS-SW1 wstandby
4V1an100|¢ 1 (version 2) P1-ID Line
" State change 2 [aniod]- Groupl tversion

1
2
3
4 1 state change, last state change 3@wed

5 Virtual IP address is 10.8.1.1

6 Active virtual MAC address is 0000.0c9f.f001 (MAC N
7 Local virtual MAC address is @000.0c9f.f@01 (v2 d
8 Hello time 5 sec, hold time 15 sec

9 Next hello sent in 3.696 secs

10 Preemption enabled

11 Active router is 10.8.1.3, priority 105 (expires in
12 MAC address is aabb.cc8@.1500

In the right Variable Definition pane, update:
a) Variable name $var1 to $interface.

b) Parser name Pattern1 to HSRP_failover

CLI Command Diagnosis

i/ US-BOS-SW1 show standby X Retrieve ~  with Live Data

1. Define Variable

2, Define Diagnosis

Format1 v +
(D Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) Name: HSRP_failover o Type: () Single (®) Multiple
Current Device v | 07/22/2024 06:40:32 PM Search... C\ A Y

Vian100[—Groug 1 (verston 2y T S T iBLine  ~sinterface fffjup

State is Standby
1 state change, last state change 3@wed o] mm (version 2)

Virtual IP address is 10.8.1.1

Active virtual MAC address is 000@.0c9f.f@e1l (MAC N

Local virtual MAC address is 0000.0c9f.f@@1l (v2 d

NV A WwN
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3.

Similar to the step 1, parse other following variables from the sample data:

a) $State

b) $change_time

c) $virtual_ip

1. Define Variable

(2 Double-click a variable to parse. Select multiple lines to parse a table.

Current Device

Format1 v ‘ +

v | 07/22/2024 06:40:32 PM Search...

Critical Variable (0)

Q a v

2. Define Diagnosis

<& HSRP_failover ~ / Type: Paragraph @ + New Pattern }

2
3
4
5
6
7
8

14
15
16 4V1anl@@ - Group 2 (version 2)

4V1anl1@@ - Group 1 (version 2)

o

State is Standby—-----""""""

1 state change, last state change 3@wéd|- -

Virtual IP address is 10.8.1.1._

Active virtual MAC address is 0000‘8&9& 00
Local virtual MAC address is 0000. 0c9f

Hello time S sec, hold time 15 sec

el

varline .9 State is $state°
3 | stateis [Standby

[
e o e

—
-
e ———
-

Vartine2 ylast state change $change_‘time°

4 1 state change, last state change [30w6d

~
=~
-
b
S~
.

Priority 9@ (configured 90)
Group name is "hsrp-V1100-1" (default)

d) $standby_router

e) $group_name

1. Define Variable

Format1 v +

13
14
15

(D Double-click a variable to parse. Select multiple lines to parse a table,

Local virtual MAC address is 0000.0c9f.f@0l (vZ d
Hello time 5 sec, hold time 15 sei

Current Device v | 07/22/2024 06:40:32 PM Search... Q a v
1  US-BOS-SW1>show standby .
2 4V1anl@@ - Group 1 (version 2) ARIEDYA
3 State is Standby Var Line 1 VarLine4 Standby router is $Standby_router:
4 1 state change, last state change 3@wéd| h P 4
g g Var Line 2 -
5 Virtual IP address is 10.8.1.1 "—' 13 m
6 Active virtual MAC address is 0@00.0c9f.f@@1 (MAC N Var Line 3 -
7
8

ctive router 1s 10.3.1.3, prior
MAC address is aabb 5_:80‘1500
Standby router is local

Priority 90 (configured 90) ol

Group name is "hsrp-V1100-1"-¢default)

Var Line 5

P2-ID Line A

Critical Variable (0)

Var Ln&ah Virtual IP address is $virtual_ip

5 |Virtual IP address is [10.8.1.1]

2. Define Diagnosis

<€ HSRP_failover ~ | # Type: Paragraph @ + New Patter

L 5 Virtual IP address is [10.8.1.1]

- 15 Group name is "|hsrp-VI100-1]" (default)

+ Field ~
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4. Click Apply to exit Visual Parser Auto-Pattern mode

5. Exit the Visual Parser window.

2. Define Diagnosis

Test on Devices: 0 =

riable (0) & HSRP_failover ~ |/ Type:Paragraph @ + New Pattern v =

A v L5 Virtual IP address is [10.8.1.1] > 3Lines

=24  Standby router is $Standby_router
The output of
the parsed
variables

13 [Standby router is [local| > 3Lines

arLine5 Group name is "$group_name"

|»

Output + Parse Lines _
r-----------------------------
| Sinterface v | $state v $change_time v  $virtual_ip P v $Standby ro... :
[ Vlan100 Standby 30wed 10.8.1.1 local |
l VIan100 Active 30wed 10.8.1.8 10.8.1.3, :
: Vlan101 Standby 30weéd 10.8.1.17 local |
i 1
-----------------------------‘

Caro Apply
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8.1.2.3 Define Diagnosis

1. Click Add to Intent >> back in the quick intent tab.
In the Define Logic pane, name the diagnosis HSRP Diagnosis.

Anchor: Select the variable interface from the drop-down.

H W N

device.

Click in the Type description of the diagnosis... field and enter Check HSRP failover status of

EA

£l Mapl15(Master) ~* > Pagelv [ Summary

|)5-BOS-SW1>show standby
V1ianl®@ - Group 1 (version 2)
State is Standby

1 state change, last state change 31wld Diagnosis: [E] HSRP Diagnosis v
Virtual IP address is 10.8.1.1
Active virtual MAC address is 0@@@.0c9f.f@@1 (MAC Not In Use) Name:| HSRP Diagnosis 0
Local virtual MAC address is Q000.0c9f.f@@l (vZ default) ’ E

Hello time 5 sec, hold time 15 sec

Next hello sent in @.6088 secs Check H5RP failover status of device o
Preemption enabled

Active router is 18.8.1.3, priority 185 (expires in 13.392 sec)

[[] Loop Table Rows

A Runbook Data View

Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
Collect Data US-BOS-5W1 -~ <¢ | Define Logic <«

show standby X~  Retrieve @& Create
04:35:55 PM: Successfully retrieved! o US-BOS-SW1 show standby P1 g1 Diagnosis W
-
&9 US-BOS-SW1 ~ Parser: [ HSRP failo.. P71 Edit  ~ Pl
- -
- -
o Add to Intent>> .~ ="
07/24/2024 04:35:52 PM (Live) & Successfully parsed all 1 variable.

Anchar: HSRP_failover.$inter..:

+ Mew Diagnosis

5. Check-in Loop Table Rows and select the table HSRP_failover and Virtual_ip as table key from

the corresponding dropdown menu.

Define Logic 154
Create
o US-BOS-SW1 show standby P1 |1 1 Diagnosis v
Diagnosis: [E] HSRP Diagnosis + Mew Diagnosis
Name: | HSRP Diagnosis Anchor:  HSRP_failover.$inter...~

Check HSRP failover status of device

e Loop Table Rows = HSRP_failover ~  Table Key: virtual_ip ~ &
w If

A .y US-BO.. Current w Baseline ~
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6. If: Define the condition as follows:
a) A: Change_time (Current) | Does not equal | Change_time (baseline)
b) B: Change_time (Current) | Does not contain | d
c) C: Change_time (Current) | Does not contain | w

7. Boolean Expression: A and (B or C)

Diagnosis: [J] HSRP Diagnosis + New Diagnosis

Mame: HSRP Diagnosis Anchor: HSRP_failover.$inter...

Check HSRP failover status of device

Loop Table Rows = HSRP_failover ~  Table Key: virtual_ijp &
w Ifo
A o US-BO.. Current - Baseline ~

o change_time ~ | Doesnote.. -~ | change_time ~

B .o US-BO.. Current

o change_time v | Doesnotc.. ~ | d v

C oo US-BO.. Current ~

o change_time v | Doesnotc.. ~ | W v

D | Select Variable W

Boolean Expression: A and (B or C) o
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8.

Then: With the diagnosis logic established, let's display an Error message if the result of the
logic is TRUE.

a) Click the drop-down under Diagnosis Message and click the RED square.

b) Click into the Diagnosis Message text box ($intf is down...), then type: $this_device HSRP
$group_name has failover, last failover is at $change_time.

c) Check the boxes next to Set Status Code for Device and Set Status Code for Intent.
Else: Click "+ Else" to display a success message if the diagnosis logic is successful.
a) Click the drop-down under Diagnosis Message and click the GREEN square.

b) Click into the Diagnosis Message text box ($intf is down...), then type: $this_device HSRP
$group_name is stable.

c¢) Check the selection boxes: Set Status Code for Device and Set Status Code for Intent.

Diagnosis: [[] HSRP Diagnosis ~ + Mew Diagnosis

~ Then o

t
£
: Y| Diagnosis Message: =

Add Logic ~

~ Else o  Delete

Y| Diagnosis Message: =
~ | $this_device HSRP $group_name is stable

[5] Set Status Cade for Device:

@ Success $this_device HSRP $group_name is stable

+ Elself
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10. Click Create.

& Overall Health View

% Network ™ Stencils

Define Logic

Lost Created: 05:72:56 PM

o US-BOS-5W1 show standby P1

|21 1 Diagnosis ‘\

|

A"
A
A
‘1
I Run Intent pane
\\ will appear with
\ diagnosis
\ decoded to seed
\ -
i Diagnosis: 2] HSRP Diagnosis ~ + MNew Diagnosis \\ device
| A
lI @ Overall Health View . Network ® Stencils . Map | © - =< X
|
: A + New Incident -
{ : Reset @ Help
Dqlﬁne Logic < Run Intent Saveto v
1
qusr Created: 05:12:56 PM - Not Executed - with Live Data
1
4: US-BOS-SW1 [0 show standby ] [ 1 Diagnasis [l ViewIntent ;% Diagnosis Tree & ShowinMap =
L
|
: W e US-BOS-5W1
: show standby 1 Diagnosis &
: Vlanl@® - Group 1 (version 2}
: State is Standby
1 1 state change, last state change 3..
! Virtual IP address is 1@.8.1.1
1 . i i ) Standby router is local
Diagnosis: [E] HSRP Diagnosis + Mew Diagnosis Group name is "hsrp-V1180-1" (default)
. . L . - - B
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8.1.2.4 Save and Execute Map Intent

1. Save the map by clicking on the Save button located in the top right corner.

2. Inthe Save Map dialog, navigate to Public > cookbook, then click on the directory.
3. Name the map HSRP Status Check.
4. Click OK.
Overall Health View - Network ™ Stencils . Map | & - — ——— + 100% & ,ox
/
4
&4 New Incident
Reset @ Help f"
) ’
<¢  Run Intent Saveto ~ < - !6
Recreate Mot Executed Run  with Live Data L.I%BES—SW
A72.16.11.205
nosis w I ViewIntent . Diagnosis Tree <& Show in Map = # Cisco 105 Switch
s/

w e US-BOS-5W1 Save Map

show standby
Vlianlee - 4 [ Desktop
State 15 - [ Private F
1 stat
Vir‘tual e F"le|lc
. . Standby t [ Build-Auto Template by Plugin
ew Diagnosis Group na

i [ Config Drift Minimal PKG
Vlianlee -

i [ Config Drift Plugin PKG

al cnnkbnnko

- B 1O

= B0 Jun Liang
i [0 Michelle
- v OpenTopo

i [ Peer Submitted Design

Map Name: = HSRP Status Check o
Cancel OK 0
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5. Inthe Run Intent pane, click Save to > Save to Map Intent.
6. Click OKin the dialogue.
7. Click Open Intent.

Reset @ Help
¢¢ | Run Intent Saveto ~ <
Recreate Mot Executed Save to Map Intenﬂ ta

" Save to Path Intent
[ 1 Diagnosis v| [ ViewIntent Diagnosi

+
’,

Save to Common Intent

va usao&.w}fr'
show 3

1 Diagnosis &

Save to Map Intent 2)

state change 3..

Description: i
p HSRP route failure check b oa.1.1

pe-1" (default)
[C] Add the Intent to Runbook n 2)

state change ..

Save to Map Intent b Cancel oK 8.1.8

- .3, priority ..

7 8-2" (default)
o Map Intent is saved successfully. >
-
-
Location: Comman Map!Puindcunkbnnkfoat)pen Intent " PR
k
oK
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8.1.3 Replicate the intents for all HSRP devices using ADT

In this section, you will use the Intent Replication Wizard to replicate the intent to all devices in
the HSRP device group. As a first step, open the intent from the intent manager and the Intent
replication wizard as shown:

Network Intent Manager > Commen Map Intent @Help S ¥ X

Common Map Intent o v

Search... Q,
All
a4 [ Desktop
11 Ping Cisco
|| Route Check (Cisco 105)
4 Public

40 cookbook

'\ HSRP Status Check Open 0
~
= . -
4 [0 unLiang ~
r
Network Intent (View Mode) - Common Map/Public/cookbook/HSRP Status Check X !
||| HSRP Status Check HSRP route failure check o Open 0o oo i E
Fl - - -
Named Tag
. Result Mo History Data... & ® WView Abstract
Run Settings
Mo result available because this intent has not been executed. ) !
Data Clean Settings
Edit
Save as
~ oo US-BOS-SW1 1 Diagnosis Delete
Refresh
4 @0 show standby 1 Diagnosis Export

1 |s-BOS-SWisshow standby Share to Incident

Z  Nlanl@@ - Group 1 (version 2) HSR Publish I

3 State is Standby EDTIHETE

4 1 state change, last state change 31wld olntem Replication Wizard
5 Virtual IP address is 10.8.1.1 '

6  Active virtual MAC address is 0000.8c9f.f@@l (MAC Not In LA ALl

7 Local wirtual MAC address is @0@@.8c9f.fe01 (vZ default i
8 Hello time 5 sec, hold time 15 sec

9 Next hello sent in @.608 secs

1@ Preemption enabled

11 Active router is 1@.8.1.3, priority 185 (expires in 13.39

12 MAC address is aabb.ccB8@.1500

13 Standby router is local

i i e I e R i i
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1. Inthe first step (Seed Intent), Validate the default seed intent and go to the next section.

2. Inthe second step (Define ADT), provide the basic input to create a new ADT, such as name,
ADT location and target devices.

3. Inthe third step, define the intent qualification with device group HSRP Devices to include
devices for the seed intent to replicate on.

4. Inthe fourth step, Replicate Intent, modify the name of the Replicated Intent In the ADT
Columns section and add more columns that you want in the final ADT.

Intent Replication Wizard - HSRP Status Check

Seed Intent Define ADT Replication Settings Replicate Intent

ADT Columns: Additional Columns v b

Column Data Column Name Tag Replicated Intent
Replicated Intent  HSRP failovere 0 tags [ Intent Message
Iitent Status Code
[7] Cavice Status Code
Intent Devices
(7] lutent Map
[T Irtent CLI Comma...

Last Execution Time

——— A S S

5. Click Save and Replicate to save all the settings and create ADT. An option Open Output ADT
will appear. Click it to open the table in the ADT Manager.
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Intent Replication Wizard - HSRP Status Check
Seed Intent Define ADT Replication Settings Replicate Intent

ADT Columns: Additional Columns v
Column Data Column Name Tag
Replicated Intent HSRP failover 0 tags
[5] Intent Message Intent Message
& Intent Devices Intent Devices
(%) Last Execution Time Last Execution Time

o Save and Replicate

© selection Mode: Device-based Replication, ADT: HSRP Route Failure, 0 Macro Variables. Previous Finish

Intent Replication Wizard - HSRP Status Check
Seed Intent Define ADT Replication Settings Replicate Intent

ADT Columns: Additional Columns v
Column Data Column Name Tag
Replicated Intent HSRP failover Otags
Intent Message Intent Message
& Intent Devices Intent Devices
(1) Last Execution Time Last Execution Time

Click to open

the table in
ADT manager.

Save and Replicate

Replication Request submitted at: 07/26/2024 09:17 PM Open Output ADT

© Selection Mode: Device-based Replication, ADT: HSRP Route Failure, 0 Macro Variables. Previous Finish
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Review the new Intent columns that are added to the table and results.

Search MoK
Shared Tables (1201)

4 [0 My Tables (5)
0 Ping (1)
F BGP Config Change Diagnosis.
) Day1Lab
i HSRP Route Failure
By NTP

?'6 Automation Data Table Manager

B HSRP Route Failure

Description:

Items: 19 Rows 4 Columns

No.

& Device
BJ-L2-coreB
BJ_L2 Core_3
B)_L2 Core 4
BJ_core_3550
Bur-isp-gwi
IPv6Lab-SW8
IPv6Lab-SW9
PE-3600X-01
PE-3600X-02
PE-ASR1K-01
PE-ASR1K-02
Sjc-Dist-3750-02
US-BOS-SW1
Us-BOS-5W2
bjta002237-5W2
bjta002238-5W3
bjta002444-SW13
bur-isp-gw2

gapp-c3560-2

Type description here...

Table Builder

HSRP failover
HSRP Status Check BJ-L2-coreB
HSRP Status Check B)_L2_Core_3
HSRP Status Check B)_L2_Core_4
HSRP Status Check BJ_core_3550
HSRP Status Check Bur-isp-gw1
HSRP Status Check IPvéLab-SW8
HSRP Status Check IPv6Lab-SW9
HSRP Status Check PE-3600X-01
HSRP Status Check PE-3600X-02
HSRP Status Check PE-ASR1K-01
HSRP Status Check PE-ASR1K-02
HSRP Status Check Sjc-Dist-3750-02
HSRP Status Check US-BOS-SW1
HSRP Status Check US-BOS-SW2
HSRP Status Check bjta002237-5SW2
HSRP Status Check bjta002238-SW3
HSRP Status Check bjta002444-SW13
HSRP Status Check bur-isp-gw2

HSRP Status Check qapp-c3560-2

Last Updated at: 07/30/2024 12:57 PM €, Rebuild Table

[oJ B OB o B o R B o B O B o B B < B o B O N OB - B C BN O NI O N O}

Search...

|5 |Intent Status Code

BJ-L2-coreB HSRP hsrp-VI10-100 is stable
BJ_L2_Core_3 HSRP hsrp-Fa1/0/9-10 is stable
BJ_L2_Core_4 HSRP hsrp-Fa2/0/3-0 is stable
BJ_core_3550 HSRP None is stable
Bur-isp-gw1 HSRP hsrp-Gi0/0/0-200 is stable
IPv6Lab-5W8 HSRP hsrp-Et0/1-1 is stable
IPv6Lab-SW9 HSRP hsrp-Et0/1-1 is stable
PE-3600X-01 HSRP hsrp-Gi0/24-2 s stable
PE-3600X-02 HSRP hsrp-Gi0/13-2 is stable
PE-ASR1K-01 HSRP hsrp-Te0/0/0-15 is stable
PE-ASR1K-02 HSRP hsrp-Gi0/0/5-10 is stable
Sjc-Dist-3750-02 HSRP hsrp-VI30-0 is stable
US-BOS-5W1 HSRP hsrp-VI100-1 is stable
US-BOS-SW2 HSRP hsrp-VI100-1 is stable
bjta002237-SW2 HSRP hsrp-VI481-1 is stable
bjtaD02238-5W3 HSRP hsrp-VI481-1 Is stable
bjta002444-SW13 HSRP hsrp-Et1/1-1 is stable
bur-isp-gw2 HSRP hsrp-Gi0/0/0-200 is stable

qapp-c3560-2 HSRP hsrp-Gi0/15-0 is stable

Add Data Manually ~

@ Help

Q| T Advanced Filter: Undefined |

() Last Execution Time

07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:05 PM

07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM
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8.1.4 Create the Dashboard

Let us create the intent dashboard from the ADT. Open the New Intent Dashboard from the intent
HSRP Failover column = menu.

@;’_—, Automation Data Table Manager

B HSRP Route Failure Table Builder Last Updated at: 07/26/202

Description: Type description here...

Items: 43 Rows 4 Columns

No. & Device HSRP Failover &
[P
[F2]

25 RT02-VNDR-TTEC-AUS-TX-US.citfg.com Run Intents Once
} Run Intents via Timer
26 RT02-VNDR-TTEC-CENT-CO-US.citfg.com

27 SW-WAL-01-FH12-MED-MA-US Open Seed Intent

1-US.citfg.c... Rebuild Intent-related Column Group
Create Intent Dashboard X
Remove Empty Wrapper Intent

Enable Auto Intent

I-US.citfg.c...

Create Intent Dashboard for ADT 'HSRP Route Failure' ) ‘
3 Export Diagnosis Result to CSV

View S Report
Name: HSRP Houte check o 5 e

Export Intent Output Map

Location: ™ My Dashboards v o Debug Empty Cells

Tag Current Column

[J use Template H
Y H Edit
Data Source Automation Data Table v \ H Delete
\ Set as Table Key
H
Automation Data Table: HSRP Route Failure \

\S\lubmit Related Commands to Benchmark

Include Triggered Follow-up Intent Results ew Intent Dashboard

_BOS- ©
Intent Column:  HSRP Failover v HSRP Status Check US-BOS-SW1
HSRP Status Check US-BOS-SW2 104
[] Filter Intent by Devices

HSRP Status Check US-NYJ-CW01-02 ©®

Time Range Last 7 Days v

Cancel Create
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In the Create Intent Dashboard dialog, Open Intent Dashboard to view the results summary and

result history.

HSRP Route check

Summary

Intent Result History

Time Range: All ~

20 :\_ .

30/7/2024,1:05:00 pm  View Report

19 Times Executed

Intent-level Alerts

Result: All ~

-#- Sum of Intent Alert Status Code Count

Last Refreshed at 30/7/2024, 1:04:57 pm

Device Information

@ Cisco 10§ Switch Cisco Router

—+ Sum of Intent Success Status Code Count

—
~

# @ =

30/7/2024,1:05:00 pm  View Report

19 Devices

30/7/2024,1:05:00 pm  View Report

———

Intent Name

29/7/2024, 3:55:05 pm

HSRP Status Check qapp-c3560-2

HSRP Status Check PE-3600X-02

29/7/2024, 3:55:07 pm 29/712024, 3:55:07 pm

29/7/2024, 3:55:07 pm

29/7/2024, 3:55:07 pm

Top Five Intent Alerts

Map Execution Time
View Map 29/7/2024, 3:55:07 pm 0
View Map 29/7/2024, 3:55:07 pm 0

Intent Alert Status C...

Intent Success St...  Intent Status Code Summary

3 qapp-c3560-2 HSRP hsrp-Gi...

10 PE-3600X-02 HSRP hsrp-Gi0/...

29/7/2024, 3:55:07 pm

29/7/2024, 3:55:07 pm

Intent Alert Detection
0

0
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8.2 Follow-up to Check the Performance Degrade After Failover

In this section, we shall add two intents as follow-up for the HSRP device if it has failover in the last
24 hours. We shall use the intents created in Section 3 (CPU usage Check and Interface Status Check)
as a follow-up:

NOTE: Before proceeding further, go to the intents (CPU usage Check and Interface Status Check) Edit
Mode>Replication Logic and define the Intent Qualification as HSRP device group.

7

Network Intent (Edit Mede)

' CPU Usage Check (Cisco 105) i Diagnosis Tree

Type description here...

.| Seed Logic Replication Logic &

Serve as Template for: (8 Device-based Replication () Path/ used Replication "] Enable Neighbor Pair Replicati

o Intent Qualification: (8) via Device Groups/Sites: 1 Device Groups/Folders @ () via Dyri&mic Search:

@ Define Rules ta Replace Macro Variable in Seed Command 0/0 © Define Criti

1. Open the seed intent HSRP status check in edit mode.

2. Click Edit Diagnosis to open the parser.

Network Intent (View Mode) - All Network Intents/Cookbook/HSRP Status Check

/| HSRP Status Check HSRP route failure check <= 0pen 1] o; Edit =
’d
-
”
Result: No History Data... & © Rup#* "~  with Live Data
”

No result available because this intent has not been executed.

View v
Network Intent (Edit Mode)
' HSRP Status Check 5 Diagnosis Tree Run with Live Data Save @Help =
HSRP route failure check <« Intent Map: Select +
|| Seed Logic Replication Logic &
| @ + Device ‘ Intent Variables: Manager | Tag: +Add =
v a7 US-BOS-SW1 Type Description here B + Add Config Diagnosis + Add CLI Diagnosis =
4 @ show standby Type Description here o Edit Diagnosis =
1 s-B0S-SWi>show standby , )
2  V1anl@@ - Group 1 (version 2) 1 HSRP Diagnosis o}
& State is Standby N
4 1 state change, last state change 31wld Message _[£] Status Code
5 Virtual IP address is 10.8.1.1
6 Active virtual MAC address is 0000.0c9f.f001 (MAC Not In
7 Local virtual MAC address is 0000.0c9f.f@0l (vZ defaul
8 Hello time 5 sec, hold time 15 sec
9 Next hello sent in ©.608 secs
10 Preemption enabled 4
11 Active router is 18.8.1.3, priority 105 (expires in 13.
12 MAC address is aabb.cc80.1500
13 Standby router is local
14 Priority 9@ (configured 9@)
15 Group name 1s "hsrp-V1100-1" (default)
16  V1anl@@ - Group 2 (version 2)
17 State is Active
18 2 state changes, last state change 31wld
19 Virtual IP address is 10.8.1.8
20 Active virtual MAC address is 0000.0c9f.f002 (MAC In Use)
~ Vamml kol AP addeacn Do AGAA AL LARY £ defaldat
rl
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3. Inthe diagnosis window, go to the Define Diagnosis ribbon.

4. Then: Check the CPU usage and Interface Status by running the corresponding intents as the
follow up intent. Remove the Diagnosis Message and add Follow-up Intent from the Add
logic dropdown.

K

2] Add Diagnosis Can also click a variable on the left to add automation.

2. Define Diagnosis

| Add Note

2 HSRP Diagnosis B .y USBOSS..  Current v
change_time ~ | Doesnotcontain ~ d v
C . US-BOSS.. Current v
change_time ~ Does not contain w v
D  Select Variable v

Boolean Expression: A and (B or C)

~ Then o

| Diagnosis Message: [_] save to Incident =
Intent Data View RP $group_name has failover, last failover is at $change_time
Draw Map > e

Send Email iice HSRP $group_name has failover, last failover is at $change_tim
Follow-up Intent t

Set Intent Baseline rice HSRP $group_name has failover, last failover is at $change_tim

Advanced >

o;hdd Logicw

-+ Add Elself

Cancel Apply

~ Then
|2 Diagnosis Message: [l save to Incident =
~ | Sthis_device HSRP $group_name has failover, last failover is at $change_time
Set Status Code for Device:
@ Error ~  Sthis_device HSRP $group_name has failover, last failover is at $change_tim

Set Status Code for intent:

@ Error ~  $this_device HSRP $group_name has failover, last failover is at $change_tim

L3
Follow-up Intent: (&) Network Intent orrent Intent (Self) () Stop
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5.

Click the Network Intent link to choose the follow-up intent in a new dialog Follow-up

Intents.
a) Inthe Follow-up Intents window, choose Select Intent Template.

b) In the Select Intents dialog, navigate to the follow-up intents (CPU usage and Interface
Status) and check the selection box.

¢) Click OK to save the selection and close the window.

Follow-up Intents

Select Intent Templates

0 Follow-up Intents: + Follow-up v @

Select Intent (Standalone} Select Intent Template from: (@ All Intents () Installed Intents
elect Intent Template
Select \rﬁnﬁs@m £ Type: | Commeon Intent - Filter by:  no filter v || cookbook X
Select Intent Tem ;l!m yia ADT
~
Select Intent Cluster -~ [at —
All ) 10.10.10.1(6)  192.168.29.62 (4) | 3Com (5)  5Report(2) | AMA(S) | Acces »

4 00 All Network Intents
4 @™ Cookbook
o ‘i CPU Usage Check (Cisco 105)
[C]/ HSRP Status Check
11 Interface Status Check (Cisco [05)
4[] R&D
I [Jm GD

d) Define Replicate Current Intent to: Device by Variable | this_device.

e) Click Save to save and close the follow-up intents.

Follow-up Intents

2 Follow-up Intents: +Follow-up ~ @
~ [Il CPU Usage Check (Cisco 10S] (Intent Template)

Description: | When...

Replication Settings:

0 Replicate Current Intent to: Device by Variable W this_device

[[]Merge multiple replicated intents into one

Follow-up Execution: Settings

[C] Draw Arrow from This Device to Next

[JPrune other follow-up intents Canco Save
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6. Click Apply to save and close the diagnosis window.
7. Inthe Network Intent (Edit Mode) dialog, click Save.

8. Click Run to execute the intent.

Network Intent (Edit Mode)

' HSRP Status Check o Diagnosis Tree o Run with Live Data °Save @Help =
HSRP route failure check . Intent Map: Select ~
|| Seed Logic Replication Logic &
[ @ + Device Intent Variables: Manager ‘ Tag: +Add =
v & US-BOS-SW1 Type Description here. [ + Add Config Diagnosis ED + Add CLI Diagnosis =
4 @ show standby Type Description here... Edit Diagnosis =
Network Intent (View Mode) - All Network Intents/Cookbook/HSRP Status Check X T}
' | HSRP Status Check HSRP route failure check . Open 0 &0 ZEdit =
Result: 08/02/2024 04:57 PM v & @ Run | ~  with Live Data

This intent execution is finished at 08/02/2024 04:57 PM with 0 errors. You can View Execution Log

[S) US-BOS-SW1 HSRP hsrp-VI100-1 is stable 6 View v

v & US-BOS-SW1 [S) US-BOS-SW1 HSRP hsrp i=stahle 3

4 [@ show standby

1 |._15-BOS~5I\‘:I>show standb:

2  V1an1@d@ - Group 1 '(;,.'e'.-'z';r{a,{ 5 11 US-BOS-SW1 HSRP hsrp-VI100-1 ... :
3 State is Standby

4 1 state change, last state change 32w3d

5 Virtual IP address is 10.8.1.1

6 Active virtual MAC address is 00@0.0c9f.f@@1 (MAC Not In Use)
7 Local virtual MAC address is @@0@.0c9f.f001 (vZ default)

8 Hello time 5 sec, hold time 15 sec

9 Next hello sent in 4.848 secs

10 Preemption enabled

11 Active router is 10.8.1.3, priority 1@5 (expires in 16.544 sec)
12 MAC address is aabb.cc80.1500

13 Standby router is local

14 Priority 9@ (configured 90)

15 Group name is "hsrp-V110Q-1" (default> ; '
16 Vian10d - Group 2 Cversion 2) | US-BOS-SW1 HSRP hsrp-VI100-2 ...

9. Close all the network intent dialogues and go to ADT Manager to update the replicated intents
in ADT.
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8.2.1 Update replicated intents in ADT

1. Go to Automation Data Table Manager > My Tables> HSRP Route Failure.
2. Openthe = menu from the Intent Column.

3. Select Rebuilt Intent-related Column Group.

B Automation Data Table Manager

C K«
Al B £, HSRP Route Failure Table Builder Last Updated at: 08/02/2024 05:09 PM & Rebuild Table
Shared Tables (1208)
n My Tables (6) Description: Type description here.
Ping (1)

Items: 19 Rows 4 Columns earc
&5 BGF Config Change Diagnosis

£} Day 1Lab No. &8 Device HSRP failover EQ‘-t Status Code

HSRP Pair failover P
% 1 BJ-L2-coreB jaunintentzionce & B|.L2coreB HSRP hsrp-VI10-100 is stable
& HSRP Route Failure Run Intents via Timer [FA] )
B NTP 2 BJ_L2_Core_3 I BJ_L2_Core_3 HSRP hsrp-Fa1/0/9-10 is stable
3 BJ_L2_Core_4 | Open Seed Intent BJ_L2_Core_4 HSRP hsrp-Fa2/0/3-0 is stable
4 BJ_core_3550 | Rebuild Intent-related Column Gmu%m re_3550 HSRP None is stable

Remove Empty Wrapper Intent

5 Bur-isp-gw1 t Bur-isp-gw1 HSRP hsrp-Gi0/0/0-200 is stable
Enable Auto Intent

6 IPv6Lab-SW8 I IPv6Lab-SW8 HSRP hsrp-Et0/1-1 is stable

7 IPv6Lab-SW9 || BRI RIEE S IPV6Lab-SWS HSRP hsrp-Et0/1-1 is stable

View Summary Report

8 PE-3600X-01 [ PE-3600X-01 HSRP hsrp-Gi0/24-2 is stable
Export Intent Qutput Map

9 PE-3600X-02 ! PE-3600X-02 HSRP hsrp-Gi0/13-2 is stable
Debug Empty Cells

10 PE-ASR1K-01 [

PE-ASR1K-01 HSRP hsrp-Te0/0/0-15 is stable

4. Inthe Intents column, hover the mouse on the column header and click Run.

5. Click Rebuild to refresh the results in the Intent Status code.

% Automation Data Table Manager

Fy HSRP Route Failure Table Builder Last Updated at: 08/02/2024 05:09 PM ég Rebuild TabI@

Description: Type description here...

Items: 19 Rows 4 Columns

No. &2 Device HSRP failover 2 Run Gls = Intent Status Code
1 BJ-L2-coreB HSRP Status Check BJ-L2-coreB 104 BJ-L2-coreB HSRP hsrp-VI10-100 is stable
2 BJ_L2_Core_3 HSRP Status Check BJ_L2_Core_3 © BJ_L2_Core_3 HSRP hsrp-Fa1/0/9-10 is stable
3 BJ_L2_Core_4 HSRP Status Check BJ_L2_Core_4 104 BJ_L2_Core_4 HSRP hsrp-Fa2/0/3-0 is stable
4 BJ_core_3550 HSRP Status Check BJ_core_3550 ® BJ_core_3550 HSRP None is stable
5 Bur-isp-gw1 HSRP Status Check Bur-isp-gw1 104 Bur-isp-gw1 HSRP hsrp-Gi0/0/0-200 is stable
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8.3 Check Failover Consistency of HSRP Pair Devices

Let us create an intent to check whether the hello and hold timers are equal for the failover pair
devices. You are going to create a parent intent to parse all HRSP pair devices and call a follow-up
intent for each of these pair devices, similar to Section 8.1. However, since you are going to
compare the hello/hold timers between pair devices, you need to pass the values of these timers
from the parent to the follow-up intents, which can be done by defining the variables as Macro
Variables in the follow-up intents and setting the Macro Variables in the follow-up intent replicated
settings. The following diagram shows the data flow from the parent and follow-up intents:

Check Failover Consistency of HSRP Pair Devices

Create a Follow-Up Intent Create the Main Intent
Create the Main Intent
Create a FOIIO\{U-Up Intent . (Save as the follow up intent as main
(Save as the Check Failover Status intent) Intent)
Parse Variables: l l

1. Parse Hello and Hold time variables.
Add a column (standby_host_name
2. Add Intent Variables (match_group_vip, to the( parser}t‘;ble - )
match_hello, match_hold) : To record
whether a home device and standby
device variables are matching.

Macro Variables: l

Diagnosis:
Define macro variables to pass the values (Pair_group, Pair_virtual) If the Standby_host is not empty, run
. < the follow-up intent using the set macro
from the main intent (Pair_hello, Pair_hold) variables. . "
Diagnosis 1: Set match io to 1 and set
. et match_group_vip to 1 and se
(a;og;satr?hgem;ie 32%:'“”“ P If Matched » both match_hello and match_hold.
gainst the p 5 And break the loop.
If not Matched
Diagnosis 2: l notTaiehe

1. Create an error code. Else, compare hello
and hold time against pair device values.
If not matching, create an error code. z

2.Else, create a success code.
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1. Create a follow-up intent

Create a parent intent

Run the intent and view the diagnosis tree

M W N

Replicate the intent to all HSRP devices using ADT

8.3.1 Create a follow-up intent

Create a follow-up intent using the intent created in Section 8.1 since we use the same CLI
command and parser:

1. Save it as a new intent with the name HSRP pair failover check_followup.

MNetwork Intent Manager = Common Map Intent @Help o F X
Save as Network Intent
Common Map Intent v
Search... Q Search... Q
4 All Network Intents
All - L
[» Automation Library v
4 [0 Desktop I B0 Automation Library Kunal
i1 Ping Cisco I+ £ Automation Library PKG11
i1 Route Check (Cisco 10S) I [ Automation Library Ty
4 Public CK
470 cookbook Cloud Assessment Reference Library
1| HSRP Status Check v Debug
B i DrDave
4 un Liang Open Intent
I ADT Map and Intent test . . s L
Diagnosis Tree I-f Name: HSRP Pair failover check
4 [0 Michelle y
11 Check OSPF Neighbors Intent Replication Wizau{
417 Sophia Wang Auto Intent Wizard ¢
,’ Cancel Save
I B Map Fi
Open Map 4
4 [0 Yihong Liu f!
/I test-map-yihong Edit ,’
'L ospf e
7 Rakesh-STP save As
‘1 Test Map Intent Ezper
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2. Open the new intent HSRP pair failover check_ followup in edit mode and click Edit
Diagnosis to open the parser.

Network Intent (Edit Mode)

=Tt = BTy B R T )

I HSRP Pair failover check . Diagnosis Tree

HSRP route failure check

|S-BOS-SW1>show standby
Vlianl@d - Group 1 (version 2)

State is Standby

1 state change, last state change 31wld

Virtual IP address is 18.8.1.1

'1 Seed Logic Replication Logic @
[+ Device
v o US-BOS-5W1 Type Description here...
4 @ show standby & Type Description here...

Active virtual MAC address is 000@.@c9f.f0a1 (MAC Not In Use)
Local virtual MAC address is @@@@.0c9f.f@ddl (vZ default)

Hello time 5 sec, hold time 15 sec

Run

+Add Config Diagnosis

with Live Data

Save

@ Help

Intent Map: HSRP Status Check

Intent Variables: Manager |

+ Add CLI Diagnosis

Edit Diagnosis

[ Untitled Diagnosis 1

3. Parse the variables hello and hold time from retrieved CLI command data.

CLI Command Diagnosis

W~ u s W

@ Help

i/ US-BOS-SW1 show standby X~ Retrieve

Test on Devices: 0 =

Format1 ~ +

(D Double-click a variable to parse. Select multiple lines to parse a table.

Current Device ~ | 07/24/2024 04:35:52 PM Search..

2 aVlanl®@ - Group 1 (version 2)

State is Standby
1 state change, last state change 31wld

Virtual IP address is 10.8.1.1

Active virtual MAC address is 0000.0c9f.fEOL1 (MAC N
Iaral whdebnnl MAC addenace ic OAGH A-OF FORT Fud A

Hello time 5 sec, hold time 15 sec

Preemption enabled

Active router is 18.8.1.3, priority 105 (expires in
MAC address is aabb.cc80.1500

Standby router is local

Priority 90 (configured 9@)

Group name is "hsrp-V110@-1" (default)

4V1lanl@@ - Group 2 (version 2)

State 1s Active
Z state changes, last state change 31wld
Virtual IP address is 10.8.1.8
Active virtual MAC address is 00@@.8c9f.fe02 (MAC I
Local virtual MAC address is @@@@.0cof.feez (vZ d
Hello time 5 sec, hold time 15 sec
Next hello sent in ©.656 secs
Preemption enabled
Active router is local
Standby router is 18.8.1.3, priority 9@ (expires in
Priority 105 (configured 1@5)
Group name is "hsrp-V110@-2" (default)

4Vlanlel - Group 1 (version 2)
e

All Intent Variables

with Live Data

Critical Variable (0) & HSRP_failover

~v | & Type:Paragraph @ +New Pattern v

? 3lines

Tag: +Add

o

> 3lines

$hold_time v

15

15

15

Q a v
Varline5 Group name is "$group_name"
P1-ID Line A
Var Line 1 15 [Group name s 'fhsrp-VI100-1f{ (defaut
War Line 2
varne3 | VarLine6 time $int:hello_time sec, hold time $int:hold_time
War Line 6
8 Hello time [§] sec, hold time [15] sec

War Line 4
War Line 5
21D Line A Output + Parse Lines $hello_time v
Var Line 1 irual_ip @ v | $5tandby ro... Sgroup_
War Line 2 5

811 local hsrp-vi1
War Line 3
VarLine § 818 10.8.1.3, nspvit g
Var Line 4 .8.1.17 local hsrp-Vi1
War Line 5 5
P3-ID Line A
VarLine 1
War Line 2

Cancel

Apply
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4, Add three intent variables:
a) match_group_vip (int, default value: 0),
b) match_hello, (int, -1)

c¢) match_hold (int, -1)

These variables will be used to record whether a group and virtual IP match the pair's group
and virtual IP while looping through all groups, along with their corresponding hello and
hold values.

CLI Command Diagnosis

&/ US-BOS-5W1 show standby Hw Retrieve +  with Live Data
1. Define Variable . _
Intent Variables for Seed Logic
Format? ~
Intent Variable Use Automation Data Table Task Variable
(2) Double-click a variable to p
+ Add Intent Variable + Add Intent Table
Current Device
2 aVlanl@@ - Group| « [f Intent v
3 State is Star
4 1 state chd match_group_vip Type: number Initial Value: 0 Add Intent Variable
5 Virtual IP ad
6 Active virtud match_hello Type: number Initial Value: -1 Add Intent Table
7 Local wirtd
B Hello time 5 match_hold Type: number Initial Value: -1
9 Next hello
18 Preemption eff 4 . US-BOS-SW1 ED show standby
11 Active route
12 MAC addres b = HSRP_failover
13 Standby rout
14 Priority 38 @ | & us-BOS-SW1 [ Built-in Data
15 Group name i
16 4V1ianl®@ - Grou
17 State is Act Close
18 2 state ch
19 Virtual IP a
20 Active virtua Jddress 15 0000, @9t . T0aZ (MAL 1 ar Line 3
Fal Local virtual MAC address is @00@.0c9f.f@ez (vZ d artine vian101
22 Hello time 5 sec, hold time 15 sec Var Line 6
23 Next hello stént in @.656 secs
24 Muncmmds nm aw alad ad
@ Help | Allintent Variables
g

5. Close the parser to go back to the Network Intent (Edit Mode) window.
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6. From the menu =, select Full Settings for Template.

7. Go to the Macro Variable tab, select the seed device and click +Command Variable to add

macro variables.

8. Set macro variables: pair_group, pair_virtual_ip, pair_hello, pair_hold, and pair_device. We
shall pass these variables from the parent intent to the follow-up intents for comparison.

9. Click OK and close the dialog.

Network Intent (Edit Mode)

'i HSRP Pair failover check i, Diagnosis Tree Run

HSRP route failure check

I Seed Logic Replication Logic &

5 + Device |

~ & US-BOS-SW1 Type Description here...

4 [ show standby

1 s-BOS-SWi>show standby
2  Vlanl@é@ - Group 1 (version 23
3 State is Standby

Type Description here...

Full Settings for Intent Template

" Serve as Template for: (@ Device-based Replication () Path-based Replication ] Enable Neighbor Pair Replication

Intent Qualification o Macro Variable

5ltems  + Device Variable  + Command Variable o

Critical Variable Advance Settings

Pl Seed Device Macro Variable Source Type Default Value  Look up Data for Device
4 e US-BOS-5W1

[ pair_group Device string 0 Used Default Value

[ pair_virtual_ip Device string 0 Used Default Value

[ pair_hello Device number 0 Used Default Value

[ pair_hold Device number 0 Used Default Value

[ pair_device Device string 0 Used Default Value

Preview Data

B + A4 Config DI

with Live Data

Intent Settings.
Intent Variables

o Full Settings for Template

Lock Settings
Intert
Add Intent Diagnosis Block
Add Diagnosis via Auto Intent
Switch Devices
Define Abstract

B Unt Named Tag

or Diagnoses @

t for Diagnoses

Wizard

Cancel oK
#

10. Backin the Network Intent (Edit Mode) window, click Edit Diagnosis to open.

11. Go to Define Diagnosis riboon and delete all the old diagnoses.
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12. Add a diagnosis to loop through all groups:
a) If condition: Compare group_name and virtual_ip against the pair_group and pair_virtual_ip.

b) Then: If the condition is true, go to Add Logic>Advanced>Set Intent Variable and set the
variables match_group_vip to 1 and match_hello and match_hold as in the image.

c) Add the logic Break Current Loop from Add Logic>Advanced> Break Current Loop. This break
is added here since we already found the paired device and so do not need to continue.

d) Click Apply.

2. Define Diagnosis

|2 Add Note 2] Add Diagnosis Can also click a variable on the left to add automation.

Name: Untitled Diagnosis 1 Anchor: | HSRP_failover.$virtu...w

Type description of the diagnosis...

Loop Table Rows ,= HSRP_failover v Table Key: virtual_ip ~ &
v If
A iy US-BOS-S... Current v
group_name ~ | Equals v | pair_group v W
B .5 US-BOSS... Current v
virtual_ip v | Equals v | pair_virtual_ip v
C  Select Variable v

Boolean Expression:  Aand B

v Then

[ Set Intent or Task Variable: =

match_group_... v =1

[ Set Intent or Task Variable: =

match_hello v | = $hello_time

[ Set Intent or Task Variable: =

match_hold v | = $hold_time

@ Break Current Loop X

Add Logic v

+ Add Elself ~ + Add Else

o Apply
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13. Add another diagnosis:
a) If condition: Variable match_group_vip |Equals | 0.

b) Then: If the condition is true, then choose RED and error message: $pair_device and
$this_device are HSRP Pairs. Standby device Group and Virtual_IP are not the same.

c¢) Check the selection boxes: Set Status Code for Device and Set Status Code for Intent.

Ql v~ A - Add Note 2] Add Diagnosis Can also dick a variable on the left to add automation.
Untitled Diagnosis 2 Name: Untitled Diagnosis 2 Anchor: w
Untitled Diagnosis 1 Type description of the diagnosis...

[[] Loop Table Rows

~ If
A Current
0' match_group_vip ~ | | Equals ~ |0 ~ o
B Select Variable v
~ Then
' Diagnosis Message: [[] Save to Incident =
o ~ | $pair_device and $this_device are HSRP Pairs and the standby device Group and V

Set Status Code for Device:
@ Error  ~  $pair_device and $this_device are HSRP Pairs and the standby device Group

o Set Status Code for Intent:

@ Error  ~  $pair_device and $this_device are HSRP Pairs and the standby device Group

Add | aic
=+ Add Elself

d) Add an Elself condition:
A: match_hello|Does not equal | pair_hello
B: match_hold | Does not equal| pair_hold
Boolean Expression: A or B

e) Then: If Elself condition is true, then choose RED and error message:
$pair_device and $this_device hello and hold time do not match:
$pair_device device Hello time $pair_hello and hold time $pair_hold
$this_device device Hello time $match_hello and hold time $match_hold
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f) Else: If Elself condition is not true, then choose Green and success message:
$pair_device and $this_device hello and hold time is the same.

g) Check the boxes next to Set Status Code for Device and Set Status Code for Intent.

h) Click Apply to save and close the diagnosis window.

2. Define Diagnosis

Ql v A |2 Add Note 2 Add Diagnosis
~ Elself i Delete
Untitled Diagnosis 2
B A Current &2 US-BOS-S...
Untitled Diagnosis 1
match_hello v | | Does not equal ~ | pair_hello v @
o B Current & US-BOS-S...
match_hold ~ Does not equal ~ pair_hold v W
C  Select Variable v

Boolean Expression: AorB

~ Then

|2 Diagnosis Message: [[) save to Incident

o gl
O

v
Set Status Code for Device:

© Error

~
Set Status Code for Intent:

v

© Error

Add Logicv

~ Else

L g
O

|2 Diagnosis Message: [[J save to Incident

~ $pair_device and $this_device hello and hold time is same

Set Status Code for Device:

@ Success v $pair_device and $this_device hello and hold time is same
Set Status Code for Intent:

@ Success v $pair_device and $this_device hello and hold time is same

Add Logicv

+ Add Elself

Cao Apply

Can also click a variable on the left to add automation.

$pair_device and $this_device hello and hold time do not match: $pair_device dev

$pair_device and $this_device hello and hold time do not match: $pair_devi

$pair_device and $this_device hello and hold time do not match: $pair_devi

i Delete
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14. Back in the Network Intent (Edit Mode), Click Save and Run to execute the intent.

NOTE: You can adjust the default value of macro variables to cover all conditions.

Network Intent (Edit Mode)

|| HSRP Pair failover check_followup & Diagnosis Tree Run with Live Data Save @Help =

HSRP route failure check . Intent Map: Select ~

| Seed Logic

Netwaork Intent (View Mode) - All Network Intents/Arun Belide/HSRP Pair failover check_followup

Tag: +Add 5
- __ BLI Diagnosis =
' | HSRP Pair failover check_follow...  HSRP route failure check . Open 0 Ho0 AEit =
dit Diagnosis =
Result: 08/02/2024 01:49 PM ~ Y O Run | v with Live Data -
This intent execution is finished at 08/02/2024 01:49 PM with O errors. You can View Execution Log
[S) standby device and US-BOS-SW1 are HSRP Pairs and the standby device Group and Virtual_IP do not match 2 View v o
oop
~ @/ US-BOS-SW1 [S]) standby device and US-BOS-SW1 are HSRP Pai... 1
4 @ show standby 2 Diagnoses

1 S-BOS-SWl>show standby

2 V1anl@@ - Group 1 (version 2)

3 State is Standby

4 1 state change, last state change 32w3d

5 Virtual IP address is 10.8.1.1

6 Active virtual MAC address is 000@.0c9f.f@@1 (MAC Not In Use)
7 Local virtual MAC address is @000.0c9f.f0@1 (vZ default)

8 Hello time 5 sec, hold time 15 sec

9 Next hello sent in 4.000 secs

10 Preemption enabled

11 Active router is 10.8.1.3, priority 1@5 (expires in 12.64@ sec)
12 MAC address is aabb.cc8@.1500

13 Standby router is local

14 Priority 9@ (configured 9@)
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8.3.2 Create a parent intent

Let us create a parent intent based on the intent created in Section 8.3.1 as a parent intent.

1. Save As the follow up intent as HSRP Pair Failover Check_parent.

Network Intent Manager > Commaon Intent

Common Intent

Search...

All amy (20)  cmd (2)

4 AD s
HSRP Pair failover check
RBC - RE Vlan-interface

W Ajay (41)

40 Ajeet(2)
STP Lab3
‘WrapperTest_delete

470 Arun Belide (7)
CPU Usage Check (Cisco 10S)
HSRP Pair failover check_parent
HSRP Status Check_Pair failover ch
HSRP Status Check_Pair failover ch
Interface Status Check (Cisco 10S)
Uptime check (Cisco 10S)
‘Wrapper_Cisco 105 device

Library (76,

L1 - Config Change ... (2)

@Hep 5 ¥ X

v

2| +New Intent

Save as Network Intent x

Search,

47 All Network Intents

5 Automation Library

L1 - Enwirc

0 Automation Library Kunal

I Automation Library PKG11

™ Automation Library Ty

Open Intent

Diagnosis Tree

Intent Replication Wizard

Auto Intent Wizard

Name:
Rename

Copy Path

WK

W Cloud Assessment Reference Library

Debug

I DrDave

HSRP Pair failover check_parent

Cancel Save

Save As &
Move To...

Export

2. Open the new intent HSRP pair failover check in the edit mode.

3. Remove the macro variables that are set while configuring follow-up intent :

a) Open Full settings for Template from = menu.

Network Intent (Edit Mode)

HSRP route failure check
|| Seed Logic
| & +Device |
v & US-BOS-SW1

4 B0 show standby

'\ HSRP Pair failover check_parent

& Diagnosis Tree

Replication Logic @

1 |US-BOS-SWisshow standby

Type Description here...

Type Description here...

Run

Intent \

B + Add Config Di

Z  Vlanl@@ - Group 1 (version 2) 0 sta
3 State is Standby Foll
4 1 state change, last state change 31wld
5 Virtual IP address is 18.8.1.1
(5] Active virtual MAC address is @@0@.0c9f.fe@l (MAC Mot In Use)
7 Local virtual MAC address is @@@0.@caf.fedl (vZ default)
8 Hello time 5 sec, hold time 15 sec
9 Next hello sent in ©.688 secs
10 Preemption enabled
11 Active router is 10.8.1.3, priority 105 (expires in 13.392 sec)
12 MAC address is aabb.cc80.1500
13 Standby router is local
14 Priority 9@ (configured 9@)
15 Group name is "hsrp-¥1100-1" (default)
16 V1anle@ - Group Z (version 2)
o~ L Shate 18 ACkiMe - o o o e e o e e

with Live Data

Intent Settings
Intent Variables
ull Settings for Template {@
Lock Settings
Add Intent Diagnosis Block
Add Diagnosis via Auto Intent
Switch Devices
Define Abstract
Named Tag
Export
Save as
View Original Text for Diagnoses @
View Surmmary Text for Diagnoses
Publish Intent
Intent Replication Wizard

Auto Intent Wizard
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b) Go to the Macro Variable tab section.
c) Delete the variables (pair_group, pair_virtual_ip, pair_hello, and pair_hold).

d) Click OK to save the modifications and close the window.

Full Settings for Intent Template

() Serve as Template for: (&) Device-based Replication () Path-based Replication [[] Enable Meighbor Pair Replication

Intent Qualification o Macro Variable Critical Variable Advance Settings

4ltems  + Device Variable  + Command Variable
4 Seed Device Macro Variable Source Type Default Value Look up Data for Device

4 « US-BOS-5W1

[ pair_group Device string 0 Used Default Value v | /£ ﬁ'o
[ pair_virtual_ip Device string 0 Used Default Value ~
[= pair_hello Device number 0 Used Default Value ~
[ pair_hold Device number 0 Used Default Value v

Preview Data Cao oK

4. Click Edit Diagnosis to open the parser.

Network Intent (Edit Mode)

I HSRP Pair failover check_parent & Diagnosis Tree Run with Live Data Save @ Help =
HSRP route failure check - o Intent Map: Select ~
/i Seed Logic Replication Logic @
A k
| @ + Device | Intent Variables: Manager |  Tag +Add
~ & US-BOS-SW1 Type Description here... [ + Add Config Diagnosis ED + Add CLI Diagnosis =
4 @ show standby Type Description here... oEdit Diagnosis =
1 |US-BOS-SWi>show standby : —
2 Vlanl0@ - Group 1 (version 2) [ standby device availability im
3 State is Standby Follow-ups
4 1 state change, last state change 31wld
5 Virtual IP address is 18.8.1.1
] Active virtual MAC address is 0000.0c9f.feRl (MAC Not In Use)
7 Local virtual MAC address is @@@0.8cof.f@ol (vZ default)
8 Hello time 5 sec, hold time 15 sec
9 Next hello sent in @.608 secs
10 Preemption enabled
11 Active router is 10.8.1.3, priority 1@5 (expires in 13.392 sec)
12 MAC address is aabb.cc8@.1500
13 Standby router is local
14 Priority 9@ (configured 9@)

15 Group name_is "hsrp-V118@-1" (defgult
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In the parser, add a column, backup_ip device name, to the parser output table by converting
the backup_ip to the device name using the function call:

a) Go to All Intent Variables > Intent Variable >HSRP_failover table, click on the drop down
menu, and choose Add Formula Column.

CLI Command Diagnesis

&/ US-BOS-SW1 show standby

1. Define Variable

Formati

v +
(2 Double-click a variable to parse. Select

Current Device ~ | 07

2 aVlanl®@ - Group 1 (vers
3 State is Standby

4 1 state change, las
5 Virtual IP address isg
6 Active virtual MAC a
7 Local virtual MAC ¢
2 Hello time 5 sec, ho
9 Next hello sent in

10 Preemption enabled
11 Active router is 1@.
12 MAC address is aabb
13 Standby router is lo
14 Priority 9@ (configu
15 Group name is “hsrp-
16 4Vlanl@d - Group Z (vers
17 State is Active
18 2 state changes, le
19 VWirtual IP address ig
20 Active virtual MAC a
21 Local virtual MAC ¢
22 Hello time 5 sec, i
23 Next helle sent.in
24 L T T P )
@Help | Allintent Variables

Intent Variable

+ Add Formula Column

. Intent
4 e US-BOS-5W1

4 .= HSRP_failover

interface (strin... state (string)

Standby

Active 31wid 10.8.1.8 10.8.1.2 hsrp-V1100-2
Add Formula Column x B

Vian100
Vian100
Vian101

Intent Variables for Seed Logic

Use Automation Data Table

Task Variable

@ show standby

change_time (... wvirtual_ip(... & Standby_route.. grovp

31wid 10.8.1.1 hsrp-

Name:
Type: | string v
I & US-BOS- Initial Value:
Definition: e.g. $bgp_config + $ospf_config

@ Help

+ [ Variable  + [[] Function

Cancel OK

Add Formula Column

. Refresh

5 15
5 15

Close

)

b) In the Add Formula Column dialog, add the name Standby_host_name and Type is string.

c) Definition: Choose the function IpToHostname and variable ($Standby_router).

Add Formula Column X

Name: | Standby_host_name
Type: | string
Initial Value:
Definition:
+ & variable
© Help

IPToHostname ( $Standby_router) o

+ [[] Function

Cancel
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NOTE: As you type IP in the Definition field, the list of functions with IP will appear as a list.
Choose the function IpToHostname.

Add Formula Column

Name: | Standby_host_name
Type: | string ~
Initial Value:

Definition: = ip

B @ |PNumberToString
@ IPStringToNumber
@ PToHostname

@ 'PTointerfaceName
(@ 'PToSubnet

IPToHostname

string IPToHostname (string ip)

Convert an IP address to the hostname.

d) Click OK to save and close the dialog.
e) Close the Intent Variables window.

6. Refine the parser variable standby_router further to remove “,” from the ip to use the
functionality IpToHostname:

Test on Devices: 0 =

Variable (0) <& H5RP_failover w | # Type: Paragraph @ + Mew Pattern v

il

“v |—| 4 1 state change, |ast state change B1wid| Add Parent
Add Start Line

I
i
) I
Add End Line v
Varline3 Virtual IP address is $wvirtual_i e e |
Define Replacement

| 5  |virtual IP address is [10.8.1.1] Comparison Settings
End of Paragraph
R Y R I A F A | S Y Rename
Remove the “,” from the mmmm——— i

parser variable using $virtual_ip B ‘-{ $standby ro... v | Insert Pattern b

Define Repalcement : ocal : hSrpVI100- :

10.8.1.8 H - 10.81.3, : hsrp-vi100-2 5

3Mwid 10.8.1.17 l local : hsrp-vI101-1 5

-
A
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a) Select Define Replacement from = menu to the corresponding dialog.

b) Click +Add Row.

c) Inthe field Find What, enter the text “(\d+.\d+.\d+.\d+),”. We are constructing the variable
for “ip 10.8.1.3,” inside the braces.

Check the selection box under Regular Expression.

e) Inthe field Replace With, enter the text “$1".

NOTE: Replace With is to replace the expression defined in the field Find what. Here, $1
stands for variable 1, and it will replace the expression defined inside the braces of
the Find What field.

f) Click OK to save the settings and close the window.

Define Replacement in HSRP_failover X

Define the replacement logic to search and replace the text before parsing variables(exception: text variable).

Items: 1+ Add Row [& Import [3 Export

Find What Match Whole Word  Match Case  Regular Expression  Replace With Replace Matches
O+ Ad+Md+AdH), o 0 O 0 #1 o Al v| =
Preview

Original Text Replacement Text
1 U5-BO5-5Wl=show standby 1 US-BOS-5Wl=show standby
2  Vlanle@ - Group 1 (version 2) 2  Vlanle@ - Group 1 (version 2)
3 State is Standby 3 State is Standby
4 1 state change, last state change 31wld 4 1 state change, last state change 31wld
5 Virtual IP address is 10.8.1.1 5 Virtual IP address is 10.8.1.1
6 Active virtual MAC address is 0000.@c9f.f@@l (MAC Not In Use) 6 Active virtual MAC address is ©0000.0c9f.f@@l (MAC Not In Use)
7 Local virtual MAC address is @00@.0c3f.f@0l (vZ default) 7 Local virtual MAC address is @@000.0c3f.f@@1 (vZ default)
& Hello time 5 sec, hold time 15 sec & Hello time 5 sec, hold time 15 sec
9 Next hello sent in B.6@8 secs 9 Next hello sent in 8.608 secs
10 Preemption enabled 18 Preemption enabled
11 | Active router is 10.8.1.3, priority 185 (expires in 13.392 sec 11 Active router is 10.8.1.3 priority] 105 (expires in 13.392 sec)
12 MAC address is aabb.cc8@.1500 12 MAC address is aabb.ccB8@.1500
13 Standby router is local 13 Standby router is local
14 14

Cancel o]
&
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g) The final output of the variable standby_router will be:

Output + Parse Lines —

change_time $vir‘tua|_ip@ ~ | $5tandby ro.. ~ | $group_name “  $hello_time w

Twid 10.8.1.1 local hsrp-¥1100-1 5
Twid 10.8.1.8 10.8.1.3 hsrp-¥I1100-2 5
Twid 10.8.1.17 local hsrp-¥1101-1 5

7. Backin the diagnosis window, go to the Define Diagnosis ribbon, delete the diagnosis created
for follow-up intent, and create a new diagnosis as follows:

a) Name: Standby device check.

b) Anchor: Standby_router.

c) Check the selection box of Loop Table Rows and select the table HSRP_failover.
d) Table Key: Select the variable virtual_ip.

e) If condition: Standby_router | Is not empty.

> 2. Define Diagnosis

| Add Note [0 Add Diagnosis Can also click a variable on the left to add automation,

Mame: Standby device check 0 Anchor: HSRP_faiInver.ﬂtan...o

Type description of the diagnosis...

¥] Loop Table Rows .= HSRP_failover - Table Key: virtual_ip VQ &
~ If

A US-BOS-SW1 Current

Standby_host_name ~w | Isnot empty w m}

B | Select Variable e
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f) Then: Remove the Diagnosis Message and add a follow-up action from the Add logic
dropdown > Follow-up Intent.

2. Define Diagnosis

Y Add Note [1 Add Diagnasis Can also dlick a variable on the left to add automation.

Mame: Standby device availability Anchor: | HSRP_failover.$5tan...w

Type description of the diggnosis...

Set Intent Baselire
Advanced >

Add Logic ~

Create Diagnosis Message failover Table Key: virtual_ip ~ @
Intent Data View
Draw Map » Bnt
Send Email ~ || Is not empty o &
Follow-up Intent @

~

Loop Table Ruws .= HSRP_failover Table Key: virtual_ip &
~ If
A US-BOS-S. Current w
Standby_host_riame w || Is not empty v il
B Select Variable i
~ Then
(2 Follow-up Intent: (&) Network Intent Current Intent (Selfy () Stop =
e e e e, e e e i, i St o T e D e o S o
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g) Click the Network Intent link to choose the follow-up intent in a new dialog Follow-up
Intents.

i. Inthe Follow-up Intents window, choose Select Intent Template.

ii. Inthe Select Intents dialog, navigate to the follow-up intent (HSRP pair failover
check_followup) and check the selection box.

iii. Click OK to save the selection and close the window.

Follow-up Intents

0 Follow-up Intents: + Follow-up v @

Select Intent (Standalone)
Select Intent Template
-
Select Inténts from ADT
Select Intent Templtes yja ADT

Select Intent Templates

Select Intent Template from: (@ All Intents () Installed Intents

e
Select Intent Cluster ~ =y
Type: Common Intent v Filter by: no filter v~ hsrp X
All 10.10.10.1 (6)  192.168.29.62 (4) 3Com(5) SReport(2) = AAA(S5)  Acce: »
4 [ Ajeet

¢ [J%n NiParser Exploratory Testing
4 B Arun Belide
11 HSRP Pair failover check_followup
[C] 11 HSRP Pair failover check_parent
[CJ 10 HSRP Status Check
4 [J70 Assessment Reference Library
¢ [J% Fault Tolerance Assessment
I [[J% Network Compliance Assessment
4 [[1m Automation Library
b [Jos 04 - Failover
4 [Jm Biel
[T 1% HSRP Track and Preemption Configuration Check-Colector
4[] Cookbook
[CJ ¥ HSRP Status Check

[C1Prune other follow-up intents

CanceWK
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iv. In the Replication Settings:

Set the Replicate Current Intent to: Device by Variable and choose the variable
Standby_host_name.

v. Inthe Set Macro Variables of Seed Intent Template: set the variables for macro variables
as follows:

vi. Click Save to save and close the follow-up intents.

Follow-up Intents X

1 Follow-up Intent: + Follow-up v @

~ | HSRP Pair failover check_followup (Intent Template) o]

Description: = When...

Replication Settings:
o Replicate Current Intent to: | Device by Variable v Standby_host_name (HSRP_failover) v

Set Macro Variables of Seed Intent Template:

4 Seed Device Macro Variable Type Set Variable

4 &2 US-BOS-SW1

pair_group string group_name (HSRP_failover) v
o pair_virtual_ip string virtual_ip (HSRP_failover) v
pair_hello number hello_time (HSRP_failover) v
pair_hold number hold_time (HSRP_failover) v
[C] Merge multiple replicated intents into one 1/1 Device Key Set for Selected Table

Follow-up Execution: Settings

[CJPrune other follow-up intents Cao Save
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h) Back in the Define Diagnosis ribbon, add an Elself condition for the unknown standby
devices:

A: Standby_router | Contains | Unknown
i) Then: Define the diagnosis message: $this device does not have standby HSRP.
j) Check the boxes next to Set Status Code for Device and Set Status Code for Intent.

k) Click Apply to save and close the diagnosis window.

Add Logic ~
~ Elself i Delete
A . US-BOS-S..  Current v
Standby_router ~  Contains ~ | unknown v I
B | SelectVariable v
~ Then
! Diagnosis Message: [[] 5ave to Incident =

“w  %this_device do not have standby HSRP o

Set Status Code for Device:
@ Error  ~  %this_device do not have standby HSRP
Set Status Code for Intent:

© Error  ~  $this_device do not have standby HSRP

+ Add Elself -+ Add Else

Cﬂno Apply

8. Inthe Network Intent (Edit Mode) dialog, click Save.

9. Click Run to execute the intent.
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Network Intent (Edit Mode) X

' HSRP Pair failover check_parent s Diagnosis Tree o Run with Live Data o Save @Help =

HSRP route failure check . Intent Map: Select
/| Seed Logic Replication Logic &
Intent Variables: Manager |  Tag: +Add =]
v & US-BOS-SW1 Type Description here... [ + Add Config Diagnosis + Add CLI Diagnosis =
4 [ show standby Type Description here... Edit Diagnosis =

|)s-B0S-SW1>show standby
V1an1@® - Group 1 (version 2)
State is Standby
1 state change, last state change 31wld

; B standby device availability |m]
3

4

5 Virtual IP address is 10.8.1.1

6

7

8

Follow-ups
Active virtual MAC address is 0000.0c9f.f001 (MAC Not In Use)

Local virtual MAC address is 0000.0c9f.f001 (v2 default)
Hello time 5 sec, hold time 15 sec

10. Open the diagnosis tree to see the results.

Network Intent (View Mode) - All Network Intents/0_Power User 2 Sandbox/HSRP Pair failover check_parent

1| HSRP Pair failover check_parent  HSRP route failure check k . Open 0 &0 ~ZEedit =

Result: 08/02/2024 01:59 PM o i ® Run ‘ ~  with Live Data

This intent execution is finished at 08/02/2024 01:5%PM with 0 errors. You can View Execution Log

[S) US-BOS-SW1 and US-BOS-SW2 hello and hold time is sara, 2 View v

v~ & US-BOS-SW1 1 Diagnosis

Diagnosis Tree of HSRP Pair failover check_parent X

Source: & ArunKumar.Belide@netbraintech.... Current NI: % HSRP Pair failover check_pa..- Execution Time: 08/02/2024 01:59:30 PM ~ | {5} View Settings =} Auto Layout | 5 =

Pre-Execution | Post-Execution

Untitled Diagnosis 1
show standby

| ' = Because. Ty
- - @ - - -©

° I Rt _BOS- i ; -BOS-
& ArunKumar.Belide... HSRP Pair fallover ch... US-BOS-SW1 S@iﬁtiesvg:dz\;.. HSRP Pair failover ch... US-BOS-sW2 m
Untitled Diagnosis 2
show standby
Legend
Network Intent Details - HSRP Pair failover check_parent -
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8.3.3 Replicate the intents for all HSRP devices using ADT

In this section, you will use the Intent Replication Wizard to replicate the intent to all devices in
the HSRP device group. As a first step, open the intent from the intent manager and the Intent
replication wizard as shown:

Network Intent Manager > Comman Map Intent B@Help & ¥ X
Common Map Intent o v
Search... Q,

All
4 [ Desktop
Ping Cisco
Route Check (Cisco 105)
4 [ Public

4 cookbook

HSRP Status Check Open e
~

= & -
4 [ JunLiang ~
Network Intent (View Mode) - Common Map/Public/cookbook/HSRP Status Check X
||| HSRP Status Check HSRP route failure check . Open 0o 50 /05
Fl n - -~
Named Tag
4 Result s @ View Abstract
Run Settings
No result available because this intent has not been executed.
Data Clean Settings
Edit
Save as
v e US-BOS-SW1 1 Diagnosis P
Refresh
4 @ show standby 1 Diagnosis Export
1 s-B0S-SWi>show standby Share to Incident
2  Nlanl@@ - Group 1 (version 2) HSR Publish Intent
3 State is Standby
4 1 state change, last state change 31wld OIntent Replication Wizard
5 Virtual IP address is 18.8.1.1 Auto Intent Wizard
6 Active virtual MAC address is 0000.@c9f.feel (MAC Not In Lol e A
7 Local wirtual MAC address is @0@0.0c3f.feol (vZ default
8 Hello time 5 sec, hold time 15 sec
9 Next hello sent in @.008 secs
1@ Preemption enabled
11 Active router is 10.8.1.3, priority 105 (expires in 13.39
12 MAC address is aabb.cc80.1500
13 Standby router is local

— — e

1. Inthe first step (Seed Intent), Validate the default seed intent and go to the next section.

2. Inthe second step (Define ADT), provide the basic input to create a new ADT, such as name,
ADT location and target devices.
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3. Inthe third step, define the intent qualification with device group HSRP Devices to include
devices for the seed intent to replicate on.

4. Inthe fourth step, Replicate Intent, modify the name of the Replicated Intent In the ADT
Columns section and add more columns that you want in the final ADT.

Intent Replication Wizard - HSRP Status Check

Seed Intent Define ADT Replication Settings Replicate Intent

ADT Columns: Additional Columns v b

Column Data Column Name Tag Raplicated Intent
Replicated Intent ~ HSRP failovero 0 tags [ Intent Message
Initent Status Code
(7] Cavice Status Code
Intent Devices
[ lutent Map
[CJIrtent CLI Comma...

Last Execution Time

g

5. Click Save and Replicate to save all the settings and create ADT. An option Open Output ADT
will appear. Click it to open the table in the ADT Manager.

Intent Replication Wizard - HSRP Status Check
seed eent efine APT Replicaticn S o m

ADT Columns: Additional Columns v
Column Data Column Name Tag
Replicated Intent HSRP failover 0 tags
[s] Intent Message Intent Message
& Intent Devices Intent Devices
4 Last Execution Time Last Execution Time

o Save and Replicate

© Selection Mode: Device-based Replication, ADT: HSRP Route Failure, 0 Macro Variables. Previous Finish
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Intent Replication Wizard - HSRP Status Check

Seed Intent Define ADT Replication Settings Replicate Intent
ADT Columns:
Column Data Column Name Tag

Replicated Intent HSRP failover 0tags

Intent Message Intent Message

&2 Intent Devices Intent Devices

(1) Last Execution Time Last Execution Time

Click to open
the table in
ADT manager.

Replication Request submitted at: 07/26/2024 09:17 PM

© Selection Mode: Device-based Replication, ADT: HSRP Route Failure, 0 Macro Variables. Previous

Additional Columns v~

Save and Replicate

Open Output ADT

Finish

Review the new Intent columns that are added to the table and results.

?'6 Automation Data Table Manager

porh 1 C X & Here Route Failure Table Bullder Last Updated at: 07/30/2024 12:57 PM €, Rebuild Table
Shared Tables (1201)
40 My Tables (5) Description: Type description here...
& ping (1) Items: 19 Rows 4 Columns
F BGP Config Change Diagnosis.
) Day1Lab No. & Device HSRP failover |5]Intent Status Code
£ (TP BRI . BJ-L2-coreB HSRP Status Check BJ-L2-coreB BJ-L2-coreB HSRP hsrp-VI10-100 is stable
o 2 BJ_L2 Core 3 HSRP Status Check BJ L2 Core 3 BJ_L2_Core_3 HSRP hsrp-Fa1/0/9-10 is stable
3 BJ L2 Core 4 HSRP Status Check BJ_L2_Core_4 BJ_L2_Core_4 HSRP hsrp-Fa2/0/3-0 is stable
4 BJ_core_3550 HSRP Status Check B)_core_3550 BJ_core_3550 HSRP None is stable
5 Bur-isp-gwi HSRP Status Check Bur-isp-gw1 Bur-isp-gw1 HSRP hsrp-Gi0/0/0-200 is stable
6 IPv6Lab-5W8 HSRP Status Check IPv6Lab-SW8 IPv6Lab-SW8 HSRP hsrp-Et0/1-1 is stable
7 IPv6Lab-SW3 HSRP Status Check IPv6Lab-SW9 IPv6Lab-SW9 HSRP hsrp-Et0/1-1 is stable
8 PE-3600X-01 HSRP Status Check PE-3600X-01 PE-3600X-01 HSRP hsrp-Gi0/24-2 is stable
9 PE-3600X-02 HSRP Status Check PE-3600X-02 PE-3600X-02 HSRP hsrp-Gi0/13-2 is stable

HSRP Status Check PE-ASR1K-01

10 PE-ASR1K-01 PE-ASR1K-01 HSRP hsrp-Te0/0/0-15 is stable

1 PE-ASR1K-02 HSRP Status Check PE-ASR1K-02 PE-ASR1K-02 HSRP hsrp-Gi0/0/5-10 is stable

12 Sjc-Dist-3750-02 HSRP Status Check Sjc-Dist-3750-02 Sjc-Dist-3750-02 HSRP hsrp-VI30-0 is stable

13 US-BOS-SW1 HSRP Status Check US-BOS-5W1 US-BOS-SW1 HSRP hsrp-VI100-1 is stable

14 US-BOS-SW2 HSRP Status Check US-BOS-SW2 US-BOS-SW2 HSRP hsrp-VI100-1 is stable

15 bjtad02237-SW2 HSRP Status Check bjta002237-SW2 bjta02237-SW2 HSRP hsrp-VI481-1 is stable

HSRP Status Check bjta002238-SW3

16 bjta002238-5W3 bjtaD02238-5W3 HSRP hsrp-VI481-1 Is stable

17 bjta002444-5W13 HSRP Status Check bjta002444-5W13 bjta002444-5W13 HSRP hsrp-Et1/1-1 is stable

18 bur-isp-gw2 HSRP Status Check bur-isp-gw2 bur-isp-gw2 HSRP hsrp-Gi0/0/0-200 is stable

© 0 0000006066006 6066066 e

19 qapp-c3560-2 HSRP Status Check qapp-c3560-2 qapp-c3560-2 HSRP hsrp-Gi0/15-0 is stable

@ Help

Add Data Manually ~ =

Q| 7 Advanced Filter: Undefined

(4)Last Execution Time

07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM
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8.3.4 Replicate the intent to all HSRP devices

Replicate the intent to all HSRP devices using the Intent Replication Wizard from the network
intent window. In the intent replication wizard, input the seed intent and target devices as follows:
1. Inthe first step (Seed Intent), Validate the default seed intent and go to the next section.

2. Inthe second step (Define ADT), provide the basic input to create a new ADT, such as name
(HSRP Pair failover), ADT location and target device group.

3. Inthe third step, define the intent qualification with device group HSRP Devices to include
devices for the seed intent to replicate on.

4. Inthe fourth step, Replicate Intent, modify the name of the Replicated Intent In the ADT
Columns section and add other columns like Intent Status Code and Last Execution Time as
needed in the final ADT.

Intent Replication Wizard - HSRP Pair failover check_parent

Seed Intent Define ADT Replication Settings Replicate Intent
ADT Columns: Additional Columns vo
Column Data Column Name Tag Replicated Intent
Replicated Intent Replicated Intent 0 tags [[]inent Message
[5] Intent Status Code Intent Status Code o In‘ent Status Code
(L) Last Execution Time Last Execution Time C] Dgvice Status Code
[T]Inzent Devices
["]inzent Map
[TJintent CLI Comma...
Lest Execution Time
o Save and Replicate
© Selection Mode: Device-based Replication, ADT: HSRP Pair failover, 0 Macro Variables. Previous o Finish

5. Select Save and Replicate to save all the settings and create ADT. An option Open Output
ADT will appear. Click it to open the table in the ADT Manager.
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Intent Replication Wizard - HSRP Pair failover check_parent

Seed Intent Define ADT Replication Settings
ADT Columns:
Column Data Column Name Tag

Replicated Intent HSRP Pair failover check

0 tags

Intent Status Code Intent Status Code

(1) Last Execution Time Last Execution Time

Click the link to open
ADT in new window

© Selection Mode: Device-based Replication, ADT: HSRP Pair failover, 0 Macro Variables.

Replication Request submitted at: 08/02/2024 02:30 PM

Replicate Intent

Additional Columns v

Save and Replicate

Open Output ADT

Previous Finish

—
Review the new Intent columns that are added to the table and results.

@.:3 Automation Data Table Manager

Search.

B3 HSRP Route Failure Table Builder Last Updated at: 07/30/2024 12:57 PM €, Rebuild Table
Shared Tables (1201)
400 MyTables (5) Description: Type description here...
Ping (1
e Items: 19 Rows 4 Columns Search...
Ey BGP Config Change Diagnosis:
E) Day1Lab No. & Device HSRP failover |s]Intent Status Code
HSRP Route Failure
B 1 BJ-L2-coreB HSRP Status Check BJ-L2-coreB BJ-L2-coreB HSRP hsrp-VI10-100 is stable
By NTP
2 BJ_L2_Core 3 HSRP Status Check B] L2 Core_3 BJ_L2_Core_3 HSRP hsrp-Fa1/0/9-10 is stable
3 B|_L2 Core 4 HSRP Status Check B|_L2_Core_4 BJ_L2_Core_4 HSRP hsrp-Fa2/0/3-0 is stable
4 BJ_core_3550 HSRP Status Check BJ_core_3550 BJ_core_3550 HSRP None is stable
5 Bur-isp-gw1 HSRP Status Check Bur-isp-gw1 Bur-isp-gw1 HSRP hsrp-Gi0/0/0-200 is stable
6 IPv6Lab-SW8 HSRP Status Check IPv6Lab-SW8 IPv6Lab-SW8 HSRP hsrp-Et0/1-1 is stable
7 IPvGLab-SW9 HSRP Status Check IPv6Lab-SW9 IPv6Lab-5W9 HSRP hsrp-Et0/1-1 is stable
8 PE-3600X-01 HSRP Status Check PE-3600X-01 PE-3600X-01 HSRP hsrp-Gi0/24-2 is stable
9 PE-3600X-02 HSRP Status Check PE-3600%-02 PE-3600X-02 HSRP hsrp-Gi0/13-2 is stable

10 PE-ASR1K-01 HSRP Status Check PE-ASR1K-01 PE-ASR1K-01 HSRP hsrp-Te0/0/0-15 Is stable

1 PE-ASR1K-02 HSRP Status Check PE-ASR1K-02 PE-ASR1K-02 HSRP hsrp-Gi0/0/5-10 is stable

12 Sjc-Dist-3750-02 HSRP Status Check Sjc-Dist-3750-02 Sjc-Dist-3750-02 HSRP hsrp-VI30-0 is stable

13 US-BOS-SW1 HSRP Status Check US-BOS-SW1 US-BOS-SW1 HSRP hsrp-VI100-1 Is stable

HSRP Status Check US-BOS-SW2

14 US-BOS-sw2 US-BOS-SW2 HSRP hsrp-VI100-1 is stable

HSRP Status Check bjta002237-SW2

15 bjta002237-5W2 bjta002237-5W2 HSRP hsrp-VI481-1 is stable

16 bjta002238-5W3 HSRP Status Check bjta002238-SW3 bjta002238-SW3 HSRP hsrp-VI481-1 is stable

17 bjta002444-SW13 HSRP Status Check bjta002444-SW13 bjta002444-SW13 HSRP hsrp-Et1/1-1 is stable

18 bur-isp-gw2 HSRP Status Check bur-isp-gw2 bur-isp-gw2 HSRP hsrp-Gi0/0/0-200 is stable

(B oA A R RO o I N O B A A o M B OB B A O M C O]

19 qapp-c3560-2 HSRP Status Check qapp-c3560-2 Qqapp-c3560-2 HSRP hsrp-Gi0/15-0 is stable

@ Help

Add Data Manually v =

Q7 Advanced Filter: Undefined

(1) Last Execution Time

07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:05 PM
07/29/2024 03:55:07 PM

07/29/2024 03:55:07 PM
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8.3.5 View and Run the intents in ADT

Navigate to the ADT you have just created, and we shall run the intent as follows:
1. Go to the Intents column, hover the mouse on the column header, and click Run.

2. Click Rebuild to refresh the results in the Intent Status code.

g Automation Data Table Manager
Search <«
&, HSRP Pair failover Table Builder Last Updated at: 08/02/2024 03:36 Po:iehuuld Table
Shared Tables (1208)
410 My Tables (6) Description:  Type description here...
Ping (1
ng (1) Items: 19 Rows 4 Columns Search...
& BGP Config Change Diagnosis
% Day1Lab No. & Device HSRP Pair failover co.. R@ (] Details [S]Intent Status Code
&) HSRP Pair failover P
o 1 BJ-L2-coreB HSRP Pair failover check_parent BJ-L2-coreB @ BJ-L2-coreB do not have standby HSRP
) HSRP Route Failure
® NTP 2 BJ_L2_Core 3 HSRP Pair failover check_parent BJ_L2_Core_3 ® BJ_L2 Core_3 do not have standby HSRP
3 BJ_L2_Core_4 HSRP Pair failover check_parent B)_L2_Core_4 @ BJ_L2_Core_4 do not have standby HSRP
4 BJ_core_3550 HSRP Pair failover check_parent BJ_core_3550 @ BJ_core_3550 do not have standby HSRP
5 Bur-isp-gw1 HSRP Pair failover check_parent Bur-isp-gw1 @ Bur-isp-gw1 do not have standby HSRP
6 |Pv6Lab-SW8 HSRP Pair failover check_parent IPv6Lab-SW8 ® IPv6Lab-SW8 do not have standby HSRP
7 IPv6Lab-SW9 HSRP Pair failover check_parent IPv6Lab-swa @
8 PE-3600X-01 HSRP Pair failover check_parent PE-3600X-01 © PE-3600X-01 do not have standby HSRP
9 PE-3600X-02 HSRP Pair failover check_parent PE-3600%-02 @ PE-3600X-02 do not have standby HSRP
10 PE-ASR1K-01 HSRP Pair failover check_parent PE-ASR1K-01 @ PE-ASR1K-01 do not have standby HSRP
1 PE-ASR1K-02 HSRP Pair failover check_parent PE-ASR1K-02 @ PE-ASR1K-02 do not have standby HSRP
12 Sjc-Dist-3750-02 HSRP Pair failover check_parent Sjc-Dist-375... ‘@ Sjc-Dist-3750-02 do not have standby HSRI
13 US-BOS-SW1 HSRP Pair failover check_parent US-BOS-sW1 @ US-BOS-SW1 do not have standby HSRP
14 US-BOS-SW2 HSRP Pair failover check_parent US-BOS-SW2 ® US-BOS-SW2 do not have standby HSRP
15 bjta002237-5W2 HSRP Pair failover check_parent bjta002237-... ® bjta002237-SW2 do not have standby HSR
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8.3.6 Create the Dashboard

Let us create the intent dashboard from the ADT. Open the New Intent Dashboard from the intent
HSRP Failover column = menu.

@f) Automation Data Table Manager

Search... L, S«
) HSRP Pair failover Table Builder Last Updated at:

I B0 Shared Tables (1208)
400 My Tables (6) Description: Type description here...

Ping (1)

Items: 19 Rows 4 Columns

B BGP Config Change Diagnosis

Create Intent Dashboard

HSRP Pair failover check 05

HSRP pai  Run Intents Once

HSRP Pl Run Intents via Timer
Create Intent Dashboard for ADT 'HSRP Pair failover' al

HSRP Pai Open Seed Intent

Name: HSRP Pair failover o HSRP Pai Rebuild Intent-related Column Group
. Remove Empty Wrapper Intent
- HSRP Paj
ion: My Dashboards
Location Y Vo Enable Auto Intent
HSRP Pai
[Juse Template HSRP Pai Export Diagnosis Result to CSV
View Summary Report
HSRP Paj v rep
Data Source Automation Data Table v HSRP Pai Export Intent Output Map
Debug Empty Cells
Automation Data Table: HSRP Pair failover HSRP Py
Tag Current Column
HSRP Pai

Include Triggered Follow-up Intent Results di
& Hsrppa Edit
\

Intent Column:  HSRP Pair failover check v \H\SRP paj Delete
Set as Table Key
HSAP Pai

[ Filter Intent by Devices
HsRp pd Submit Related Commands to Benchmark

HSRP Pal ew Intent %ﬁhboard

Time Range Last 7 Days v

Cancel Create
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In the Create Intent Dashboard dialog, Open Intent Dashboard to view the results summary and

result history.

Create Intent Dashboard X

Q Intent dashboard has been created.

You may open to view the dashboard, or choose to add it to a

summary dashboard.

Add to Summary Dashboard Open Intent Dashboard . d
'~
~
~
~
-
~
-
HSRP Pair failover Last Refreshed at 2/8/2024,2:58:00pm < £ @& =
Summary 2/8/2024, 2:58:05 pm  View Report Device Information 2/8/2024, 2:58:05pm  View Report

_ Intents

118 Times Executed : 19 Bredites

- Intent-level Alerts X @ Cisco 10S Switch Cisco Router

Intent Result History 2/8/2024,2:58:05 pm  View Report

Time Range: All ¥ Result: All v
-&- Sum of Intent Alert Status Code Count -+ Sum of Intent Success Status Code Count

12
000-00-00-00000000-0-00 0090000 e '/:\. T e Qro—Q—M—‘%‘N.AW»Qm

0

A

S (I S S |
A T X
O

A’ A O Gl N . Gl L C S L NS
AR WA A A a7 A Al Y A a )

a AT Q Q Q Q A Q A R \
{ S S @
LN AL S S A R S S N TIPS AP\

Top Five Intent Alerts

Intent Name Map Execution Time Intent Alert Status Code Co... Intent Success Status Code ... Intent Status Code Summary Intent Alert Detection
HSRP Pair failover check_p... View Map 31/7/2024, 6:57:07 pm 8 0 PE-3600X-02 do not have st... 1
HSRP Pair failover check_p... View Map 2/8/2024, 2:47:06 pm 8 0 PE-3600X-02 do not have st... 1
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9 Collaborative Troubleshooting

In Chapter 4, you learned how an end user can troubleshoot a network problem with the auto
intent and Chabot. You learned how to use the follow up intent to encapsulate a set of intents into a
wrapper intent, which hides the detailed intent implementation from the end user and can function
as a public interface to the end user, which will be accessed as an auto intent or as a chatbot.

In this chapter, we will dive deeper into the troubleshooting. We will use the BGP as an example to
illustrate how to apply intent-based automation to collaborative troubleshooting. You will create
and include all BGP-related intents, such as checking BGP config change, BGP neighbor stability,
and route-reflector-client, into a wrapper intent. They will be exposed to the end user interface,

such as Dashboard, Auto-intent, and Chatbot.
o_©O

User Interface Dashboard Auto-Intent Chatbot

Public Functions BGP Assessmentand TS
(Wrapper Intents)

BGP route-

Pr;‘fa_t; F‘:"Ctm"s Neighbor reflector-
(Individual Intents) Stability client

The following are covered in this chapter:

1. Document BGP Devices and Configurations

Create a wrapper intent for TS BGP

2
3. Add more BGP troubleshooting intents
4

Create a chatbot for the BGP TS wrapper intent

9.1 Document BGP Devices and Configurations

In this section, you will create an ADT with the base table to include network BGP devices, AS
number, Router id, and BGP configurations. This ADT base table can be used as the base to
replicate any BGP-related intent and the foundation of troubleshooting the BGP issues. The ADT will
be created by the pre-replicated intent with the following steps:
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9.1.1 Create BGP Device Group

Create a dynamic device group to include all network devices.

Create a seed intent to parse BGP AS numbers and configurations.

Define the replication settings and install/decode it.

Create an ADT, building the base table with built-in device properties and signature variables

(As number and BGP configurations).

Create a device group (BGP Devices) with the dynamic criteria using Device Property (BGP

Enabling) and Vendor contains Cisco.

1.

2
3.
4

Click Select Criteria > Device Property and select BGP Enabling from the dropdown.

Add the condition True.

Click Search.

Click OK to save and close the dialog.

Dynamic Search Device X

Search Scope: All Devices

Device Criteria:

A | Select Criteria

BPE Enabling

HA Enabling

VPLS Enabling
Multicast Enabling
BGP Enabling
MC-LAG Enabling
QoS Enabling
VXLAN Enabling

Boo

IPv6 Enabling
NAT Enabling

Seal

Hostname

BUR-R206-Forti200F-1

Berlin-vEdge

BUR-R206-Forti200F-1_(Cloud_...

BUR-R206-Forti200F-1_(Demo-...

Bur-Netbond(Primary)(East-RG...

Vendor

Fortinet

Fortinet

Fortinet

Cisco

Microsoft

~ True o

Model

200F

200F

200F
WS-C4500X-32

Azure MSEE

Search e

Management IP
192.168.0.100
192.168.0.100
192.168.0.100

192.168.0.1

Cancel oK q
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9.1.2 Create an intent to parse BGP AS numbers and configuration
9.1.2.1 Select a device

Define the basic information of the intent, such as name, description, and device and save it to the
intent manager as follows:

1. Click & icon from your desktop > New Intent.

2. Awindow Network Intent in edit mode will appear.

3. Enter the title and a brief description (optional) of the intent.

4. Add the seed devices by selecting the option +Device. You should select a Cisco device with
BGP configured.

5. Click Save to save the intent to the Intent Manager.

6. Click +Add CLI Diagnosis to open the corresponding window and proceed to the next section
to parse the variables and define the diagnosis.

=

Network Intent (Edit Mode) X

'\ BGP Networko Diagnosis Tree Run with Live Data Save olp =

Type description here... _ 7 Intent Map: Select ~
\* Seed Logic Replication Logic

4 Intent Variables: Manager | Tag: +Add[=

v @ US-BOS-R1 Type Description here... [ + Add Config Diagnosie + Add CLI Diagnosis =

No content has been added.
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9.1.2.2 Retrieve Data and Parse Variables

1. Click Retrieve to collect the data from Live Data.
2. Search for bgp data using keywords in the search bar.

3. Select the bgp text 65001 and click Parse Variable in the tip window

Note: You can also double-click the text to get the same result.

Configuration Diagnasis

@ US-BOS-R1 Retrieve ith Live Data

1. Define Variable

2. Define Diagnosis

Format1 v +
(Z) Double-dlick a variable to parse. Select multiple lines to parse a table. Critical Variable (0) Type: Single M
Current Device v | 0B/06/2024 04:09:03 PM bgp e XK A ¥
9 Ured SLOrunge 1¢.8.v.0 £33.£33.9.9

238 redistribute Bgp 65001 subnets route-mop AWS-Ohio-M
231 network 10.8.1.9 0.9.08.255 area @

232 default-information originate always

233 distribute-list prefix BOS-TOR-Traffic in

234 !

235 router bgp 65001
236 bgp router-id 1
237 bgp log-neighbo’ .

238 redistribute ospf 1 match internal external 1 exter
239 neighbor 6.7.8.9 remote-as 12345

arse Variable

4. Intheright pane Var Line 1 field, update the variable name to router bgp $int:bgp_as.

—

Test on Devices: 0 =

riable (D) i Pattern ~ 4 Type:Single @ + New Pattern v

Varline 1 router bgp $int:bgp_aso =

+ Field

OQutput + Parse Lines o _

$bgp_as(int) = 65001
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5. To parse the router id, select text 10.10.10.10 and click Parse Variable in the tip window.

6. Parsing BGP configuration: To parse the multiple lines into one variable, use the function
LineByVariables:

a) Click + Parse Lines.
b) Enter Variable name bgp_config.
c) Check The line between the radio button and parse the lines between $bgp_as to End.

d) Review the Pattern LinesByVariable[$bgp_config]:$bgp_as- and click Apply.

Parse Lines

MName: hgp config o

() The line of variable:

@ The line between:  $bgp_as ~ 10 Epnd o ~

() The line contains keyword:

Output:

$bgp_config=

router bgp 65300

bgp router-id 192.168.20.254

bgp log-neighbor-changes
redistribute eigrp 1 route-map E2B
neighbor 100.30.0.1 remote-as 10000
l

ip forward-protocol nd

Pattern: ' | inesByvariable[$bgp_config]:$bgp_as-

Cancel Apply q
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e) Back in the Configuration Diagnosis window, from the menu = add Start Line and End Line
to limit the parsing lines to the BGP configuration data.

2. Define Diagnosis

Test on Devices: 0 =

riable (D) = bgp v | 4 Type:Single @ + MNew Pattern v =

f
A Y Add Start Line _ I
Varline1 router bgp $int:bgp_as 1| AddEnd Line !

Define Replacement
146 router bgp 165300 P
Rename
Delete

VarLine2 | Li i ial: -
arLine 2 | LinesByVariable [$bgp_config]l:4$bgp_as S N

146 |router bgp 65300 > 1 Line

+ Field

Qutput + Parse Lines "

Cancel Apply

f) Enter the starting line and end line text into these two fields: Start Line and End Line.

1. Define Variable 2. Define Diagnosis

| Format1 ~ | + Test on Devices: 0 =
() Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) [ bgp ~ | # Type:Single @ +New Pattern v =
Current Device w  07/02/2024 12:19:03 AM Search. Q A ¥
e R Start Line: | router bgp v @& 6

141 router eigrp 1
142 network 192.168.20.0 ©.0.0.3

-
- "'"--.-
143 redistribute bgp 65388 metric 188 1 255 255 1500 L0 -
: LAARLANS. 20 =

End Line: | | ~ |8
— R
» 146  router bgp 65300~ ne P
147 bgp r'outer'jld 192.168.20.254 ne 1 _*Varline1 router bgp $int:bgp_as =
148  bgp log-neighbor-changes ne2 ’4»’
149 redistribute eigrp 1 route-map EZB e 146 |router bgp [55300) > 1 Line
150 neighbor 100.30.0,1 remote-us’ T0000
151 Je===="""
»> =2 = . ) . , Varline2 LinesByVariable[$bgp_config]l:$bgp_as- =
155 ip flow-export version 9
156 ip flow-export destination 10.39.0.150 2055 146 > 1 Line
157 !
158 no ip http server
159 no ip http secure-server + Field
160 ip route 172.16.8.0 255.255.255.0 10.30.0.1
161 ! =
162 - . Output + Parse Lines a
@ Help | Allintent Variables Cancel Apply
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7. Parsed variables will be listed under the Output section in the right pane. Validate the
variables.

8. Click Apply and proceed to the Define Diagnosis section. We will not define any diagnosis and
status code for this intent since we only export the variables to the ADT base table.

2. Define Diagnosis

Test on Devices: 0 =

le (0) [& Pattern? v | /4 Type:Single @ + New Pattern v =

Start Line:  router bgp v @

=]

End Line; ! v | 8

Varline1 router bgp $int:bgp_as

235 router bep 65001 > 1Line

Varline2 bgp router-id $router_id

236 |bgp router-id |1D.10.10.10| > 1Line

VarLine3 LinesByVariable[$bgp_config]:$bgp_as-

235 |router bgp 65001 > 1 Line

+ Field

_----------------------------I
-

Output + Parse Lines -1
$bgp_as (int) = 65001 i
$router_id (string) = 10.10.10.10

i
i
$bgp_config (string) = router bgp 65001 bgp router-id 10.10.10.10 bgp log-neighbor-changes r... i
I

.- r 5 r rrrrrrrrrrrrerrr s rrerrrrr F

CanOApply

9. Exit the Visual Parser window.
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9.1.3 Define the replicate settings and decode

Replicate the settings to all the BGP devices using the device group created in Section 9.1.1. And
define the signature variables to add them as columns in ADT:

1. From the menu =, select Full Settings for Template.

2. Enable the field Serve as Template for Deviced-based Replication.
3. Inthe Intent Qualification tab, select the device group created in earlier Section 9.1.1.

| BGP Network A Diagnosis Tree Run with Live Data Save @Help =

Type description here... otencieitings

Intent Variables
'1 Seed Logic Replication Logic & ”'fFullSettlngs for Template o |
- . - Lock Settings
@ + Device | "' Intent Var
. =] - Add Intent Diagnosis Block
v @ US-BOS-R1 Type Description here... - - - [ + Add Config Diagl Add Diagnosis via Auto Intent

Switch Devices

Full Settings for Intent Template

Define Abstract

Named Tag

_ Serve as Template for: (&) Device-based Replication () Path-based Replication

Intent Qualification Macro Variable Critical Variable

Device Qualification:

(®) via Device Grouo Device Groups/Folders &

[ Enable Neighbor Pair Replication

Advance Settings

Export

Save as

View Original Text for Diagnoses @
View Summary Text for Diagnoses
Publish Intent

Intent Replication Wizard

Auto Intent Wizard
(O via Dynamic Search:

Command Qualification: 0/1

Cancel oK

N
Add Device Group X

4 [ All Device Groups
4 30
3% BGP Devices (94)
Os
Os
Os
Os
> O
O
[]% #BGP 200(2)
[J% #BGP 23089 (173)

My Device Groups

Cisco Routers (4)
CPU check (6)
Day 1 Lab (21)
HSRP DEVICES (19)
Shared Device Groups

Palicy Device Groups

Cancel OK

NetBrain R11.1b | 333



4. Go to the Advanced Settings tab and click +Add via Single Variables to open the
corresponding window.

5. Enter a name for the variable and select the variable from the dropdown menu. Add three
signature variables: BGP Configuration, BGP ASN, and Router ID.

Full Settings for Intent Template

() Serve as Template for: (8) Device-based Replication () Path-based Replication ] Enable Neighbor Pair Replication

Intent Qualification Macro Variable Critical Variable Advance Settings

Match Target Device with Seed Devices:
() Match 1 Seed Device Only

(®) Try to Match All Seed Devices
Mame Rule: ¢ @ $nit_name $device_name B
Automation Tag for Cloned Intents: + Add

Signature Variables:

Oltems + Add via Table Columns + Add via Single Variables

Signature Variables Name Type S Referenced Parser Variables

\

Add Signature Variables

Name: = BGP Configuration

Select Variables: | bgp_config v
4 ™ US-BOS-R1 Cancel OK
4 [ Configuration
@ How it works. P

[J[=] bgp_as

O[] router_id
_ oep_con !
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Add all the variables and click OK.

Close the Full settings for Intent Template window.

Full Settings for Intent Template X
Serve as Template for: (8) Device-based Replication () Path-based Replication [C] Enable Neighbor Pair Replication
Intent Qualification Macro Variable Critical Variable Advance Settings

Match Target Device with Seed Devices:
() Match 1 Seed Device Only

(®) Try to Match All Seed Devices

Mame Rule: @ | $nit_name $device_name =

Automation Tag for Cloned Intents: + Add

Signature Variables:

3Items + Add via Table Columns + Add via Single Variables
Signature Variables Name Type Referenced Parser Variables
BGP ASN Single Variables 1 Variable
Router ID Single Variables 1 Variable o
BGP Configuration Single Variables 1 Variable

=

Install and decode the intent in the Intent Based Automation Center.

a) Open the Intent Based Automation Center and click +Add an Intent Template. Select the
intent you just saved.

b) Click Decode Now to decode the intents.

c) Wait for the system to finish replicating and decoding intents. You can see the number of
devices already decoded. Click it to view the execution log.
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% Intent Based Automation Center 9 Help
Installed Intent Templates Published Intents Auto Intent Auto Intent Profile NetBrain Download
\[o + Add Intent Template Filker:| All ~ earch | & Refresh =
4 Intent Template ... Location Intent Decoding Decoded Device Auto Intent Cloned Intents Basic Cloned Intents
4 0-BGP Demo
Check BGP Co...  All Network Inten... Last Decoded at... 45 ] 138 Intent Decoding 09«0« Now
Check BGP Sta... All Network Inten... Last Decoded at... 24 (] 30 () Recurring Decode
Check Device ...  All Network Inten... Last Decoded at.. 2 & 87
Troubleshoot ... All Network Inten... Last Decoded at... 38 (] 0 Update Intent Baseline Periodically
Map47 Map Intent/Com... Last Decoded at.. 45 ] 7 @kC]nE-Time Decode oﬁ Devices decoded
Lab 1 Map Map Intent/Com...  Last Decoded at... 127 & 0 % Decoding Settings oy
Map1 Map Intent/Com... Last Decoded at.. 69 (/] 0
draw-map All Network Inten... Last Decoded at... 0 (/] 0
ACL Config foll... All Network Inten... Last Decoded at.. 123 & 12
Depend onsa... All Network Inten... Last Decoded at ... 52 0
BGP Network All Network Inten... Last Decoded at.. 53 141 v
4 O-IntErrors

9.1.4 Build Base ADT

Build an ADT with the base table containing the built-in device properties and signature variables
(AS number and BGP configurations) as columns:

1. From the desktop, click the icon > New Automation Data Table.

2. Inthe New Automation Data Table popup, enter the name and select a folder to store the
table.

us-bos-r1

® D
+ +

New Data View
Template

New Device Group

Recents

@ d @

Network New Automation Data ew Runbook

Table

New Intent

New Automation Data Table

=

New Intent Dashboard

UVETrview vidp

b

NTP configurati...

¥

New Network Change

Name: BGP Netwrok and TS e
Location: = My Tables o

Cancel
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3. Click Table Builder to open ADT Builder and define the Base Group.
4. Base Group tab settings: Under the Base tab, define the following settings:
a) Input Description for the base table to describe its use and function.

b) Select the method Pre-replicated Intent Template from the dropdown to build the base
table.

c) Click the Select link to choose the intent BGP Network created in the previous section from
Intent Based Automation Center.

d) Click OK to confirm the selection and close the Select Intent template window.

ﬂ% Automation Data Table Manager

( oo«
A C F BGP Network and TS Table Builder ot Updated at: /A € Rebuild Table
s

70 Shared Tables (1253)
" My Tables (7) Description: Type description here... > ”

"0 Ping (1)
B BGP Network

i) BGP Network and TS|
Day 1 Lab Columnn Header: Select Intent Template X

Select Intent Template from: () All Intents ® Installed Intents

¢ Automation Data Table Builder

A

B HSRP Pair failover
£ HSRP Route Failure
Cdg
B NTP Base o Items: 1381 Filter by: Device-based ~  Search. Q
Description:
4 Intent Name Location Replication Mode
BGP Network Map1 Map Intent... Device-based Replication
Select Method to Build Base Table: draw-map All Network... Device-based Replication
Pre-replicated Intent Template > ACL Config -follow up All Network... Device-based Replication
—
—— - ) Depend on sample All Network... Device-based Replication

Intent Template: Select e == ==
Built-in Field: BGP Network o All Network... Device-based Replication
ullt-in Fielas:

4 0-IntErrors

Device 8 A
NI_Check_int_errors All Network... Device-based Replication

Intent

Intent Output: Last Decoded at 05:52 PM 08/06/2024 Cancel oK
Intent Message [5] 2
Intent Status Code [s] }

5. Build an ADT table with the columns Device, BGP ASN, Router ID, and BGP Configuration.
a) From the Built-in fields, drag and drop the Device field into the Column Group (Base) pane.

b) From the Device Signature Variables, drag and drop the BGP ASN, Router ID, and BGP
Configuration into the Column Group (Base) pane.

c) Click Save and Build and the Build Table dialog appears.

d) Choose the settings as per your preferences and then click Build to save all the settings.
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Automation Data Table Builder

Column Header:

Reset All

Pre-replicated Intent Template ~

Intent Template: BGP Network

] 4 [~} 2 a 2] i a [s]
Device BGP ASN Router ID BGP Configuration

Base + Column Group (Base): Select Column ~
—

a Router ID ~ BGP Conﬂguration‘ L wn Device

Router ID BGP Conﬁguiaﬂn Device
Select Method to Build Base Table: | E
-
-

=
- i
Built-in Fields: - - x
= 7’
a )
b Device “o ,’ Build Table
4
Intent 7’
L Build the column groups: = ]| -
Device Signature Variable: ,/ (Drag and drop colul
E BGP ASN n| /, Filter Row Log: ® Production Mode Only show major execution process log
E Router ID B ) ) (O Debug Mode Show all the detailed log
o Filter devices of clone
n .
(  BGP Configuration [5] Cancel Build d
Intent Output:
Intent Message [s]
© Auto-Build  No Scheduled Update Cancel Save Save and Bui
‘J
The final ADT output will appear with all the configured columns:
#) Automation Data Table Manager @ Help
Search... C\ oK .
& BGP Network and TS Table Builder Last Updated at: 08/06...  , Rebuild Table Add Data Manually ~ = o
i [0 Shared Tables (1253)
40 My Tables (7) Description: Type description here...
v B Ping (1) Items: 53 Rows 4 Columns Search Q 3/ Advanced Filter: Undef'ne& C
. earch... i : i 1
&, BGP Network
&), BGP Network and TS No. &8 Device [1]BGP ASN [5|Router ID [5|BGP Configuration =
) Day1Lab
1 NIC-Lab-XR1 65501 10.8.76.200 router bgp 65501
B HSRP Pair failover
) HSRP Route Failure 2 NIC-Lab-PE2 65501 10.8.76.203 router bgp 65501
B NTP 3 bjta002440-SW11 65145 10.88.192.6 router bgp 65145
4 US-SFO-R2 65001 10.8.2.250 router bgp 65001
5 US-SFO-R1 65001 10.9.9.9 router bgp 65001
6 US-BOS-R1 65001 10.10.10.10 router bgp 65001
7 bur-isp-gw2 64661 router bgp 64661
8 VRF-PE2 100 router bgp 100
9 Internet 80001 124111 router bgp 80001
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9.2 Create a wrapper intent for BGP Troubleshooting

In this section, you will create an intent to check the change of the BGP configuration and a wrapper
intent with follow up intent execution and then replicate to all the devices in the BGP device group
created in the previous section:

1. Create an intent to check changes in BGP configuration

2. Create a Wrapper Intent

9.2.1 Create an intent to Check BGP Configuration

9.2.1.1 Select a device and Parse variables

Create a new intent, Check BGP Config Change, select a BGP device, and Add Config Diagnosis.

Network Intent (Edit Mode) X

| Check BGP Config changeoiagnosis Tree Run with Live Data Saveo =]
Type description here... . Intent Map: Select
|| Seed Logic Replication Logic &
3 Intent Variables: Manager | Use ADT: 1 | Tag: +Add =
v @ US-BOS-R1 Type Description ] + Add Config DiagnosisOAdd CLI Diagnosis =
« 8 Configuration Diagnosis Type Description here... Edit Diagnosis =

1 Us-BOS-Ri#show run

2  Building configuration...

3

4 Current configuration : 13636 bytes

5!

6 ! Last configuration change at 21:48:46 EST Wed Jul 31 2024 by nb

7!

8 wversion 15.4

9  service timestamps debug datetime msec

10 service timestamps log datetime msec

11  service password-encryption

12 !

13 hosthame US-BOS-R1

14 !

15 boot-start-marker

16 = boot-end-marker

4
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Parse the bgp AS number and bgp configuration using the function LinesByVariables. Refer to
Section 9.1.2 for details.

2. Define Diagnosis

Test on Devices: 0 =

(0) = bgp w 4 Type:Single @ + Mew Pattern v =

Start Line: | router bgp v B @
End Line: | | v | B
Varline1  router bgp $int:bgp_as
\— 146 |router bgp (65300} > 1Line
|

' Varline2 LinesByVariable[$bgp_config]:$bgp_as- =
146 |router bgp 65300 > 1Line
: Output + Parse Lines - — :
: $bgp_as (int) = 65300 :
: $bgp_config (string) = router bgp 65300 bgp router-id 192.168.20.254 bgp log-neighbor-change... |
|
\ V'

h----------------------------------_

Cao Apply
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9.2.1.2 Add ADT Table as Intent Variable

In the diagnosis, you will compare the parsed bgp configuration against the configuration defined
in the ADT. In order to refer to the ADT elements, you need to add the ADT table as an Intent
Variable:

1.

2.

Go to All Intent Variables > Use Automation Data Table > + Automation Data Tables to
select ADT.

Configuration Diagnasis

# US-BOS-R1 Retrieve ~  with Live Data
1. Define Variable
Format1 A +
(©) Double-glick a variable to parse, Sele
Intent Variables for Seed Logic
Current|
235 "
236 Intent Variable Use Automation Data Table Task Variable
237
238 + Automation Data Tables
239
248
241
242
243
244
245
246
247
248
249
258
251
252 Close
253 P
254 = T L/£.16.9.6 99 Rilald
255 ip flow-top-talk
EEE +nn 10 I 0utput
F 4
L
/-
@ Help | AllintentVariables

In the Select Automation Data Table window, select the BGP Network ADT and then OK.

Select Automation Data Tables

Search.. Q,

i [ Shared Tables
4 ™ My Tables
b [JM Ping
[JF, BGP Network
[C]E, BGP Network and TS
¥ Day 1 Lab

Cancel OK q
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9.2.1.3 Define Diagnosis

In the diagnosis, compare the configurations against the configuration defined in the ADT (BGP
Network) using two functions:

Match Pattern (MP): To compare two strings line by line and report the differences, including
the changed, added and removed lines.

Get_Table_Cell: To retrieve a cell value from an ADT table.
Define basic information such as name and anchor.
Define the If condition A:
a) Select Variable bgp_config.
b) Select Match Pattern from the dropdown, validate the default settings and then click OK.

NOTE: Change the default rule name if you have multiple match pattern rules in one diagnosis.

p 2. Define Diagnosis

- Add Note &l Add Diagnosis Can also click a variable on the left to add automation,

Name: Check bgp configuration change o Anchor: | $bgp_as

Type description of the diggnosis...
Match Pattern

Rule Mame: Rulel

[C] Loop Table Rows

~ If Q Compare Paragraph by: | Exact Match v

; ) ) i
A = Us-BOS-R1 Current @Current string and pattern have identical matched lines

bgp_config o ~ | Eguals w

Does not equal

Ignare Order of lines

Compare Each LineBy:  ®Equal (O Contain

B | Select Variable ~ () The line is idential to an expanded pattern line
Contains
Does not contain ;"
» Then Is empty I Learn more about Match Pattern rule Cancel OK
[2 Diagnosis Message: Is not empty ,’
« | | sintfis down... Subnet contain}f

In subnet

Set Status Code for Device: /
Match pattern @
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c) To retrieve the configuration from the ADT table, select Expression > + Get_Table_Cell

function.

- Add Note [0 Add Diagnosis
Mame: Check bgp configuration change

Type description of the diggnosis...

[7] Loop Table Rows

[ Diagnosis Message:
~ || $intfis down...

Set Status Code for Device:

Set Status Code for Intent:

Add Logic ~

~ If
A US-BOS-R1 Current ~
bgp_config “w | MP{Rule1)
B Select Variable e
~ Then

‘ 2. Define Diagnosis

Can alsa click a variable on the left to add automation.

Expression:

+ [El variable +[[] Function  + BB Get_Table_Cell o

@ Help

Cancel

Ok

Anchor: | $bgp_as v

4 @ U5-BO5-R1
4 [ Configuration
[] bgp_as
[i] bgp_config
4 [A Rule1
B Result
Fd Matched_li

Expression

Define Variable
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d) In the Get Table Cell window, select the ADT table, column, and condition to retrieve a table
cell:

i. Selectthe table BGP_Network.
ii. Selectthe Column BGP_Configuration.
iii. Define Row Matching Condition A: Device | Equals | this_device.

The Expression will be: Get_Table_Cell (BGP_Network, BGP_Configuration, <Condition: A>)

Get Table Cell X

Retrieve Cell Value from:

Select Table: BGP_Metwork o w
From Column: | BGP_Configuration 0 v

From the Row Matching Condition:

0 A | Device o Equals o this_device ~ |l

B | Select Variable e

Boolean Expression: A

Expression: Get_Table_Cell (BGP_Network, BGP_Configuration, <Condition: A=)

an oK

3. Then: In case If logic is true, define the color (green), status (Success), and:

Message: BGP configuration did not change.

4. Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent
to duplicate the message to the Device Status Code.
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5.

6.

7.

Else: In case If logic is not true, define the color (red), status (Error) and:

Message: BGP configuration changed. Missing lines: $Rule1.Unmatched_lines. Extra lines:

$Rule1.Unused_pattern_lines.

Check the selection boxes of the Set Status Code for Device and Set Status Code for Intent

to duplicate the message to the Device Status Code.

Click Apply to save the settings and then close the window.

2. Define Diagnosis

[2) Add Note 2] Add Diagnosis Can also click a variable on the left to add automation.

A .7 )PTYO-CR..  Current v

bgp_config ~ | MP(Rule1) v~  Get_Table_Cell(BG ~ T
B Select Variable ~
~ Then
=) Diagnosis Message: [[] save to Incident =

~ | BGP configuration did not change

1
s| Set Status Code for Device:

@ Success ~ | BGP configuration did not change

Set Status Code for Intent:

@ Success ~ | BGP configuration did not change

Ada Logic v
~ Else i Delete
=) Diagnosis Message: [[] save to Incident =

~ | BGP configuration changes. Missing lines: $Rule1.Unmatched_lines. Extra lines: $R

|
5| Set Status Code Tor Device:
@ Error  ~  BGP configuration changes. Missing lines: $Rule1.Unmatched_lines. Extra lin

Set Status Code for Intent:

@ Error v~ BGP configuration changes. Missing lines: $Rule1.Unmatched_lines. Extra lin

Add Logic v

-+ Add Elself

Caro Apply
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8. Inthe Network Intent (Edit Mode) dialog, click Save.

Network Intent (Edit Mode) X

'\ Check BGP Config change o Diagnosis Tree Run with Live Data OSaVe @Help =
Type description here... . Intent Map: Select ~
/1 Seed Logic Replication Logic
Intent Variables: Manager | Use ADT: 1 | Tag: +Add =
v @ US-BOS-R1 Type Description here... E + Add Config Diagnosis ED + Add CLI Diagnosis =
4«8 Configuration Diagnosis Type Description here... Edit Diagnosis =

1 s-B0S-Ri#show run

2  Building configuration...

3

4  Current configuration : 13636 bytes

5 !

6 ! Last configuration change at 21:48:46 EST Wed Jul 31 2024 by nb

7

8 version 15.4

9 service timestamps debug datetime msec

10 service timestamps log datetime msec

11 service password-encryption

1z !

13 hostname US-BOS-R1

14 |

15 boot-start-marker

16  boot-end-marker

17 !

18 !

19 lendble secret **#k¥kx*

20 !

21  no aaa new-model

~N
N

9. Without closing the window, replicate the intent to the ADT as detailed in the next section.

10. Run the intent to test its correctness. Often, your BGP configuration did not change. You can
modify the ADT table to emulate a changed BGP to test your intent. The following is an
example result.
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9.2.1.4 Replicate the Intent to the existing ADT

Use the Intent Replication Wizard to replicate the Check BGP config change intent to the ADT
table BGP_Network created in Section 9.1.1.

1. Launch the Intent Replication Wizard from the = menu.

2. The seed intent will appear by default as you have launched it from the Network Intent
window. Click Next.

Network Intent (Edit Mode) X

WSO R WN

~ @ US-BOS-R1

4 B configuration Diagnosis

'\ Check BGP Config change i Diagnosis Tree

Type description here.

.| Seed Logic Replication Logic

| @ +Device

|JS-BOS-R1#show run
Building configuration...

Current configuration : 13636 bytes
1

Type Description here...

Type Description here.

! Last configuration change at 21:48:46 EST Wed Jul 31 2024 by nb

!
version 15.4

service timestamps debug datetime msec

service timestamps log datetime msec
service password-encryption

!

hostname US-BOS-R1

1

Intent Template for: (& Device-based Replication

Seed Intent:

Define ADT

Check BGP Config change

Run with Live Data Save @Help =
Intent Settings
Intent Variables
Full Settings for Template
Lock Settings

Intent Variables: Manager
Add Intent Diagnosis Block

£ + Add Config Diagl 54y Diagnosis via Auto Intent

Switch Devices

Define Abstract

Named Tag

Export

Save as

View Original Text for Diagnoses @
View Summary Text for Diagnoses
Publish Intent

‘ntent Replication Wizard o

Auto Intent Wizard

Intent Replication Wizard - Check BGP Config change X

Replication Settings Replicate Intent

Select Last Modified at: 07:06:27 PM 08/07/2024

(O Path-based Replication
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3. Inthe Define ADT ribbon, go to Use an Existing ADT > BGP Network ADT >OK.

Intent Replication Wizard - Check BGP Config change

Seed Intent Define ADT Replication Settings Replicate Intent

Create a New ADT Use an Existing ADT
Select Automation Data Table X
Search... C\
> [0 Shared Tables
470 My Tables -
[0 Ping

£ BGP Network

E5 Day 1 Lab

) HSRP Pair failover
) HSRP Route Failure

# NTP Previous Next

Cancel OK

4. Replicate Intent to: select New Column Group and enter the name Check BGP Config Change
and click Next.

Intent Replication Wizard - Check BGP Config change X
Define ADT Replication Settings Replicate Intent

Create a New ADT Use an Existing ADT
Automation Data Table: BGP Network

Replicate Intent to:  New Column Group v Check BGP Config Change

Replicate on Device Column: Device v

© Selection Mode: Device-based Replication. Previouo Next
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Add the BGP device group created in Section 9.1.4 and click Next.

Intent Replication Wizard - HSRP Pair failover check_pal

Seed Intent Define ADT Replication Settings Replicate Intent

{5} Full Settings for Template

Intent Qualification: (8) via Device Groups/Sites: 1 Device Groups/Folders & () via Dynamic Search:

Define Macro Variables and Rules for Their Substitution:

Item: 1
Seed Device Seed Command Macro Variables
@2 US-BOS-SW1 [ Configuration

Please click to select an entry from the above table.

More Replication Settings v

© Selection Mode: Device-based Replication, ADT: BGP Network. Previous oNext

In the Replication Settings, modify the replicated intent Column Name and add additional
columns such as Intent Status Code and Device Status Code.

Intent Replication Wizard - Check BGP Config change
Seed Intent Define ADT Replication Settings Replicate Intent

ADT Columns: Additional Columns v
Column Data Column Name Tag Replicated Intent
Replicated Intent Check BGP config change 0 tags [ intent Message

[[] Intent Status Code
["] Device Status Code
["] Intent Devices

[] Intent Map
[]Intent CLI Comma...

[[] Last Execution Time
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7. After selecting Save and Replicate to save all the settings and create ADT.

Intent Replication Wizard - Check BGP Config change

Seed Intent Define ADT Replication Settings Replicate Intent

ADT Columns: Additional Columns v
Column Data Column Name Tag
Replicated Intent Check BGP config change 0 tags
Intent Status Code Intent Status Code
Device Status Code Device Status Code

o Save and Replicate

Replication Request submitted at: 08/08/2024 01:06 POpen Output ADT

© Selection Mode: Device-based Replication, ADT: BGP Network, 0 Macro Variables. Previous Finish

The table will now be populated with devices and the replicated Intents (Check BGP config Change).

% Automation Data Table Manager
E ) BGP Network Table Builder Last Updated at: 08/08/2024 01:39 PM € Rebuild Table Add Data Manuall
Description: Type description here...
Items: 53 Rows 7 Columns Search. Q W/ Advanced Filter: U
No. & Device [1/BGP ASN [s]Router ID [51BGP Configuration Check BGP config change
1 US-SFO-R1 65001 10.9.9.9 router bgp 65001 Check BGP Config change US-SF... © \
)
2 US-BOS-R1 65001 10.10.10.10 router bgp 65001 Check BGP Config change US-BO... © j
3 US-SFO-R2 65001 10.8.2.250 router bgp 65001 Check BGP Config change US-SF... © }
4 NIC-Lab-PE2 65501 10.8.76.203 router bgp 65501 Check BGP Config change NIC-La... @ }
5 ip-172-26-0-114 64513 router bgp 64513 Check BGP Config change ip-172... @ g)
6 PE-3600X-01 64550 10.88.255.1 router bgp 64550 Check BGP Config change PE-36... © :]
7 VRF-PE2 100 router bgp 100 Check BGP Config change VRF-PE2 © ;:
8 bjta002440-SW11 65145 10.88.192.6 router bgp 65145 Check BGP Config change bjta00... © J
B T o o e o e R e e e e e g e o e e e P et e e e R e e e i aarS
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9.2.1.5 Execute and view Results

Run the replicated intent in the ADT once and rebuild the table. Review the intent result in the
column Intent Status Code.

»”

F, BGP Network

Description: Type description here...

Items: 53 Rows 7 Columns

No. & Device

1 US-SFO-R1

2 US-BOS-R1

3 US-SFO-R2

4 NIC-Lab-PE2

5 ip-172-26-0-114
] PE-3600X-01

7 VRF-PE2

?'6 Automation Data Table Manager

Last Updated at: 08/08/2024 01:39 PM € Rebuild Table

[5|BGP Configuration
router bgp 65001
router bgp 65001
router bgp 65001
router bgp 65501
router bgp 64513
router bgp 64550

router bgp 100

Check BGP Config change US-SF...
Check BGP Config change US-BO...

Check BGP Config change US-SF...

Check BGP Config change ip-172...

©
®
L0
Check BGP Config change NIC-La... ko4
®
Check BGP Config change PE-36... @

fog

Check BGP Config change VRF-PE2

Search...

Check so. Run [Details =

Qv

[s]Intent Status Code

»

F BGP Network

Description:  Type description here...

Items: 53 Rows 7 Columns

No. & Device

US-5FO-R1
2 US-BOS-R1
3 US-SFO-R2
4 NIC-Lab-PE2
5 ip-172-26-0-114
6 PE-3600X-01
7 VRF-PE2
8 bjta002440-SW11
9 bur-isp-gw2

10 NIC-Lab-XR1

1 bjta002303-SW9
12 Sjc-Core-3560x-01
13 IPvbLab-R4

14 VRF-MCE1

15 Internet
16 VRF-PE1
17 IPv6Lab-MPLS
18 N -XR-PE1

19 West-CSR1000v

@é Automation Data Table Manager

Table Builder

[1]BGP ASN [5]Router ID
65001 10.9.9.9
65001 10.10.10.10
65001 10.8.2.250
65501 10.8.76.203
64513
64550 10.88.255.1
100

Table Builder

1 |BGP ASN

65001

65001

65001

65501

64513

64550

100

65145

64661

65501

65000

64552

102

80001

100

65100

Last Updated at: 08/08/2024 02:12PM €, Rebui

|5 Router ID
10.9.5.9
10.10.10.10
10.8.2.250

10.8.76.203

10.88.255.1

10.88.192.6

10.8.76.200

10.61.4.25

10.88.255.81

4444

12411

5.5.5.5

10.8.19.1

=|BGP Configuration
router bgp 65001
router bgp 65001
router bgp 65001
router bgp 65501
router bgp 64513

router bgp 64550

router bgp 65145
router bgp 64661
router bgp 65501
router bgp 65000

router bgp 64552

router bgp 80001

router bgp 65100

router bgp 65523

Check BGP Config change VRF-PE2

Check BGP Config change IPv6Lab...

Check BGP Config change VRF-MCE1

Check BGP Config change VRF-PE1

Check BGP Config change IPv6Lab...

Check BGP config change
Check BGP Config change US-SFO-...
Check BGP Config change US-BOS-...
Check BGP Config change US-SFO-...
Check BGP Config change NIC-Lab...
Check BGP Config change ip-172-2...

Check BGP Config change PE-3600..

Check BGP Config change bjta002...
Check BGP Config change bur-isp-..
Check BGP Config change NIC-Lab..
Check BGP Config change bjta002...

Check BGP Config change Sjc-Core...

Check BGP Config change Internet

Check BGP Config change NBLAB-.

Check BGP Config change West-CS...

Search

P

BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change

BGP did not change

ot e s o o e ) s s s e S s e e e
~4

BGP did not change

Lo JC RO N O T O N O B © N C Y C I o B o M © B O M o I o M O B O B O O]

T Advanced Filter: Undefined

—— " -

[5]Intent Status Code

\
“BGP didnotchange. o o . WeSECSRID00V.., . =

Add Data Manually v =

-y,

<|Device Status Code %

US-SFO-R1

ip-172-26-0-114

BGP did not change
-

ip-172-26-0-114

N

PE—BEDO;-M
VRF-PE2
bjta002440-5W11
bur-isp-gw2
NIC-Lab-XR1
bjta002303-5W9
Sjc-Core-3560x-01
IPv6Lab-R4
VRF-MCE1
Internet

VRF-PE1
IPv6Lab-MPLS

NBLAB-XR-PE1
'
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9.2.1.6 Set the intent tag as BGP.
Add a tag BGP to the intent column:

1. Go to the intent column = menu > Tag Current column:

M € Rebuild Table

BGP config change

Tag Current Column

o;

5 via Timer [PA]

5 Once

+Add [

Intent
tent-related Column Group
Cancel 0K npty Wrapper Intent

0 Intent

1 100 Export Diagnosis Result to CSV

View Summary Report

Export Intent Output Map
Debug Empty Cells

Tag Current Column

D 64552 Edit
na Delete
Set as Table Key

102

80001 Submit Related Commands to Benchmark

New Intent Dashboard
100
5 Check BGP Config change IPv6Lab... ®©

Check BGP Config change NBLAB-... ©

2. The added tag can be seen in the intent column header.

Search

[5]Intent Status Code

BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change
BGP did not change

BGP did not change

@ Help

Add Data Manually v = lf\

Q7 Advanced Filter: Undefined | 5

'] Device Status Code =

US-SFO-R1
US-BOS-R1
US-SFO-R2
NIC-Lab-PE2
ip-172-26-0-114
PE-3600X-01
VRF-PE2
bjta002440-SW11
bur-isp-gw2
NIC-Lab-XR1
bjta002303-SW9
Sjc-Core-3560x-01
IPv6Lab-R4
VRF-MCE1
Internet

VRF-PE1

IPv6Lab-MPLS

BLAB-XR-PE1

% Automation Data Table Manager

»

B BGP Network Table Builder

Description: Type description here...

Tag Current Column

Items: 53 Rows 7 Columns

Last Updated at: 08/08/2024 02:12PM € Rebuild Table

Search...

No. & Device (il Check BGP config change G Run [ Details % = [slinte]
1 US-SFO-R1 650 Check BGP Config change US-SFO-R1 1 Tag: 'i
2 US-BOS-R1 650 Cancel 0K Check BGP Config change US-BOS-R1 gE‘GP ’|
3 US-SFO-R2 650 Check BGP Config change US-SFO-R2 . J
4 NIC-Lab-PE2 65501 10.8.76.203 router bgp 65501 Check BGP Config change NIC-Lab-PE2 @ BGP di
5 ip-172-26-0-114 64513 router bgp 64513 Check BGP Config change ip-172-26-0-114 Lo} BGP di
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9.2.2 Create a Wrapper Intent

Create a wrapper intent as the public interface of intents to troubleshoot BGP-related problems.
You will define the follow up intents logic as all the intent columns from the ADT with the tag BGP:

1. Create a Wrapper Intent

2. Replicate and Execute the Wrapper Intent

9.2.2.1 Create a Wrapper Intent

From the Intent Manager, create a new intent and name it as Wrapper intent for BGP
Troubleshooting.

1. Click +Device and add a device from the BGP device group as the seed Intent,e.g., US-BOS-R1.

2. Click [£]located beside the add diagnosis buttons and then Add Device Diagnosis Block.

' Network Intent (Edit Mode) X

Wrapper intent for BGP Troubleshooting h/ Diagnosis Tree Run with Live Data Save @ Help =

Type description here... . Intent Map: Select «
Seed Logic Replication Logic

1 Intent Variables: Manager | Tag: +Add[=

v & US-BOS-R1 Type Description here.. [ +Add Config Diagnosis [ED + Add CLI Diagnosis =

Add SNMP Diagnosis
Add API Diagnosis

No content has been added.

Add Ping Diagnosis

Add Trace Diagnosis

Add Device Diagnosis Block o
Add Action >
Duplicate Section

Delete

3. Add a description to the diagnosis about the follow up action.
4. Inthe If condition, select True from the Select Variable dropdown.

5. Remove the Diagnosis Message and add Follow-up Intent from the Add logic dropdown.
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6. Click the Network Intent link to add the follow up intent from the ADT.

Edit Device Diagnosis Block X
‘ Diagnosis1 +
Name:

Description:  Call all intents tagged with BGP in ADT table (BGP Devices) 0

[T] Loop Table Rows
~v If

A & US-BOS-R1

True v o it

B | Select Variable

~ Then

o (2 Follow-up Intent: (® Network Intent@Current Intent (Self)y () Stop

Add Logic v

+ Add Elself -+ Add Else

Cancel OK
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7.

Click Select Intents from ADT.

Follow-up Intents X

[ZJPrune other follow-up intents

0 Follow-up Intents: + Follow-up v @
Select Intent (Standalone)
Select Intent Template
Select Intents from ADT
S?Iect Intent Templates via ADT

elect Intent Cluster

Select Automation Data Table X

Search... C\

v [J% Shared Tables
4 B™ My Tables
1, M8 .Ring
%% BGP Network 3
(]} BGP Network and TS
[J& Day1Lab

L L I ]

Cancel OK

Cancel Save

Follow-up Intents

Description: = When...

o A | Device

B  Select.

Boolean Expression:

O All Intents

(O Selected Intents:

[C]Prune other follow-up intents

~ W.‘] BGP Network (Automation Data Table)

A

1 Follow-up Intent: +Follow-up v @

Find Critical Automation Assets (ADT Rows) by Intent Variables (Device or Device Variables):

Find critical assets by device, or properties of critical asset.

~ Matches ~ this_device v | @

Select Intents of Found Critical Automation Assets to Execute:

o@ Intents with Tags:  Match any v BGP v

Canco Save
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8.
0.

Click Run to execute the intent.

Back in the Network Intent (Edit Mode) dialog, click Save.

Network Intent (Edit Mode) X

' Wrapper intent for BGP Troubl... 5 Diagnosis Tree o Run with Live Data o Save @Help =
Type description here... .~ Intent Map: Select ~
/1 Seed Logic Replication Logic
@ + Device Intent Variables: Manager | Tag: +Add =
~ @ US-BOS-R1 Type Description here... [ + Add Config Diagnosis [ED + Add CLI Diagnosis =
% Device Diagnosis Block Type Description here... Edit Diagnosis =
#

10. Open the diagnosis tree to see the results.

Network Intent (View Mode) - All Network Intents/Arun Belide/Wrapper intent for BGP Troubleshooting X

B Wrapper intent for BGP Trouble...

Result: 08/08/2024 04:02 P@ & @

This intent execution is finished at 08/08/202494:02 PM with 0 errors. You can View Execution Log

. Open 0 &0 ZEdit =

Run | v with Live Data

[S) BGP did not change 2

View v

v @ US-BOS-R1 1 Diagnosis

&5 Device Diagnosis Block 1 Diagnosis 1 Follow-up NI

Diagnosis Tree of Wrapper intent for BGP Troublesho x

Source: & ArunKumar.Belide@netbraintech.com

Current NI: Il Wrapper intent for BGP Troubleshooting  Execution Time: 08/08/2024 04:02:58 PM + S E

{©) View Settings | h Auto Layout

Pre-Execution | Post-Execution

= Because. . =

2 ArunKumar Belide. .

Wrapper intent for BG..

BGP Config check
Device Diagno...

_,ﬁ:&

BGP Network

Check bgp config...
H Configuration

US-BOS-R1 Check BGP Config ch... US-BOS-R1

Legend

Network Intent Details - Wrapper intent for BGP Troubleshooting
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9.2.2.2 Replicate and Execute the Wrapper Intent

Now, you can use the Intent Replication Wizard to replicate the wrapper intent to all the devices
in the ADT table BGP Network. Refer to Section 9.2.1.4 for details. In the second step (Define ADT),
select the existing ADT, BGP Network. In the third step, define the intent qualification with device
group BGP Devices to include devices for the wrapper intent to replicate on.

P
g Automation Data Table Manager @ Help
S K — 0
- - &) BGP Network Table Builder Last Updated ot: 08/08/2024 06:55 PM &\ _Rebuild Table Add Data Manually = o
B Syed_interface_CRC_check_|1_intent DB
. Description:  Type description here...
B test
& test(1) Items: 53Rows 8 Columns QT Advanced Filter:Undefined G
e ey ,,._ ______________ ~\
B Test VPN [5]BGP Configuration Check BGP config change © e Status Code I TS BGP (wrapper) =
5 Test1 router bgp 65001 Check BGP Config change US-SF... @ BOr uiu 1wt Liange us. : Wrapper intent for BGP Tro... @
&
B =sT3nn router bgp 65001 Check BGP Config change US-BO... © BGP did not change US-BOS-R1 : Wrapper intent for BGP Tro... ‘@
B testEW
—— router bgp 65001 Check BGP Config change US-SF.. @ BGP did not change US-SFO-R2 : Wrapper intent for BGP Tro... @
i estka
) Teststetre router bgp 65501 Check BGP Config change NIC-La... © BGP did not change NIC-Lab-PE2 : Wrapper intent for BGP Tro... ‘@
& testzile router bgp 64513 Check BGP Config change ip-172... ‘@ BGP did not change ip-172-26-0-114 I Wrapper intent for BGP Tro... @
. 1
=
% uptime_dashboard router bgp 64550 Check BGP Config change PE-36.. © BGP did not change PE-3600X-01 |  Wrapper intent for BGP Tro... ‘@
B uptime_days ]
B Verify Interface State router bgp 100 Check BGP Config change VRF-PE2 @ BGP did not change VRF-PE2 |  Wrapper intent for BGP Tro... @
B
’ 1 ;
& version checks. test01 router bgp 65145 Check BGP Config change bjta00... © BGP did not change bjtaD02440-5W11 1 Wrapper intent for BGP Tro... 104
B Viptela Assessment Library router bgp 64661 Check BGP Config change bur-is... @ BGP did not change bur-isp-gw2 : Wrapper intent for BGP Tro... @
# VPN Device router bgp 65501 Check BGP Config change NIC-La... © BGP did not change NIC-Lab-XR1 : Wrapper intent for BGP Tro... @
# Wireless Controller 1
B, WLC AP Count router bgp 65000 Check BGP Config change bjta00... © BGP did not change bjtab02303-5W9 I Wrapper intent for BGP Tro... @ -
&Y _AP_
& yyyzzz router bgp 64552 Check BGP Config change Sjc-Co... ‘© BGP did not change Sjc-Core-3560x-01 : Wrapper intent for BGP Tro... &
Bz router bgp 4 Check BGP Config change IPv6La... @ BGP did not change IPv6Lab-R4 : Wrapper intent for BGP Tro... ‘@
4 MyTables (7) router bgp 102 Check BGP Config change VRF-M... @ BGP did not change VRE-MCE1 1 Wrapper intent for BGP Tro... @
Ping (1) 1
B, BGP Network router bgp 80001 Check BGP Config change Internet @ BGP did not change Internet |  Wrapper intent for BGP Tro... @
b
1
&, BGP Network and TS router bgp 100 Check BGP Config change VRF-PE1 @ BGP did not change VRF-PE1 |  Wrapper intent for BGP Tro. @
% Day1lab router bgp 5 Check BGP Config change IPvéla... © BGP did not change IPv6Lab-MPLS : Wrapper intent for BGP Tro... @
&= .
% HSRP Palr failover router bgp 65100 Check BGP Config change NBLA.. @ BGP did not change NBLAB-XR-PE1 : Wrapper intent for BGP Tro... ©
# HSRP Route Failure \ 7
B NTP router bgp 65523 Check BGP Config change West-.. @ BGP did not change West-CSR1000v ' Wrapper intent for BGP Tro. @ /
B NI S e -

9.2.3 Execute the Auto Intent BGP Wrapper

Let us enable the auto intent feature for wrapper intent on a map and execute it on the devices in
the map:

1. Click the [E]icon in the intent column TS BGP (wrapper), then click Enable Auto Intent.

2. Inthe Enable Auto Intent dialog, validate the Auto Intent default name BGP Network - TS BGP
(wrapper).

3. Click Select > Select Profile > Shared Profiles > [<Your profile>] > click OK.

4. Click OK to complete the creation of the Auto Intent for the replicated TS BGP (wrapper).
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Table Builder Last Updated at: 08/08/2024 11:34 PM € Rebuild Table Add Data Manually v = of’

fescription here...

olumns Search.. Q ¥/ Advanced Filter: Undefined = &

| Check BGP Config Change © [s]Intent Status Code [sDevice Status Code TS BGP (Wrapper) Eo
Check BGP Config change US-SF... @ BGP did not change US-SFO-R1 Run Intents Once Ly
Check BGP Config change US-B0.. © ' BGP did not change US-BOS-RI Rup Inteats.via Jimer e

R2 Open Seed Intent

Enable Auto Intent - TS BGP (Wrapper,
e 5-PE2 Rebuild Intent-related Column Group

Remove Empty Wrapper Intent
Auto Intent Name:  BGP Network - TS BGP (Wrapper) e 26-0-114
= Enable Auto Intent
-
Select Device Column: = Device Export Diagnosis Result to CSV
View Summary Report
440-SW11
Add to Auto Intent Profile: Select Export Intent Output Map
Debug Empty Cells
1 Enabled Auto Intent v Cancel OK Tag Current Column
303-SW9
Check BGP Config change Sjc-Co... © BGP did not change =
Delete

Check BGP Config change IPv6La... 104 BGP did not change
Set as Table Ke

Notification

Check BGP Config changg ands to Benchmark

Check BGP Config changg Q Enabled the Auto Intent successfully!

Check BGP Config changg

View Details

5. Go to Device Group> Navigate to BGP Device Group >Draw Devices on Map and close the
device group pane.

. . i - o - — — @ B
Device Group > My Device Groups > BGP Devices @Help § § x HealthView = Network * Stencils Map | © + 90% @
Search Q|| Search... Q &+ New Inci
4 10 My Device Groups Hostname Vendor Model Mgmt IP
% BGP Devices (94) v .
@ AWS-CSR1000v  Cisco CSR1000V 18.223162.247 ﬁ)
Edit @ Azre-CSRI000v  Cisco CSRI000V 5225522832 |Pu6LaD-MPLS
=
€D Berlin-vEdge Cisco Viptela  vedge-cloud 10.8.1233 - g
Delete NBLAB-I0S-CE1
&7 bjtaD02114-SW7  Cisco 3560E 172.25.54.7 >
_ Open Group Map
raw Devices on Map =y p, -_: bjtad02114-5W... Cisco 3560E 17225547
-— -
Draw Group on Map < bjra002 TS SWem Giago,,, 3560 172.25.54.6
b ——
™ AG_IOS_Nexus & bjtaD02302-5W8  Cisco 3560E - '*.'!ESH&_ [—
_ B L] .
Ajeet & bjtaD02303-SW9  Cisco 3560E 172.25.54.9 )
[0 Assessment Reference Libr... N
& bjta002303-5W... Cisco 3560E 172.25.54.9
B Automation Library g
B Automation-Tutorial @ bjta002433-SW10 Cisco CGS-MGS-AGS 172.25.54.10 ﬂm’/Q
[ Biel Top 10 @ bjta002439-5W... Cisco CGS-MGS-AGS 172.25.54.10
[ BT Sample Library & bjtaD02440-5W11  Cisco 3560€ 172.25.54.11
[0 Cisco ACI Devices )
@ bjta002444-5W13 Cisco CGS5-MGS-AGS 172.25.54.13
0 Cloud Assessment Referenc..
- 4 Bos-Core-6500 Cisco WS-C3750-2... 10.88.0.67
Cloud Demo
» M Ccs «w BOS-N9K-L30UT  Cisco NSK-C9372T... 192.168.50.21
[ Dan Pliilps @ Bur-isp-gw1 Cisco ASR1002X  192.168.0.27
W GK
@ bur-isp-gw2 Cisco ASR1002-X 192.168.0.28
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10.

11.
12.
13.

14.

In the upper-left corner of the map, go to Intent > Auto Intent.

In Select Intent Profile, click the down arrow and navigate to the folder location with the auto
intent BGP Network - TS BGP (wrapper) you saved in earlier steps 2 and 3.

Click the checkbox next to the BGP Network - TS BGP (wrapper).

Click Replicate and review the list of created intent automation in the Preview Intent pane.

Click Run.
£3  Map25 (Master) v * > Pageiv [ summary Overall Health View = Network ® Stencils
A Runbook » Data View
Auto Intent ock Intent Published Intents Map Intent Reset
o
Auto Replicate Intent 94 Devices « }’fevim Intent [ Save to
[
1. Select Intent Profile: My Profiles 0 = : Not Executed N
2. Select Seed Intent: Expand Al : View Intent . Diagnosis Tree > Show in Map
1
o& & BGP Network - TS BGP (Wrapper) | v @ AWS-CSR1000v
[ " wrapper intent for BGP Troubleshooting AWS-CSR1000v : &5 Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting Azure-CSR1000v |
Wrapper intent for BGP Troubleshooting bjta002114-SW7 : v @ Azure-CSR1000v
Wrapper intent for BGP Troubleshooting bjta002115-SW6 | o Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting bjta002302-SW8 1
e I o & bjta002114-5W7
Wrapper intent for BGP Troubleshooting bjta002303-5SW9 1 i
. ) ) 1 &% Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting bjta002439-SW10 I
Wrapper intent for BGP Troubleshooting bjta002440-SW11 : « & bjta002115-5W6
Wrapper intent for BGP Troubleshooting bjta002444-5W13 I £, Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting Bos-Core-6500 |
Wrapper intent for BGP Troubleshooting Bur-isp-gw1 : v & bjtaD02302-5W8
Wrapper intent for BGP Troubleshooting bur-isp-gw2 1 % Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting GCP-CSR1000v :
Wrapper intent for BGP Troubleshooting gcp-csr1000v-2 * v & bjta002303-5W9
Wrapper intent for BGP Troubleshooting Internet 1 %% Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting ip-172-26-0-114 III
@ bj '439-5W1
Wrapper intent for BGP Troubleshoating ip-172-26-0-13 I : ¥ @ bjta002435-5W10
Wrapper intent for BGP Troubleshooting IPv6Lab-MPLS J 1 o Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting |Pv6Lab-R_IPv4 ! .
Y | I ~ & bjta002440-5W11
Wrapper intent for BGP Troubleshooting IPv6Lab-R4 I 1 - .
1 o Device Diagnosis Block 1 Diagnosis
Wrapper intent for BGP Troubleshooting IPv6Lab-R7 I 1
m Wrannar intant far R0 Tranhlachanting MDI €. ALIN.BAN ‘ - &3 bjta002444-5W13
Last Created at: 12:12:22 Jtoc Data Source! Replicate &, Device Diagnosis Block 1 Diagnosis

@ Help

e T e e e e

-« Map

bjta002439-5W1

Cisco 105 Switcl
Cisco

Validate the successful display of the follow

up intent result.

In the Preview Intent page, click Diagnosis Tree to trace the execution flow.

Review the Diagnosis Tree and validate to yourself that you can properly trace the execution of
the Auto Intent > Wrapper Intent > Automation Data Tables > Replicated Intents >

Diagnosis Logic.

Close the Diagnosis Tree.
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[1]
[1]
[1]
[1]
[1]
(1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
o
o

Mo

Last Created at: 12:21:26

4 w BGP Network - TS BGP (Wrapper)

Wrapper intent for BGP Troubleshooting AWS-CSR1000v

Wrapper intent for BGP Troubleshooting Azure-CSR1000v
Wrapper intent for BGP Troubleshooting bjta002114-SW7
Wrapper intent for B

Diagnosis Tree of Auto NI
Wrapper intent for BQ £

h.com

3| BGP did not chang& 104

\

&% Device Diagnosis Block &»'agnosws 1 Follow-up NI

v # AWS-CSR1000v

Wrapper intent for B¢ Source: £ ArunKumar.

Wrapper intent for BQ

Pre-Execution | Post-Execution

Wrapper intent for B
Wrapper intent for BQ
Wrapper intent for B
Wrapper intent for BQ
Wrapper intent for B
Wrapper intent for BQ
Wrapper intent for B
Wrapper intent for BQ
Wrapper intent for B
Wrapper intent for BQ
Wrapper intent for B
Wrapper intent for BQ
Wrapper intent for B
Wrapper intent for BQ

T I - Jeee | |

2 ArunKumar Belide...

Auto NI

Legend

1
]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1 Start Details
1

Current Ni: © Auta NI Execution Time: 08/09/2024 12:21:31 AM v~
MPLS-CLOUD-R40  BGP Config check BGP Network
Device Diagno..

£3 Map25(Master) v * > Pageiv [E Summary @ Overall Health View = Network ® Stencils
intent Runbook 13 Data View
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
Auto Replicate Intent 94 Devices « Preview Intent B saveto v«
1. Select Intent Profile: My Profiles = 08/09/2024 12:21 AM ~ Run with Live Data
2. Select Seed Intent: Expand All | View Intent i Diagnosis Tree n Map =

SMap | B - ———— + % @ < X
&+ New Incident

’ Ho

w10  bjta002303-SW9_TempName_T... bjta002303-SW9

aange 172.2554.9 BGP did not change

Check BGP Config ch...

Cisco 105 Switch

6% View Settings | rh Auto Layout
MPLS-CLOUD-R40 Check bgp config...
[ Configuration

m Because... n E
MPLS-P-ASR9001-01  BGP Config chack BGP Network Check BGP Configch.. MPLS-P-ASR8001-01  Check bgp config...
Device Diagno... [ Configuration
Because... E:lé n
Ng:AB—lOs—Ca BGP Config check BGP Network Check BGP Config oh... NBLAB-I0S-CE1 Check bgp config...
Device Diagno... [ Configuration
rm D] Because... n rm o]
NBLAB-IOS-GE3 BGP Canfig check BGP Network Gheck BGP Canfig ch...  NBLAB-IOS-CE3 Check bgp config..
Device Diagno... H Configuration
Because... E:lé n a
'NBLAB-XR-PE1 BGP Config check BGP Network Check BGP Configch...  NBLAB-XR-PE1 Check bgp config...
Device Diagno... 9 H Configuration
g—==——fp 1] D]
NBLAB-XR-PE3 BGP Config check BGP Network Check BGP Config ch..  NBLAB-XR-PES Check bgp config...
Device Diagno... [ Configuration
& e 1] & 0]
NIC-Lab-PE1 BGP Config chack BGP Network Check BGP Config ch... NIC-Lab-PE1 Check bgp config...
Device Diagno... [ Configuration
a8 0] S fo (1] a8 0]
NIG-Lab-PE2 BGP Config check BGP Netwark Check BGP Canfig ch... NIG-Lab-PE2 Check bgp config...
Device Diagno.. [ Configuration
= Because... B:& n T E
NIC-Lab-PE3 BGP Config chack BGP Network Check BGP Config ch... NIC-Lab-PE3 Check bgp config...
Device Diagno... [ Configuration
Because...

8

NIC-Lab-PE4 BGP Config check BGP Network

Check BGP Config ch...

8

NIC-Lab-PE4 Check bgp config...
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9.3 Create frequently used BGP Troubleshooting Intents

9.3.1 Create NI to Check BGP Neighbor Status Check

In this section, you will create an intent to check the change in BGP Neighbor status:

1.
2.

Create an Intent from the Intent Manager with Name, BGP Neighbor Stability Check.
Add a seed device from the BGP device group, e.g., US-BOS-R1.

Click +Add CLI Diagnosis to parse the variables and define the diagnosis.

Network Intent (Edit Mode) X

|1 BGP Neighbor Stability Check oiagnosis Tree Run with Live Data Save | @Help =
Type description here.. o o Intent Map: Select ~
|| Seed Logic Replication Logic
5 + Device o Intent Variables: Manager |  Tag: +Add
v @ UsS-BOS-R1 Type Description here... B + Add Config Diagnosis +Add CLI Diagnoo

No content has been added.

#

The command will be: show ip bgp all summary. The required neighbor data is in tabular
format, which can be parsed by the Table Parser. Select the table data and click Parse Table in
the tip window.

CLI Command Diagnosis

@ US-BOS-R1 show ip bgp all summary K Retrieve ~  with Live Data
Format1 hd +
(© Double-click a variable to parse. Select multiple lines to parse a table Critical Variable (0) + New Pattern v
Current Device ~ | 08/09/2024 02:25:46 PM Search... C\ A ¥

1 US-BOS-Rl#show ip bgp all summary

2 For address family: IPv4 Unicast

3 BGP router identifier 10.10.10.108, local AS number 65
4 BGP table version is 28@81, main routing table versio
5 52 network entries using 728@ bytes of memory

6 52 path entries using 416@ bytes of memory Double click a variable field
7 20/20 BGP path/bestpath attribute entries using 2880
8 10 BGP AS-PATH entries using 288 bytes of memory

9 @ BGP route-map cache entries using @ bytes of memory
10 @ BGP filter-list cache entries using @ bytes of memo
11  BGP using 146@8 total bytes of memory

12 BGP activity 2933/2881 prefixes, 14833/13981 paths, s

14  Neighbor v AS MsgRcvd MsgSent  Thlv
15 6.7.8.9 4 12345 @ 0
le 10.11.11.11 4 65001 2] [}
17 181.1.1.2 4 23500 269762 263409 280
18 172.16.253.9 4 64513 369 363 280

Parse Table

1st line must b& header
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5.

In the parsed variables output, set the variable $neighbor as Table key and click Apply. The
table key will be used to compare two tables, such as the last and baseline tables.

2. Define Diagnosis

Test on Devices: 0 =

Critical Variable (0) H bgp_nbrs ~w | & Type:Table @ + New Pattern v =

O, a w

Header = Neighbor V| AS Reovd MsgSent Thlver INQ OutQ Up/Down

State/PfxRed | 4

Find 8 columns, enter semicolon to separate column.

15 [10.10.0.10] [ [esoo] [ f] [ [ > 2Lines

~ Set Table Column

Column Variable Type
Table Header
Meighbar ~ 02 $neighbor string ~ | 1
First Row
Last Row V w | S int ~ i
AS v | O | %$as int v | 0
Rovd w O $rovd int v | 0
MsgSent w | O $msgsent int v |
Thlver v | & | $tblver int v | T
Output o -
$neighbor R 1T} ~ | Sas ~ | $rovd ~ | $msgsent
Remove 4 65001 o 0
Set as Interface Key 4 30000 504848 504813

osm as Table Key

362 | NetBrain R11.1b



6.

Define Diagnosis:

a) If condition: A: Current bgp_nbrs|Does not equal | Baseline bgp_nbrs

b) Then: In case If logic is true, define the color (red), status (Error), and Message: $this_device

BGP changed from the baseline!

c) Else: In case If logic is not true, define the color (green), status (Success), and Message:

$this_device BGP did not change.

= Add Note [ Add Diagnosis Can also click a variable on the left to add automation.

Name: Check whether BGP Neighbor changed Anchor: | bgp_nbrs.$neighbor ~

Type description of the diggnosis...

[[] Loop Table Rows
w If

A @ US-BOSR2 Current ~ Baseline ~

bgp_nbrs ~  Does not equal ~  bgp_nbrs v | W

B Select Variable ~

~ Then
[ Diagnosis Message: [[]5ave to Incident =
~ | $this_device BGP neighbor changed from the baseline!
Set Status Code for Device:
@ Error  ~ | $this_device BGP neighbor changed from the baseline
Set Status Code for Intent:

@ Error ~ | $this_device BGP neighbor changed from the baseline

Add Logic v

w Else i Delete
[ Diagnosis Message: [[J5ave to Incident =
~ | $this_device BGP neighbor did not change.
Set Status Code for Device:
@ Success «  $this_device BGP neighbor did not change.
Set Status Code for Intent:

@ Success | $this_device BGP neighbor did not change.

Add Logic ~

-+ Add Elself

Cancel Apply
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9.3.2 Replicate the Intent to ADT

Launch the Intent Replication Wizard from the Network Intent window to replicate the intent:
1. Inthe Seed Intent tab, select the Path-based Replication option.

2. Define ADT: Use an Existing ADT and select BGP Network. Enter a relevant Intent group
name in the Replicate Intent to field.

Intent Replication Wizard - BGP Meighbor Stability Check

Seed Intent Define ADT Replication Settings Replicate Intent

Create a New ADT Use an Existing ADT

Automation Data Table:  BGP Metwork
Replicate Intent to: = Mew Column Group ~ Neighbor Check

Replicate on Device Column: = Device e

© Selection Mode: Device-based Replication. Previous Next

3. Replication Settings:

Intent Replication Wizard - BGP Neighbor Stability Check

Seed Intent Define ADT Replication Settings Replicate Intent

£ Full Settings for Template

Intent Qualification: (®) via Device Groups/Sites: 1 Device Groups/Folders T (O via Dynamic Search:

Define Macro Variables and Rules for Their Substitution:

Item: 1
Seed Device Seed Command Macro Variables
™ US-BOS-R1 show ip bgp all summary
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4. Define the column name and tag for the Intent. The added automation column will be:

Inten

t Replication W - BGP Neighbor Stability Check

Seed Intent Define ADT
ADT Columns:
Column Data Column Name
Replicated Intent BGP Neighbor Check

Replication Settings

Tag

1tag

Replicate Intent

Additional Columns ~

The table will now be populated with devices and the replicated Intents (BGP Neighbor Check).

B Automation Data Table Manager

3 BGP Network Table Builder Lost Updated at: 08/09/2024 04:23 PM &, Rebuild Table

Description:  Type description here...

Items: 53 Rows 9 Columns
* Configuration Check BGP Config Change [+ Intent Status Code Device Status Code
bgp 65001 Check BGP Config change US-SF.. © BGP did not change US-SFO-R1 L
bgp 65001 Check BGP Config change US-BO... © BGP did not change US-BOS-R1 Wrapper intent for BGP Troubles...
bgp 65001 Check BGP Config change US-SF... @ BGP did not change US-SFO-RZ2 Wrapper intent for BGP Troubles...
bgp 65501 Check BGP Config change NIC-La... ‘© BGP did not change NIC-Lab-PE2 Wrapper intent for BGP Troubles...
bgp 64513 Check BGP Config change ip-172... ‘@ BGP did not change ip-172-26-0-114. Wrapper intent for BGP Troubles...
bgp 64550 Check BGP Config change PE-36... © BGP did not change PE-3600X-01 Wrapper intent for BGP Troubles...
bgp 100 Check BGP Config change VRF-PE2 © BGP did not change VRF-PE2 Wrapper intent for BGP Troubles...
bgp 65145 Check BGP Config change bjta00... © BGP did not change bjtaD02440-5W11 Wrapper intent for BGP Troubles...
bgp 64661 Check BGP Config change bur-is... © BGP did not change bur-isp-gw2 Wrapper intent for BGP Troubles...
bgp 65501 Check BGP Config change NIC-La... ‘© BGP did not change NIC-Lab-XR1 Wrapper intent for BGP Troubles...
bgp 65000 Check BGP Config change bjtaoo... © BGP did not change bjtaD02303-5W9 Wrapper intent for BGP Troubles...

e

@ @ e e e e o e e

@ Help

jually v = of

Q' movancea rin. ndefined | G

& x ¢ T 1T ¢ T & 3 " % %}

BGP Neighbor Check 2 =

BGP Neighbor Stability Chec...
BGP Neighbor Stability Chec...
BGP Meighbor Stability Chec...

BGP Neighbor Stability Chec...

®
@
@®
®
BGP Neighbor Stability Chec... ‘@
BGP Neighbor Stability Chec... ‘@
BGP Neighbor Stability Cher... ‘@
BGP Neighbor Stability Chec... @
®

BGP Neighbor Stability Chec...

e ———

BGP Neighbor Stability Chec... ‘@

ettt i Grre e D PG, ... o e e e . L S 0 . o 7 .|
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5. Now, execute the wrapper intent on BGP devices with auto intent, repeating the same detailed
in Section 9.2.3 to verify the BGP Neighbor Check (tagged BGP) is also executed.

I3 Map26 (Master) ~* > Pagei~ [ Summary

2 [1] intent i Runbook [] Data View
Auto Intent Quick Intent Published Intents Map Intent Reset @ Help
Auto Replicate Intent 94 Devices <« Preview Intent Saveto v &«
1. Select Intent Profile: My Profiles = 08/09/2024 04:35 PM v Run with Live Data
2. Select Seed Intent: Expand Al i1 ViewIntent ;% Diagnosis Tree ) Show in Map =
4 M BGP Network - TS BGP (Wrapper) @ bjta002439-SW10 B(;eighbor changed from the baseline! 10

I Wrapper intent for BGP Troubleshooting AWS-CSR1000v v @ AWS-CSR1000v

"1 Wrapper intent for BGP Troubleshooting Azure-CSR1000v &, Device Diagnosis Block 1\gncsis 2 Follow-up NI

"1 Wrapper intent for BGP Troubleshooting bjta002114-SW7 A
1 Wrapper intent for BGP Troubleshooting bjta002115-SWé ~ @ Azure-CSR1000v \
1 Wrapper intent for BGP Troubleshooting bjta002302-5W8 &% Device Diagnosis Block 1 Diagn‘ 2 Follow-up NI
I Wrapper intent for BGP Troubleshooting bjta002303-SW9 \
“1 Wrapper intent for BGP Troubleshooting bjta002439-SW10 v & bjta002114-SW7
11 Wrapper intent for BGP Troubleshooting bjta002440-SW11 &% Device Diagnosis Block 1 Diagnosis 2 Jdow-up NI
Diagnasis Tree of Auto NI
Source: & Arunkumar.Belide@netbraintech.com  Current Ml [0 Auto NI Execution Time: 08/0%/2024 04:35:07 PM v~ ﬂ:} View Settings H‘l Auto Layout | 5 =
Pre-Execution | Post-Execution n == E
Check BGP Config ch... Azure-CSR1000v Chack bgp config...
Because.. g:& H Configuration
Azure-CSR1000v BGP Config check BGP Network
Device Diagno. .. n = E
BGP Neighbor Stabilit., ~ AZure-CSR1000v é’“’;" “‘FGL"B' :1] -
show ip bop all...
H—s—&
Check BGP Configch...  blta002114-sw7 Chack bgp config...
a E Because.. g& H Configuration
bjta002114-SWT7 BGP Config check BGP Netwark
Device Diagno... © ﬁ E
BGP Neighbor Stabilit..  Dta002114-SW7 a‘ﬂﬁk ""_18‘;'5' :-I -
show ip bap all...
_ Check BGP Corfig ch...  bIla002115-SWe Check bgp config...
> E H configuration
bjtal02115-SW6 BGP Conl ]
P (] &3 2
BGP Neighbar Stabilit.,  ba002115-SW6 g‘eﬁ" nhether £
- 3 show ip bgp all...
: ArunKumar.Belide... E
Check BGP Config ch... bita002302-SW8 Chack bgp config...
B Because ?& e mae E Configuration
bjta002302-SW8 BGP Config check BGF Network
Device Diagno... “ ﬁ E
BGP Neighbar Stabilit.,  bita002302-SW8 a";" i
show ip bop all...
Check BGP Config ch... bjta002303-SW2 Chack bgp config...
a E Because.. gII 9 H Gonfiguration
Legend @
bitaD02303-5W3 BGP Config check ___BAD Kahund —
Network Intent Details - Auto NI o
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9.3.3 Create NI to Check BGP Route Reflector Client

In this section, you will create an intent to check whether the status of the route reflector client is

configured, and if so, ping each reflector client:

1.
2.

Create an Intent from the Intent Manager with Name, BGP Route Reflector Client Configured.

Add a seed device from the BGP device group, e.g., ISP-P02.

Click +Add Config Diagnosis to parse the variables and define the diagnosis.

Netwaork Intent (Edit Mode)

Type description here...

' Seed Logic

| & + Device |

~ @ ISP-PO2 o

No content has been added.

‘! BGP Route Reflector Client Configured o Diagnosis Tree

Replication Logic

T¥pe Description here...

Run with Live Data

. Intent Map: Select

Intent Variables: Manager

B + Add Config Diagnosis o Add CLI Diagnasis

Save @ Help

<

Tag: + Add

'

Click Retrieve to collect the data from Live Data. The required neighbor data is in paragraph

format. Create the Paragraph Parser to parse the neighbor:

a) Define the ID Line as A neighbor $neighbor route-reflector-client.

£
91
92

Format1 v
(D) Double-click a variable to parse. Select multiple lines to parse a table.

Current Device v

+

06/14/2024 06:36:04 PM Search. Q& ¥ DLineAa  ~

NeLgnoor L1.0.0.Z remote-as Lovwd
neighbor 12.0.0.2 remote-as 10000
ne1qhbur 13 B B 2 remute as 18088

neighbor
4 neighbor
neighbor
4 neighbor
neighbor
4 neighbor
neighbor
4 neighbor

exit- address

4 0 Q. 1 activate

4.0.0.1 route-reflector-client

.2 activate

.2 route-reflector-client
.2 activate

.2 route-reflector-client
.2 activate

.2 route-reflector-client
1v

'h@@@&@&

ami

Critical Variable (0)

< route_reflector_clients ~  # Type: Paragraph @

oo

neighbor $neighbor route-reflector-client

Test on Devices: 0 =

+ New Pattern v =

96 | ighb RD.DJ rnute-reﬂectar—cliend > 4 lines

+ Field «

Output + Parse Lines
$neighbor

4.0.01

11.00.2

12.0.0.2
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b) Parse all the multiple lines with route-reflector-client using +Parse Lines to check whether

the route reflector client is configured.

¢) Add the name: route_reflector _client_config.

d) Parse the lines using the line of variable: select the variable $neighbor.

e) Click Apply to save and close the Parse Lines dialog.

+ New Pattern v

Test on Devices: 0

LineA ~ neighbor $neighbor route-reflector-client
v 96 | neighbor [4.0.0.1| route-reflector-client
to
+ Parse Lines o
4
r 7/

$route_reflector_client_config ~ 4

/
neighbor 4.0.0.1 route-reflector-client /

4

neighbor 11.0.0.2 route-reflector-client K

neighbor 12.0.0.2 route-reflector-client

1. Define Variable 2. Define Diagnosis

neighbor 13.0.0.2 route-reflector-client

Formati v +
Curren
L Name:  route_reflector_client_config o
91
@ The line of variable: = $neighbor
95 © The line between:
% 4
97 © The line contains keyword:
98 4
9
Output:
100 P
101 $neighbor ~
102
103 4.0.0.1
104
105 11.0.0.2
106
n7 12.0.0.2
13.0.0.2
Pattern:

LinesByVariable[$route_reflector_client_config]:$neighbor

co Apply

5. Rename the parser as route_reflector_clients, and the final output would be:

+

lect multiple lines to parse a table.

06/14/2024 06:36:04 PM Search...

route-reflector-client
2 activate
2 route-reflector-client
2 activate
2 route-reflector-client
2 activate
2 route-reflector-client

nity **EExces

Test on Devices: 0

CriticalValk:bo route_reflector_clients ~ | # Type: Paragraph @ + New Pattern v =

Q) a v
IDLine A ~ neighbor $neighbor route-reflector-client =
P1-ID Line A
Var Line 1 96 [ neighburmute—reﬂectur—:lientl > 4Lines
P2-ID Line A
Var Line 1
= Varline1 LinesByVariable[$route_reflector_client_configl:$n =
P3-ID Line A
Var Line 1 96 [ neighbor 4.0.0.1 route-reflector-client] > 4Lines
P4-ID Line A
Var Line 1
+ Field B
Output + Parse Lines
$neighbor v $route_reflector_client_config
4.0.0.1 neighbor 4.0.0.1 route-reflector-client
11.0.0.2 neighbor 11.0.0.2 route-reflector-client
12.0.0.2 neighbor 12.0.0.2 route-reflector-client
13.0.0.2 neighbor 13.0.0.2 route-reflector-client

2. Define Diagnosis
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6.

Define Diagnosis 1: Check whether the route reflector client is configured as follows:

a) If condition: A: route_reflector clients|ls not empty.

b) Then: In case If logic is true, define the color (green), status (Success), and Message is Route

reflector client is configured.

c) Else: In case If logic is not true, define the color (grey), status (Error), and Message is Route

reflector client is not configured.

earch Ql v A [ Add Note 2] Add Diagnosis
-client |
reClient Y3 Check whether rout... Name: Check whether route reflector client is configured
r-client
r-client Type description of the diagnosis...

["] Loop Table Rows

~ If

o A @ ISP-PO2 Current v
route_reflector_clients  ~ Is not empty ~

B Select Variable v

~ Then
[2) Diagnosis Message:
~  Route reflector client is configured
Set Status Code for Device:

) Success ~  Route reflector client is configured

(b g

Set Status Code for Intent:

) Success ~  Route reflector client is configured

Add Logicw

v Else
[2) Diagnosis Message:
~  Route reflector client is not configured
Set Status Code for Device:

o

@ Error  ~  Route reflector client is not configured
Set Status Code for Intent:

@ Error  ~  Route reflector client is not configured

Add Logic v

2. Define Diagnosis

Can also click a variable on the left to add automation.

Anchor:  route_reflector_clie... ~

["]save to Incident =

i Delete

["]save to Incident =
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7.

Define Diagnosis 2: Ping the route reflector client if it is configured:
a) If condition: A: neighbor |1s not empty.

b) Then: Add the Ping <destination ip> NIT created in Chapter 4 as a follow-up Intent.

' 2. Define Diagnaosis

[2] Add Note 2] Add Diagnosis Can also click a variable on the left to add automation.

Name: Ping the route reflector client Anchor: | route_reflector_clie... ~

Type description of the diagnosis...

Loop Table Rows = route_reflector_clients v Table Key: Please Select... ~ & <
v If
A @ ISP-PO2 Current v
o neighbor v~ Isnotempty v |
B | Select Variable v
~ Then

Follow-up Intent: () Network Inte\nt osnt Intent (Self) () Stop

Intents Replicated from Template: Pin}Check

Add Logic v \\

Follow-up Intents

=+ Add Elself -+ Add

0 Follow-up Intents: + Follow-up v @

Select Intent (Standalone)
Select Intent Template

Select Intents from ADT

Select Intent Templates via ADT
Select Intent Cluster
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8.

0.

In the Follow-up Intents window:
a) Define Replicate Current Intent to: Device by Varible | this_device.

b) Set macro Variable dest_ip to be the Variable $neighbor.

Follow-up Intents X

1 Follow-up Intent: +Follow-up v @
~ | Ping Check (Intent Template) o

Description: = When...

Replication Settings:

o Replicate Current Intent to: | Device by Variable v | | this_device v

Set Macro Variables of Seed Intent Template:

4  Seed Device Macro Variable Type Set Variable

4 @ ISP-PO2

o . dest_ip string neighbor (route_reflector_clients) v

["] Merge multiple replicated intents into one 0/1 Device Key Set for Selected Table

Follow-up Execution: Settings

[CJPrune other follow-up intents Cancel Save

#
L — |

Close the diagnosis window and go back to the Network Intent window to replicate to ADT
BGP Network.
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9.3.4 Replicate the Intent to ADT

Launch the Intent Replication Wizard from the Network Intent window to replicate the intent:
1. Inthe Seed Intent tab, select the Path-based Replication option.

2. Define ADT: Use an Existing ADT and select BGP Network. Enter a relevant Intent group
name in the Replicate Intent to field.

Intent Replication Wizard - BGP Route Reflector Client Configured

Seed Intent Define ADT Replication Settings Replicate Intent

Create a New ADT Use an Existing ADT

Automation Data Table:  BGP Metwork

Replicate Intentto: = New Column Group ~ | Reflector Client Status Check
Replicate on Device Column: = Device w
© Selection Mode: Device-based Replication. Previous MNext

3. Replication Settings:

Intent Replication Wizard - BGP Route Reflector Client Configured

Seed Intent Define ADT Replication Settings

Intent Qualification: (8 via Device Groups/Sites: 1 Device Groups/Folders @ ) via Dynamic Search:

Define Macro Variables and Rules for Their Substitution:

Item: 1
Seed Device Seed Command Macro Variables
@ US-BOS-R1 [ Configuration
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4. Define the column name and tag for the Intent. The added automation column will be:

Intent Replication Wizard - BGP

Seed Intent Define ADT Replication Settings

Replicate Intent

ADT Columns: Additional Columns v
Column Data Column Name Tag
Replicated Intent Check Reflector Client 1tag

Intent Status Code

Route Reflector Client Configured or Not

The table will now be populated with devices and the replicated Intent (Check Reflector Client).

) Automation Data Table Manager @ Help
F BGP Network Table Builder Last Updated at: 08/09/2024 06:33 PM €\, Rebuild Table Add Data Manually ~ = gf'
Description: Type description here...

Items: 53 Rows 11 Columns Seuren. Q 7 Advanced Filter: Undefined |
s Code [5] Device Status Code TS BGP (Wrapper) DTN Mt ae bt © Check Reflector Client © = [5lRoute Reflector Clie... E
1ange US-SFO-R1 Wrapper intent for BGP Troubles. e BGP Route Reflector Client Confi... ‘@
1ange US-BOS-R1 Wrapper intent for BGP Troubles..} s.. @ 3GP Route Reflector Client Confi... @
1ange US-SFO-R2 Wrapper intent for BGP Troubles... BGP NEIGNOOT SLaolity Cneck US,.. @ BGP Route Reflector Client Confi.. ‘©
1ange NIC-Lab-PE2 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check NI... @ 3GP Route Reflector Client Confi... ©
1ange ip-172-26-0-114 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check ip-... ‘@ BGP Route Reflector Client Confi.. @
1ange PE-3600%-01 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check PE... @ 3GP Route Reflector Client Confi... ©
1ange VRF-PE2 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check VR... ‘@ BGP Route Reflector Client Confi.. ©
1ange bjta002440-SW11 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check bjt... ‘@ 3GP Route Reflector Client Confi... ©
1ange bur-isp-gw2 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check bu... ‘@ BGP Route Reflector Client Confi.. €
1ange MIC-Lab-XR1 Wrapper intent for BGP Troubles... BGP Route Reflector Client Confi... ‘@
1ange bjta002303-5W9 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check bjt... ‘@ BGP Route Reflector Client Confi.. €
1ange Sjc-Core-3560x-01 Wrapper intent for BGP Troubles... BGP Neighbor Stability Check Sjc... ‘€ 3GP Route Reflector Client Confi... @
1ange Pv6Lab-R4 Wrapper intent for BGP Troubles... @ BGP Neighbor Stability Check IPv... ‘€ BGP Route Reflector Client Confi... €

i e T e e e e e e ]
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5. Now, execute the wrapper intent on BGP devices with auto intent, repeating the same detailed
in Section 9.2.3 to verify the BGP Route Reflector client (tagged BGP) is also executed.

A [T intent Runbook 3] Data View

Auto Intent Quick Intent Published Intents Map Intent Reset @ Help

Auto Replicate Intent 94 Devices <4 Preview Intent Saveto v &«

1. Select Intent Profile: My Profiles = 08/09/2024 06:37 PM ~ Run with Live Data

2. Select Seed Intent: Expand Al 'l View Intent %, Diagnosis Tree 4% Show in Map =

4 B BGP Network - TS BGP (Wrapper) bjtal]u?j(];&wa BGP neighbor changed from the baselinel 12 ﬁ) ﬁ)

|1 Wrapper intent for BGP Troubleshooting AWS-CSR1000v « @ Aws-csrIoooV 2435-5W10 T N bita002439.SW10
- )_TempName_... bjta -

I Wrapper intent for BGP Troubleshooting Azure-CSR1000v & De\rlngagncsm Block 1 Diagnosis 3 Follow-up NI ebasei772554.10 BGP did not change
1 Wrapper intent for BGP Troubleshooting bjta002114-SW7 ; Cisco Router
1| Wrapper intent for BGP Troubleshooting bjtaD02115-5W6 Vi@ Aﬂy&CSRWUﬂv
|| Wrapper intent for BGP Troubleshooting bjtaD02302-5W8 R Wevice Diagnosis Block 1 Diagnosis 3 Follow-up NI ﬁ) ﬁ)
/| Wrapper intent for BGP Troubleshooting bjtaD02303-5W9 West-CSR1000v VRF-PE2
I Wrapper intent for BGP Troubleshooting bjta002435-5W10 ™ ijla0021 14-5W7 13.64.208.87 172.25116.3
Cisco Router Cisco Router

[ Wrapper intent for BGP Troubleshooting bjta002440-5W11 I‘% Device Diagnasis Block 1 Diagnosis 2 Follow-up NI
/| Wrapper intent for BGP Troubleshooting bjta002444-5W13 7

. - & bjtan02115-5We
||| Wrapper intent for BGP Troubleshooting Bos-Core-6500 m

5 Device Diagnosis Block 1 nosis 3 Follow-up NI US-SAN-R1 Us-Portland-R1

[Ju1 wrapper intent for BGP Troubleshooting Bur-isp-gw1 7 - & e R
. 10.8.77.130 10.8.77.202
o

Wrapper intent for BGP Troubleshooting bur-isp-gw2

Cisco Router Cisco Router
Diagnosis Tree of Auto NI

Source: & ArunKumar Belide@netbraintech.com  Current NI 11 Auto NI Execution Time: 08/09/2024 06: 6} View Settings | rh Auto Layout | 5 =
Device Diagno. T
Pre-Execution | Post-Execution E
Ghack whather ro.
—_— H Configuration
BGP Route Reflector .. JP-TYO-CRO1-01 E
Ping the route refl...
[ Configuration
@;Gp configure ... SG-SIN-CRO1-01 Gheck bgp config
” [ Configuration
1 e - 1 & o
BGP Meighbor Stabi.. ~ SG-SIN-CR01-01 g!eck wf:et:ger EI
show i
2 Annkun BGP Document and TS P oop
Check whether ro...
n > . H configuration
BGP Route Reflector ..~ SG-SIN-CRO1-01 E
Ping the route refl...
Configuration
Check BGP corfigure ...  JK-LHR-CRO1-01 Check bgp config...
< H configuration
=~ Because... i i E
F E BGP Neighbor Stabiit..  UK-LHR-CRO1-01 Check whether B
UK-LHR-CRO1-01  Gall all intents tag... BEP Document and 18 @ show ip bgp al...
Device Diagno...
Check whether ro...
= Configuration
Legend n — B Config
LUCLHEB. COO1.01
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9.4 Create a chatbot for the BGP TS wrapper intent

Chatbot allows power users to build interactive chatbots, so end users can execute intent-based
automation to solve real-world challenges without accessing NetBrain system Ul. Building a chatbot
flow is straightforward.

9.4.1 Create the Netbrain Chatbot

1. Inthe Upper-Left corner of the desktop, click .

2. Select Chatbot Manager under the Intent-Based Automation tab.

G eSrain

| Isearch App.. Q | & Domain Management
Network Map-Based Automation Intent-Based Automation Incident
Intent Execute Intent
Intent Manager “v Intent Based Automation Center
Intent Cluster Manager &% Triggered Automation Manager
) Automation Data Table (ADT) % Preventive Automation Manager
[ Task Variable Manager O Schedule Automation

98,, Chatbot Manager »

“° Preventive Automation Console

3. Inthe Chatbot Manager, click + Add Bot.

i, Chatbot Manager

Q |«

+Add Bot +Add Folder [& Import <

4 All Bots L

4 Abhishek Ve
£ BGP Tshoot BOT

=1 Viptela_status_bot
S Viptela_status_bo Welcome to the Chatbot Manager

4 Ahmed
£ All round checks Select a bot from the list or click the button to add one
£l Check BGP Nbr Reachability
£l Diagnosis Application Path Issue o + Add Bot

£l test4
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4. Name the bot BGP TS.
5. Location: To choose a location for the bot, click All Bot.

a) Inthe dialog, Select Folder for Chatbot, select All Bots or create a folder under it using the
option New Folder from the dropdown menu.

b) Click OK.

6. Click Start to begin the Chatbot creation wizard.

Select Folder for Chatbot X

4 AllBots v

Create Bot X o
1 Amely New Folder o
[ IDongxuCase

Bot Name BGP TS o 4 [0 OAAA Liujiali
o NIT
- 0 0-S rt Automation D
Location All BOt = o o e sy ‘ upport Aufomation Bemo
-—-——-—__> " BGP
on
Select Method Automation Data Table v 0 Abhishek
™ Ajay
Creator ArunKumar.Belide@netbraintech.com 0 Ajeet
[0 Arun Belide
Cancel Start

.I Cancel OK
4

Input Prompt Output Launch Screen

Automation Table and Actions

Select the table and indicate the automation action and column

Data Table Select
Run Intent -- Select — v
Show Map -- Select — v

Cancel Next
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7. Inthe first step Automation, click Select located next to Data Table and choose the ADT BGP
Network.

a) Check the selection box of the Run Intent field and select the intent TS BGP (Wrapper) from
the dropdown.

b) Click Next to go to the next ribbon Output.

Create Bot X
Input Prompt Output Launch Screen

Automation Table and Actions

Select the table and indicate the automation action and column

Data Table My Tables/BGP Netwo rka
ou Run Intent Check BGP Config Change v
[] Show Map Check BGP Config Change
TS BGP (Wrapper)

BGP Neighbor Check
Check Reflector Client

Cancel Next

8. Inthe second step Input prompt, check the Device selection box for input and enable the
multiple selection option.

9. Inthe third step Input prompt, review the automation output message and customize it if
needed using the pencil icon.

10. The fourth step provides the option to personalize the logo and description on the launch
screen. Do the modifications if needed or leave the default set up and click OK.
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9.4.2 Use Chatbot

1. Click Launch Bot > START.

W N

Click Submit to execute the intent.

Click the Intent BGP Network (appears as the ADT table is BGP Network).

Under Please choose the Device, select multiple devices from the drop-down as required.

g Hello! What do you want to do?

9

04:47 PM

g Please choose the Device:

04: @ DE-MUC-CRO1-01
@ ISP-PO2
@ |SP-PEOT
@ ISP-PE02
@ ISP-PEO3
[[] & JP-TYO-CRO1-01
[[] &7 JP-TYO-CRO1-02

[ e TP AP

Type or press Tab key to see options...

o DE-MUC-CR01-01,ISP-P02,ISP-PEQ1,ISP- ... m

™
(

A

BGP TS

Session 1 Vv

BGP Document and TS AB

04:48 PM
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5. The chatbot will execute the intent and provide the diagnosis output.

NOTE: Click the Map and View Diagnosis tree links to see the error details.

DE-MUC-CR01-01, ISP-P02 AB

04:55 PM

g "Wrapper intent for BGP Troubleshooting ISP-P02" executed.
1 errors found on device ISP-P02.

YES

BGP does not change

ISP-P02 BGP neighbor changed from the baseline
Ping succeeded

Map from Intent: Intent Output Map
View Diagnosis Tree: Diagnosis Tree

"Wrapper intent for BGP Troubleshooting DE-MUC-CR01-01" executed.
2 errors found on device DE-MUC-CRO1-01.

DE-MUC-CR01-01 BGP neighbor changed from the baseline
NO

BGP configuration changes. Missing lines: None. Extra lines: ro|
bgp router-id 192.168.11.254

bgp log-neighbor-changes

redistribute ospf 1 route-map O2B

neighbor 100.20.1.1 remote-as 10000

neighbor 100.20.1.1 description Connection_to_ISP-PE02
neighbor 100.20.1.1 weight 200

Map from Intent: Intent Output Map
View Diagnosis Tree: Diagnosis Tree

This is the last step. You can type "restart" to start over.

04:55 PM

Type "/" for shortcut commands
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Diagnosis Tree

S D)

DE-MUC-CR01-01 Check bgp config..
Configuration

&S D)

heck BGP configure ...

Because...

2 ArunKumar.Belide...

=
=%

Wrapper intent for BG... DEMUC-CRO1-01 calbﬂuz:g‘;;%

Legend

i)

BGP Document and TS

DE-MUC-CR01-01 Check whether B.
[0 show ip bgp al...

Check whether ro...
H Configuration

BGP Neighbor Stabilit...

L —

BGP Route Reflector... ~ DE-MUC-CR01-01

Ping the route refl.
H Configuration

6. Close all the browser tabs except for the NetBrain desktop.
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10 Application Path Assessment and Troubleshooting

This chapter explains how to use Intents to troubleshoot path-related network issues. Firstly, you
document the network path when it is functioning correctly to establish a Golden Baseline. Next,
you will create an ADT for critical applications. Then, you replicate the intents that you think are
useful to monitor and troubleshoot the applications to the ADT. And you can create a wrapper
intent as the user interface. Finally, when you troubleshoot the path-related issues, you will

discover the path and compare it with the Golden baseline for any difference and run the wrapper
intent to find any error.

When Network is Healthy Troubleshooting Time

Document Applications and
Discover Path Discover the Live path and
compare with the Golden Path

Create an ADT
Run ADT Intents

Create and Replicate intents
for Path

o o
Q ()

Network Architect NOC Engineer

The intent-based path assessment can answer the following questions:

e Isthe Path changed visually? Compare the cached path (when the network is healthy), golden
baseline path, and live Path in the troubleshooting stage.

e Isthe Path failing over programmatically? Use the intent to check for the routing next-hop
change and the CAM table (for L2 failover) change.

¢ Isthe Path healthy performance-wise? Use the intent to analyze utilization change, CPU/memory
change, link error change, QoS buffer drop change, etc.

e |s Path configured properly? Use the intent to check the QoS configuration consistency across
devices of the path and configuration consistency between the failover device pair for the Path.

In this chapter, you will learn how to replicate a seed intent with path-based replication logic (you
use the device-based replication logic up to now).
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10.1Document the application path when the network is healthy

Note: To use the full functions of the Path Browser, you need to purchase an AAM license.
Otherwise, you cannot create a new application and only can save the path in "Untitled

Application".

This section teaches how to define a map path for an application using Path Browser. You can

manage this path based on the Application in the Path Browser.

Follow the step-by-step instructions to add paths in the Path Browser.

1. Inthe quick access toolbar, click Path to open the Path Browser window.

2. Create an Application to add paths in the application.

NeSrain 22

Path Browser

+ New application o-.' Path [&Import [3 Export-

@ Help

s ¥

=

Application Manager

Last Result

| ! Running

Total En 5 Applications, 9 Paths, 6 Succeeded 1 Failed Soarch...
cation Details
F
F Mame: C{:okbou-ko
Description: | Type in description for thiz Application here

Succeeder

Succeeded

ety

Result Cat

|
|
|

R g e e e ey T g S A e, ey

Related Devices: Davice Weight

= Add Devices

Cance

8
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a) Click New Application to open the Application details window.
b) Enter the application Name, i.e., Cookbook. The Description is optional.

c) Click OK to close the window. The Cookbook application will be created in the Application
Manager. You can create a path under this Application.

Click New Path to define the path in the Path Details window.

o e e e e e e e e A ta e et ety
@ Path Browser BHelp 5 F X 3
£
J
+ New Application =+ New Path o:'t [3 Export ~ Application Manager E,
Le l
Recents Total Entries: 5 Applicationsy 9 Paths, 6 Succeeded 1 Failed search... o} I
® ;
Network 4  Applicati.. Path Source @ Destina..® Group @ Protocol Last Result Result Sl %
- 4 Cookbook
Files No Path ...
Path Details Cookbook
Testing
SampleApp
Path Name: Database_path o Top Critical Apps

Untitled Application

Application: | Cookbook Browse Q

o Path Type: @ Unicast (O Multicast

US-BOS-Host1 = ) 10.101.1.100
Gateway: HSREI(10.1.1.1) )
Protocol:  IP o v
+ New Application
Parameters: Configure Cancel oK

Cancel OK q

b) Select an application (Cookbook) for the path using the Browse button.

a) Enter Path Name, i.e., Database_path.

c) Enter Source IP and Destination IP Addresses (e.g., Source IP: 10.1.1.100, and Dest IP:
10.101.1.100). The related gateways will be auto-identified per your input. You can select the
target one from the Gateway list if the device has multiple gateways.

d) Select a Protocol from the dropdown list.

e) Click OK to create a path. You can view your created path (Database_path) under the
Cookbook application.
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4. Right-click on the created Path and click Calculate Live Path from the menu.

Path Browser @Help = &

=+ Mew Application 4 MNew Path [ Import  [3 Exportw Application Manage

Total Entries: 5 Applications, 10 Paths, 7 Succeeded 1 Failed Search

£

.,..uLJ.Lu,.ﬂ'\fw-—“—‘"v—---"\..--‘_,N—-\,r'uwl._ru-uwv'wv-\v.U.--.JW\.-\_....--.-—...-.-vw.duwfh—-\—uw'humwhﬂuhu\rw—-#“wquh;qu—“_

Applicati... Path Source @ Destina..@® Group @ Protocol Last Result
Cookbook

Database_path US-BOS-H... 10.101.1.1.. d
Draw Latest Path on Map

Testi
4 esung Draw Golden Path on Map

B T L i B P
[ [

PathT 192.168.3.... 1 Calculate Live Path .
Reference Path US-B0O5-5.. US5-BOS5-5..| Calculate Path by Advanced Options  d
4 SampleApp Resclve Path Gateway
Mo Path Defined Add to Path Calculation Bar
g 4 Top Critic... View Path Overview
BOS-Host! to LON-Ho... 10.1.1.100  10.101.1.1.. View Path History d
( 4 Untided ... Edit
{ test 1111 EU-MAD-R1  Move to d
Us-EU 10.4.1.105  10.104.1.1., Delete d
Us-EU2 1041100 1010411 | Open Reference Map d
test2 1.1.1.4 10.8.86.131 Change Reference Map
('W e vrrlI5BOSH ,.2.88, Delﬂeference Map el

You can wait to load the path until you see the Succeeded status in the Last Result column.
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6.

Double-click the path to check whether the path is healthy.

Path Browser

4 Applicati...

4 Cookbook

4 Testing

4 SampleApp

4 Top Critic._..

P Untitled ...

+ MNew Application =+ New Path

Path

o Database_path

Pathl

Reference Path

No Path Defined

BOS-Host1 to LON-Ho...

test
US-EU
Us-EUZ
test2
chaman

5a_test

[ Import B Export

Source

US-BO5-H...

192.1683....

US-BOS5-5..

1011100

1111

1041105

1041100

1.1.11a

US-BOSH...

1011100

@ Destina..@® Grouwp

100110

192.1683....

US-BOS5-5..

R O

EU-MAD-R1

1010407

1010401

10.5.86.131

8888

1010107

x

Database_path

@ 02/08/2024, 19:43:51 (Live) ¥

(=]

3

@Hep 5 ¥
Application Manager
\
@ Protocol Last Result
IP Succeeded
IF Succeeded
IF Succeeded
IF Succeeded
IF Su
P S
IF Succeeded
IP A
IF Failed
P MN/A

2

(-]

[+

= 0 X

Path Details

This is Unicast path.

310.1.1.100

& vsBosR

rEmamal 2

n-Etnarmatl2

S EU-LON-R

Out Etharmet00

i EU-LON-SW1
OutVian101

610.101.1.100

Click Path Details to view the path details for each hop and define the reference map.

a) Select the Reference Map from the Select Map window.

Note: You can define a reference map for a saved path. The path reference map allows you to

draw the golden baseline path on the map and use device notes to draw key configlets

or troubleshooting recommendations on the map.

b) Click + Add Note in the bottom-right corner, enter a note and click Save.

c) Set this path as a Golden Path.
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——————— ———
Database_path = @ X Application: Cookbook EReferen(e Map: Io IP, Live Network, 30/7/2024, 11:2211am ¥
—— ) g O g
@ 30/7/2024,11:22:11 am (Live})~ | Path Details
P ———p——— = Logic Traffic State
EI' 30/7/2024, 11:22-11 am (Live ) Sk [ R RothlpterE
I = na 104 Set as Golden Path ione - i
it 8 -
] | USBO>Ho=l Draw Selected Path 1
! P 1 Map Type Search... Q,
e o o o o o o e o e o o o o e o
] H “  CommonMap 4 [ Public
S -
E . o I [0 Maps
€3 10.1.1.024 HSRP: 1(10.0.1.1) ow Site Map o B Murali KGrehi
T |
E . Device Group Map & B9 NB3O
1 InManiot . - -
Bath M. I NEU_Training
] US-BOS-5W1 ¢ remiap .
rt
| OutViani1i Intent Map i <
> ! i+ [ Rajendar
E % Member Intent Map . [ Seed Intent
g,‘!i; 10.1.2.0024 5 B Suresh I
E « = bEp_after_change
| In:EthemetD/0
i ™
a0y ﬁ US.BOS.R2 F—MEML"'I
OutEthemei0f2 | == Cookbook reference map |
- B T
i
G 192.108.3.0024
In:EthemetD/2
o oo 3 eu-Lonr
CQut:Ethemet/0 -
b Cancel L OK 1
2 i
e
1
& 10.101.2.0/24 VRF-VR1
InVian111
i | EU-LON-5W1 Only show steps
i Out\ian101 = = TatCherlwithine deyine | e e e e e e e
i
E :Nom{n}c o + Add Note 33 Refresh:
H 1
% 10.101.1.0/24 HSRF: 1(10.101.1.1 1 N . - -
& d J I Mormal %  SansSerf * B I USMN®IE =& :
i i l
| 10.101.1.100(F} I Please help me check output IPs and Cli ouput logsfor this hop :
1
o Off) 101011100 | :
1
]
: Cancel Save |
1 1
O T T e T T T T T e e T e e e e e T T e T e e T e e e T e e e T T T T
Execution Log ~

Now, you can see the Golden Path drawn on the map.
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Database_path
30/7/2024,12:23:53 pm

a 1044400
1 Us oS Ho#1P)

| InVian1o1
a/ |9 ¢/ us-Bos-sW1
i OutViantit

; 1.1.1000P)
v
0 10.101.1.100

& 1011026 HSRP: 1(10.11

&3 10101 2024 VREVRI

=@ x| i
~Path Details

This is Unicast path.

1)

Map3 (Master) ~ *

Intent

> Pagelv

B summary ¥

Overall Health View . Network # Stencils ,Map | & = 3

e A\ sk A oA RSP AN i A P\ P ANy ARl

10.2Build and Manage Automations for Path

In this section, you will create a base ADT from the Application path. Furthermore, you will use the
Intent Replication Wizard to add several Intents and a wrapper Intent to the ADT. Additionally,
you will create a wrapper Intent for path-related automation and enable the auto intent

functionality.

10.2.1 Create the ADT base table from the path browser

The system provides the method Application Path for you to import the application and path data
into the ADT base table.

Follow the step-by-step instructions to build the base table with the data in devices:

1. Build the new base table by entering the Name, Path Stability Check and select the Location as
per your preference.

2. C(lick Table Builder and define the base table using the method Application Path.

3. You can build an ADT table with the following columns: Application Name, Path, Source,

Destination, Path Devices, Path Status, and Path Hops.
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Automation Data Table Builder

Column Header:

8 e 98 a4 8§ a
Path

al 4

Destination

a8l &
Path Status

al &

Application Name

Base + Column Group (Base):
e e T TS T
e | ] I ]
1
o 1
Path Stability ChECko : n Application Name 9 Path a Source :
1 Application Name Path Source 1
Select Method to Build Base Table: : 1
1
ppicaion patn ) 1 I
1 % Destination % Path Status a Path Hops (Devic... :
O Al Applications except "Untided Application 1 Destination Path Status Path Hops (Device ... :
L

1 ® Specified Applications ( 3 [tems -llo

2 el et LIIIEL S

Path Hops (Device Inter...

Reset All

%

Select Column ~

A L i

e Select Applications and Paths
1 Built-in Fields: PP
! AN
18 Path 2| P 1 AN
: o - 1 -~ - Search... Q
1 = 1 <.
U Application N 1 ~
: S e el 1 o """'-.___‘ F] DQ Top Critical Apps
: Path Name : BOS-Host1 to LON-Host1(10.1.1.100 to 10.101.1.100)
: = : [J@ sampleApp
Path Devi
: evices 1 4 [ Testing
1
1
1 3 Path Hops (Device Inte... % : Path1(192.168.3.10 to 192.168.3.201)
: 1 Reference Path(US-BOS-5W1 to US-BOS-5W2)
: nbound Interfaces £ i : p Q Cookbook i
1
: Outbound Interfaces <& 1 : Path_Troubleshooting{US-BOS-Host1 to 10.101.1.100) |
1 1 o o e e
1 1
1 Path Map -~ | Select Al Deselect All
1
I A |
R Source [5] | (Drag and drop colum Cancel OK
e e e e e —————
0 Auto-Build  No Scheduled Updare Cancel Save Save and Build o
The ADT will be:
3 B Path stability Check Table Builder Last Updated ot: 08/09/2024 12:57 PM & Rebuild Table Add Data Manual%
l Description:  Type description here...
¢ ltems: 4Rows 11 Columns Seorch... Q| ¥ Advanced Filter: Un
3
i No. [5]Application Name o Path & Path Devices [5]Source Destination Path Status & Path Hops (Device In...
é‘\ Cookbook Database_path 10.1.1.100... Us-BOS-Host1 10.101.1.100 Succeeded EU-LON-R1 - Ethernet0/...
2 Testing path1 192.168.3.... 192.168.3.10 192.168.3.201 Succeeded 192.168.3.10 - Ethernet...
3 Testing Reference Path US-BOS-5... Us-BOS5-5W1 Us-BOS-5W2 Succeeded US-BOS-5W1 - Loopback...
4 Top Critical Apps BOS-Host1 to LON-Host1 10.1.1.100... 10.1.1.100 10.101.1.100 Succeeded EU-LON-RT - Etherneto...

e A Ao A e AP e et Al At P A A A A i

i
3
H
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10.2.2 Replicate the Intents of Device Health Check

In this section, you will replicate all the intents created in Chapter 3 for Basic Device Health Check.
The intents you will replicate in the ADT will be:

e CPU usage check (Cisco 10S).

e Interface status check (Cisco 10S).

e Uptime check (Cisco I0S).

NOTE: Ensure when you use Intent Replication Wizard to replicate intent, define Path-based
Replication instead of Device based replication.

10.2.2.1Replicate CPU Usage Check (Cisco 10S) Intent to the ADT

1. From the Intent, go to the menu and click Intent Replication Wizard.

2. Seed Intent. Select the Path-based Replication option.

Intent Replication Wizard - CPU Usage Check (Cisco [0S)

5

i

Seed Intent 2 Define ADT Replication Settings i
h]

1

{

)

Seed Intent: | CPU Usage Check (Cisco 105) Select Lasr Mo%

L

Intent Template for: () Device-based Replication (®) Path-based Replication o}j

(

4

e T e e e e e T e e e e U T e ey \_-"\.-—ﬂ\-—u-_ﬂ/v"-}

3. Define ADT.
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Seed Intent Define ADT 3 Replication Settings

| Create a New ADT | Use an Existing ADT o

Automation Data Table: = Path Stability Check

Replicate Intent to: | New Column Group v check cpu o

Replicate on Path Column: | Path v

o Path o

B e g Sy e S A S e B ety A g g

Select Automation Data Table

Search... Q

4 [ Shared Tables

@ Selection Mode: Path-based Replication. I+ [ ADT_Micro_Learning
[ Assessment Reference ADT

i [0 Cloud Assessment Reference ADT
4 Cookbook
B} Path Stability Check

Instructor Materials
B9 NBU_Materials

Cancel OK

4. Replication Settings.

Intent Replication Wizard - CPU Usage Check (Cisco 105)

Seed Intent Define ADT Replication Settings 4 Replicate Intent

83 Full Settings for Template

Define Macro Variables and Rules for Their Substitution:

Item: 1
Seed Device Seed Command Macro Variables Command Qualification
& US-BOS-SW1 show process cpu Defined W

More Replication Settings v

@ Selection Mode: Path-based Replication, ADT: Path Stability Check. Previous Next
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5. Replicate Intent and add the tag application or path.

Intent Rey

Seed Intent Define ADT Replication Settings Replicate Inten

ADT Columns: Additional Columns v
Column Data Column Name Tag
Path Intent CPU Usage 1tag

Tag Current Column

1Tag:  path + 3=

o Save and Replicate

Cancel oK submitted ar: 07/30/2024 04:31 P@ Open Output ADT
© Selection Mode: Path-based Replication, ADT: Path Stability Check, 0 Macro Variables. Previous Finish
The ADT after adding CPU Usage Intent:
? & Path Stability Check Table Builder Last Updated ot: 08/09/2024 12:57 P € Rebuild Table Add Data Manually v = off
Description: ~ Type description here...

{ Ktems: 4Rows 8 Columns Q| T Advanced Filter: Undefined | G
o Path & Path Devices [E]source Destination Path Status & Path Hops (Device In... CPU Usage © =|
Database_path 10.1.1.100... US-BOS-Host1 10.101.1.100 Succeedad EU-LON-RT - Ethernet0y... CPU Usage Check (Cisco 105... @ -
patht 182.168.3... 192.168.3.10 192.168.3.201 Succeeded 182.168.3.10 - Ethernet... CPU Usage Check (Cisco 105... @

Reference Path US-BOSS... US-BOS-SW1 US-BOS-SW2 Succeeded US-BOS-SW1 - Loopback... CPU Usage Check (Cisco 105... @

é BOS-Host1 to LON-Host1 10.1.1.100... 10.1.1.100 10.101.1.100 Succeaded EU-LON-R1 - Etherneto/... CPU Usage Check (Cisco 105... @

Ry M S P A VP P PSRN VU S e . ]

Similarly, add another two Intents (Interface Status Check and Uptime check) via Intent

Replication Wizard.

Table Builder Last Updated at: 08/09/2024 12:57 PM € Rebuild Table Add Data Manually ~ = gf’

Q T Advanced Filter: Undefined | G

Status &5 Path Hops (Device In... CPU Usage 3] Uptime Check %] Interface Status 5] =
Hed EU-LON-R1 - Ethernetoy/... CPU Usage Check (Cisco 105) EU-... & Uptime check (Cisco 105) EU-LO... @& Interface Status Check (Cisc... @ N
Hed 1982.168.3.10 - Ethernet... CPU Usage Check (Cisco 105) EU-... & Uptime check (Cisco 105) US-BO... @& Interface Status Check (Cisc... @
Hed US-BOS-SW1 - Loopback... CPU Usage Check (Cisco 105) US-... @& Uptime check (Cisco 105) US-BO... @& Interface Status Check (Cisc... @
Hed EU-LON-R1 - Ethernet0/... CPU Usage Check (Cisco 105) EU-... & Uptime check (Cisco 105) EU-LO... @& Interface Status Check (Cisc... @

T T T s

e Vet

RPNV S SUPE YT
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6. Open a replicated intent to check whether all devices in the path are replicated.

B e o e B T
é & Path Stability Check Table Builder Last Updated at: 07/30/2024 04:40 PM €\ Rebuild Table Add Data Manually v = gf'

E. Description:  Type description here...

{ Items: 1 Row 9 Columns Search.. Q| 7 Advanced Filter: Undefined 1@
§ [5]Path Status &5 Path Hops (Device In... Uptime Check o = CPU Usage 193 Interface Status © =
3 Succeeded EU-LON-R1 - Ethernet0/... U‘ptivme‘che‘ck v(Cls‘co iOSS EULO ' @ CPU Usage Check (Cisco I0S) EU-... ® Interface Status Check (Cisc... ®

i

1]

|| Uptime check (Cisco 10S) EU-LO... -~ Open 0 &0 ZEdit

Result: 07/30/2024 04:48 PM v & © Run with Live Data

This intent execution is finished at 07/30/2024 04:48 PM with 0 errors. You can View Execution Log

@ EU-LON-SW1 uptime is 12 weeks, 3 days, 20 hours, 8 minutes 8 View v
> & EU-LON-SW1 EU-LON-SW1 uptime is 12 weeks, 3 days, 20 h... 1 From Seed Device: US-BOS-SW1.
> & EU-LON-SW2 EU-LON-SW2 uptime is 12 weeks, 3 days, 20 h... 1 From Seed Device: US-BOS-SW1.
> & US-BOS-SW1 [s) us-BOS-SW1 uptime is 12 weeks, 3 days, 20 h... 1 From Seed Device: US-BOS-SW1.
> & US-BOS-SW2 US-BOS-SW2 uptime is 12 weeks, 3 days, 20 h... 1 From Seed Device: US-BOS-SW1.

7. Run Intent for all the Intent Columns and Rebuild Table.

10.2.3 Create Path Intent for Path Next Hop Stability check

In this section, you will create an intent to check whether the next hop changes for the path. You
will use two seed devices of the different types to support the multi-vendor.

1. Create an Intent from the Intent Manager with Name, Path Next Hop Stability Check.

2. Add Seed devices.

Let us add two types of network devices, Cisco Firewall and Cisco 10S Device, to learn how to
support the multi-vendor. Different CLI commands are used to retrieve the next hop for these

devices.
Network Intent (Edit Mode)

.| Path Next Hop Stability Check o Diagnosis Tree Run with Live Data Save @Help =
Type description here.. o Intent Map: Select ~
Seed Logic Replication Logic @ Neighbor pair replication is disabled.
| & + Device |o Intent Variables: Manager | Tag: + Add [E

{ > @ CA-TOR-R1 Type Description here...

{ > @ us-BOS-FW/act Type Description here...
MMWWWWWWWMWWWWMFNWWWMVMH
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3. Define the Variable for the Cisco Firewall device.
a) Define parser using CLI Diagnosis. The command will be: show route 10.1.1.100.

b) The Var Line 1 will be: A * $mstring:next_hop_ip, from.

CLI Command Diagn

§ us-BOs-FW/act  show route 10.1.1.100 e X | | Retrieve w~ with Live Data
1. Define Variable 2. Define Diagnosis
Format1 v o Test on Devices: 0 =
(D Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) [ next_hop_ip_Fw v /A Type:single @ + New Pattern v =
Current Device v | 07/30/2024 06:59:56 PM Seorch...
i A X 3 . s =
1 IJS'BOS'FN#sth route 10.1.1.100 Var ILlne 1 $m5tr‘lng . nEXt_hop_lpJ fr.om
2
3 Routing entry for 18.1.1.8 255.255.255.8 —— 7 | #[10.1.2.11], from| 10.1.50.10, 255:48:55 ago, via inside > 1Line
4 Known via "ospf 1", distance 118, metric 11, type intra
5 Last update from 18.1.2.11 on inside, 255:48:55 ago
6 Routing Descriptor Blocks: R Var e 1 + Field
7 * 19.1.2.11, from 10.1.56.10, 255:48:55 ago, via inside
8 Route metric is 11, traffic share count is 1
9 10.1.2.18, from 10.1.50.10, 255:48:55 ago, via inside - I =
10 Route metric is 11, traffic shere count is 1 B
E $next_hop_ip (mstring) = 10.1.2.11
4 »
@ Help | Allintent variables

Cancel Apply

4. Define Variable for the Cisco 10S Device.

a) Define parser using CLI Diagnosis. The command will be: show ip route 10.1.1.100.

b) The Var Line 1 will be: A * $mstring:next_hop_ip, from

CLI Command Dia|

@ CA-TOR-R1 show ip route 10.1.1.100 e X Retrieve ~  with Live Data

1. Define Variable 2. Define Diagnosis

Format1 v + Teston Devices: 0 E
(1) Double-click a variable to parse, Select multiple lines te parse a table. Critical Variable (0) [ Next_hop_ios v 4 Type:Single @ + New Pattern v =
Current Device ~ | 07/30/2024 07:07:02 PM search...
. A % . . . =
1 [A-ToR-RI¥show ip route 10.1.1.100 Var Line 1 $mstring:next_hop_ip, from
2 Routing entry for 10.1.1.8/24 |
8 Known via "ospf 1", distance 11@, metric 12, type intra a T TIZ OS], TTOT T0- T-30- 10, SWot-ED, VT ETTerTTeTer T T
a Last update from 192.165.1.1 on Ethernet®/1, 3wSd ago
5 Routing Descriptor Blocks: ) ar Line 1
3 * 192.168.1.1, from 10.1.56.18, 3wSd ago, via Ethernetd/1 + Field
7 Route metric iz 12, traffic share count iz 1
8
Y
Qutput + Parse Lines —_
$next_hop_ip (mstring) = 192.168.1.1
4 »
@ Help All Intent Variables

Cancel Apply
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5. Define Diagnosis for Cisco Firewall.

The condition A will be: The Current next_hop_ip does not equal the last next_hop_ip. And
Define the Diagnosis message.

& 2. Define Diagnosis 5
¢
£ [ Add Note [l Add Diagnaosis Can also dick a variable on the left to add automation.
% Mame: | check next hop ip for FW Anchor: e
g Type description of the diagnosis...
; [] Loop Table Rows
W IF
-y
1€ A P USBOSF. Current | Last v |
- @ - e e 4
Current
next_hop_ip v | | Does not equal ~ | | next_hop_ip |
Baseline
} B | SelectVarishle ~ Last
[ e e ] e e e

6. Define Diagnosis for Cisco 10S Device.

The If condition A will be: The Current next_hop_ip dose not equal the last next_hop_ip. And
Define the Diagnosis message.

2. Define Diagnosis

2 Add Mote [ Add Diagnosis Can also click a variable on the left to add automation.

-

MName: |Mext hope Ip check for ios device Anchor: ~

Type description of the diagnosis...

2
{
1
{
i
j [[] Loop Table Rows
§

w If
Fe———
A @& CATOR-R1 Current w I Last ~ |
| M | Current
next_hop_ip ' Does not equal ' next_hop_ip w Ba=eline
Last
B | Select Variable w

.

R T sl i ke LT MBI T e T e B T
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10.2.3.1Replicate the Intent to ADT

In this section, you will use the Intent Replication Wizard to replicate the intent, Path Stability
Check. In the replication settings tabs, you will define the destination IP as Macro Variable and
set it as the path destination.

1.
2.

In the Seed Intent tab, select the Path-based Replication option.

Define ADT: Use an Existing ADT and select Path Stability Check. Enter a relevant Intent
group name here.

Replication Settings:

Replication Settings 3 Replicate Intent

{&b Full Settings for Template

Full Settings for Intent Template

) Serve az Template for: () Device-based Replication (@) Path-bazed Replication ] Enable Meighbor Pair Replication

Intent Qualification Macro Variable Critical Variable Advance Settings
Oltems  + Device Variable I+ Command '-.,"ar'ableo
4 Seed Device Macro Variable Source Type Default Value Lock up Data for Device

& CA-TOR-R1 Define Command Variable

Add Command Variable

Command: show ip route 10.1.1.100

ED show ip route 10.1.1.100 Variable Pattern: | show ip route $dest_ip o

0':' You can define

Exomple: show ip ospf 1 -> show ip

Sdest_ip:
Description:
Type: | string M
* Default Value: | 10.101.1.100 o
Prompt for Input: | dest_ip

Hint: | Setvalue..
Cancel OK

Cancel DKe
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a) Click Full Settings for Template to define Macro Variable for the Cisco Device.

b) Click + Command Variable to open the Add Command Variable window, and double click
the CLI command, i.e., show ip route 10.1.1.100.

c) Define the command variable by replacing the command, show ip route 10.1.1.100 with show
ip route $dest_ip.

d) Enter the Default Valu,e, i.e., destination IP, 10.101.1.100.
e) Click OK to add Macro Variable.

f) Select Destination from the dropdown to define look-up data for the device.

Full Settings for Intent Template X
1) Serve as Template for: () Device-based Replication (@ Path-based Replication [JJ Enable Neighber Pair Replication
Intent Qualification Macro Variable Critical Variable Advance Settings
1ltem + Device Variable  + Command Variable
d Seed Device Macro Variable Source Type Default Value Look up Data for Device

Pl & CATOR-R1
ip_macro show ip route $ip_ma... string 10.1.1.100 Select ~l /2@

§ US-BOS-FW/act 4 @ Path Variable

Source

o Destination

SourcePort

DestinationPort

Protocol

PathType -

Select ADT Column

Clear

g) Similarly, define Macro Variable for Cisco Firewall. The added macro variable will be:

Full Settings for Intent Template X

) Serve as Template for: () Device-based Replication (@ Path-based Replication [C] Enable Neighbor Pair Replication

Intent Qualification Macro Variable Critical Variable Advance Settings
2ltems  + Device Variable  + Command Variable
Fl Seed Device Macro Variable Source Type Default Value Look up Data for Device
4 & CA-TOR-R1
B descip show ip route $dest_ip  string 10.101.1.100 Destinatian ~
4 g US-BOS-PW/act

B destip show route Sdest_ip string 10.101.1.100 Destination ~

R L T Ve

e L e e i o O e Ty T
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4. Replicate Intent:

Define the column name and tag for the Intent. The added automation column will be:

EE. Automation Data Table Manager @Help

e

> —

} i Path Stability Check Table Builder Lost Updoted ar: 08/09/2024 01:05 PM &, Rebuild Table Add Data Manually =

¥

E Description:  Type description here...

H ~

Z ltems: 4 Rows 11 Columns Q W Advanced Filter; Undefined | 5

E &g Path Hops (Device In... CPU Usage (3] Uptime Check o Interface Status Next Hop Stability Check =
EU-LON-R1 - Ethernet0/... Uptime check (Cisco I0S) EU-LO... @& Interfac Path Next Hop Stability Che... @
192.168.3.10 - Ethernet... Uptime check (Cisc 0.. ® In: Path Next Hop Stability Check @

; US-BOS-5SW1 - Loopback... Uptime ¢ ® I Path Next Hop Stability Check @

g EU-LON-R1 - Ethernet0/... Uptime c ® I Path Next Hop Stability Che... @

M SN SV US|

10.2.4 Create Wrapper Intent and Enable Auto Intent

In this section, you will create a Wrapper Intent as a public interface for the path-related intents.

For detailed steps on how to create a wrapper intent, please refer to Section 4.2. A key difference
here is that you will use the Intent Diagnosis method instead of the Device Diagnosis method since
the Device Diagnosis method will not replicate all path devices. Also, you need to create a separate
ADT for the Wrapper Intent.

1. Create an ADT for Wrapper Intent using the Application Path Method. Add the Path and Path
Devices built-in fields to the ADT.

EE. Automation Data Table Manager @ Help

O C« —
~ g ff Wrappers Table Builder Last Updated ot: 08/02/2024 0... €, Rebuild Table Add Data Manually =
4 Shared Tables (37)

ADT_Micro_Learning (3) Description:  Type description here...

Assessment Reference ADT (33)

Cloud Assessment Reference ADT [£1)

Items: 4 Rows 2 Columns Q T Advanced Filesr: Undefined O

AT T

Cookbook (2) No. 2f Path &8 Path Devices
B Path Stability Check

1 Database_path 10.1.1.100...
BS Wrappers

3 Instructer Materials (2) 2 FE] e

3 MNBU_Marterials (1) 3 Reference Path US-BOS-S...

NBU_Training APAC (0] 4 BOS-Host! to LON-Host1 10.1.1.100...

NBU_Training_EMEA (7}

MNBU Training_NALA (1)

Workshops (1)

- v v v

Wrappers (1)

2. Create Wrapper Intent from Intent Manager with name, Wrapper for Path.

3. Add Follow-up intent by selecting Select Intents from ADT option.
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Metwork Intent (Edit Mode)

' Wrapper for path §, Disgnosis Tree Run with Live Data Save

~ § Intent Settings
Type description here..| 2

Intent Diagnosis Block Definition

Intent Variables

i Seedlogiq — Full Settings for Template
| Diagnosis1 . + " Lock Settings

A e e
rAdd Intent Diagnosis Block-=
Name: |Path Troubleshooting o L

| @ + Device |

Add Diagnosis via Auto Intent

Switch Devices

Description:
Define Abstract
Named Tag
[[] Loop Table Rows Export
w If Save as
a View Original Text for Diagnoses @

View Summary Text for Diagnoses

True o ~ o} Publish Intent

Intent Replication Wizard

B Select Variable ~
Auto Intent Wizard

~ Then Follow-up Intents
[ ———

(2 Follow-up Intent] @ Netwwork Intent I -
T 0 Fallow-up Intents: : + Follow-up ~ 1€y
T

R —
Add Logic~ ! Select Intent (Standalone)

Intent Status Code

Select Intent Template

Draw Map > I_SEIE_'I_I nrens Eo_m_.‘\_Dl ll

— [Ty Select Intent Cluster
Send Email
Followr-up Innenta

Advanced b

Select Automation Data Table

Luwuwuavwwvdhuuwvwwuvww

v|

g S e, _F

Fs
LA
w
5]
a
=

4[]8 Shared Tables
B [JM ADT_Micro_Learning
b [JMm Assessment Reference ADT
I [CJfn Cloud Assessment Reference ADT
{48 Tookbook ~ "]
% pathSibiy Check |
b [JM Instructor Materials
b B NBU_Materials

b [ NBU_Training_EMEA

[P

?
|
)
-
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4. Inthe Follow-up Intents window:

Follow-up Intents

1 Follow-up Intent: + Follow-up » @
~ ﬁ) Path Stability Check (Automation Data Table) iof

Description: | When...

Find Critical Automation Assets (ADT Rows) by Intent Variables (Device or Device Variables):

Find critical assets by device, or properties of critical asset.

o A | Application Name ~ 5 not none ~ o

B | Select.. ~

Boolean Expression: | a4

Select Intents of Found Critical Automation Assets to Execute:
2 All Intents

) Selected Intents:

0 ® Intents with Tags: | March all A path ™
-
(O Prune other follow-up intents Cao Save

a) Define condition A: Application Name is not none.
b) Select the Intents with Tags option to Match all path tags.
c) Click Save to save the wrapper intent.

5. Replicate this Wrapper Intent to the ADT using Path-based Replication.

g B Automation Data Table Manager @ Help
35:;«:” C\ T« . e A =
{ Fy Wrappers Table Builder Last Updared ar: 08/02/2024 0... &, Rebuild Table Add Dara Manually ~ = ol
£A [0 Shared Tables (57)
(( b B ADT_Micro_Learning (3) Description: Type description here...
I I Assessment Reference ADT (23) B = A
ltems: 4 Rows 3 Columns Search.. Q W Advanced Fileer: Undefined | ]
- B Cloud Assessment Reference ADT (41)
; 4 Cookbock (2) No. 2f Path &2 Path Devices Wrapper Intent
B Path Stability Check ) )
1 1 Darabase_path 10.1.1.100... Wrapper for path Path_Troubles... @
] Fa Wrappers
Wranper for pat 1
1 b B Inscructor Marerials (2) 2 Path1 192.168.3.... Wrapper for path Path ®
- B NBU_Marerials (1) 3 Reference Path US-BOS-S... Wrapper for path Reference Path @
[ NBU Training APAC (0) 4 BOS-Host1 to LON-Host1 10.1.1.100... Wrapper for path BOS-Host1 to.. @
- B NBU_Training_EMEA (7)
b B NBU_Training_NALA (1)
5 I» B Workshops (1)
R S e e T TP RSV S
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6. Run the Wrapper Intent and check the diagnosis tree for all the replicated devices.

Network Intent (View Mode) - All Network Intents/Cookbook/New Wrapper

Diagnosis Message (08/02/2024 1

Intent: B Wrapper for path v

View by Intent View by Device

~ [l Wrapper for path

> [l Path Stability Check / CPU Usage Check (Cisco 105) EU-LO...

>[Il Path Stability Check / Interface Status Check... 58 Alerts

> [l Path Stability Check / Uptime check (Cisco 105) EU-LON-SW1

> [ Path Stability Check / Path Next Hop Stability Check EU-LON...

D Wrapper for path - Open 0o &0 AEedit =
Result: 08/02/2024 12:26 PM ~ & ® Run | ~  with Live Data
This intent execution is finished at 08/02/2024 12:26 PM with 0 errors, You can View Execution Log

on EU-LON-R1, Interface Ethernet0/3 is down, Current L1 status is administratively down and L2 status is down 66 WView w

With 4 Follow-up Intents 66 Alerts 326 Successes 196 Messages

12 Successes 6 Messages

302 Successes 184 Messages

8 Suc

ses 4 Messages

4 Successes 2 Messages

I e I

e B A e Y A e Y e N B W N o e ¥ e e e W Ve e Ve =
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7.

Click the Diagnosis Tree

4ad-a741-25325486ae21

ecution

Current NI: i} Wrapper for path

icon to view the results in a tree layout.

Bacause,

Execution Time: 08/02/2024 12:13:48 PM v

Usage
80 =how proces=:

US-BOS-SW1

nterface Status
[ pr———

Check Errars.
0 =how marface

rfe s

e
@ show e

&

ELLON-RY

Check Errars.
Bl =how arface

D]
& erface:

EL-LON-S

i

Check Errars.
B show erfzce

Interface Status Chec. E
b Status
a & zhow arface

B 4e7i548b-7a0b-44...

lock.

Path Traubleshoat...

US-BOS-R2
o

Check Errars.
B =how marface

terface Stalus
[ ep—

Check Errars
B0 show mterface

US-BOS-SW2

Check Ernars.
B0 show imterfce

& —0o
EU-LON-5W Check pme
[ show version

EU-LON-SW2 Check Upime
I8 shaw version

Ugtime
[ =how versia

Ugtime check (Cisca L..

US-BOS-SW

Next hope o chee..

Path Next H
& —0

US-BOSR2

T =how ip recte

Mext ..
I how e rete
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8. Enable Auto Intent for Wrapper Intent.

NOTE: Before Enabling Auto Intent for the Wrapper Intent column, you need to define Auto

Intent Profile in the IBA Center.

a) Enable Auto Intent via ADT.

l'?,, Intent Based Automation Center

Instslled Intent Templstes Py hed Intents Aute Intent Auto Intent Profile rain Downlaad
+Add Folder 3 | Automation Data Table: Path Stability Check  Description:
a
Auto Intent Name: | Path Stability Check - Wrapper Intnet
4 [ Enable Auto Intent via ADT v
B8 203 Hes , 4 rolder Find critical assets by device properties or visible interfaces:
2 ralth
& Add Intent Template :
=] A evices Matches
Add Automation Data Table Fath Devies v | [Marche
BB MNB203.
Rename cola
% Pahsm B | Select. M
Move To
B8 PathSwm Boolean Expression: (A
8 Wrappel D€ ..
4 Metwork Essential

BGP_Route_check Select intents/maps/paths to be listed in Auto Intent and set the display name:

Device Informartion List in Auto Intent Intent Column Display Name

IP Route Navigator

2 Path §Path 0
MAC Address Navigator
Map One-IP Table Entry ]} Uptime Check $Path_Intent_2 #
41 Wireless_Troubleshosting O CPU Usage $Path_Intent #
NB302_Client_Summary [Cisco WLC] O Interface Status $Path_Intent_1 #
Suresh WLC_Cliens_Summary O Next Hop Stability Check $Path_Intent_4

Automation Data Table Preview:

No.  [5]Application Name % Path & Path Devices

1 Cookbook Path_Troubleshooting 10.1.1.100...

b) Define Auto Intent Profile.

~ Hostname 0

Source

US-BOS-Host!

[5] Destination

10.101.1.100

C‘,, Intent Based Automation Center

Installed Intent Templates Published Intents Auto Intent

+Add Profile S

Name: Database_path_troubleshooting o

Description: Input...

Included NITs/ADTs;; +Add o

NIT/ADT

4 £l Shared Profiles

i NBU_EMEA Training

£ Network Essential

L Wireless_Troubleshooting
4 88 My Profiles

B8 Path Stability Check - Wrapper Intnet
{4 path_troublshooting

e il e et e

Auto Intent Profile Gra'n Download

|
|
}
|
?

Location

/Enable Auto Intent via ADT

I’W‘u\..r'iwu'-"‘"""’\uu\‘““""'“‘—ﬁwuﬂv\a—-uuvw'"L‘.tbt-"-l"\.f—wnw-nui"'wv"\u—"“-‘\l"\
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c) Enable Auto Intent from the ADT Wrapper Intent column.

MNext Hop Stability Check

Enable Auto Intent - Wrapper Intent

Search...

Auto Intent Name: | Path Stability Check - Wrapper Intnet

Path Devices

Select Device Column:

Add to Auto Intent Profile: | My Profiles/Database_path_troubles

1 Enabled Auto Intent v Cancel

Select

OK

9. Runthe Wrapper Intent and Create a Dashboard

Intent Dashboard:

Q W Advanced Filter: Undefined f_

Wrapper Intnet
Run Intents Once

Run Intents via Timer

Open Seed Intent

Rebuild Intent-related Column Group

Remove Empty Wrapper Intent

Enable Auto Intent

Export Diagnosis Result to C5V

View Summary CSV Report
Py

¥

OI=1|
[
]

|

Path TS Wrapper Last Refreshed ot 02/08/2024,1930:46 3 M @ =
Summary 02/08/2024,19:30:51  View Report Device Information 02/08/2024, 19:3%:51  View Report
- Intents
17 Times Executed 6 Devices
- Intent-level Alerts
® Cisco 108 Switch Cisco Router ® (null)
Intent Result History 02/08/2024, 19:30:51  View Report
Time Range: All v Result: All v
-#- Sum of Intent Alert Status Code Count  —+- Sum of Intent Success Status Code Count
200
100
o /’\
02/08/202¢,  02/08/2024,  02/08/2024,  02/052024,  02/08/2024,  02/08/2028,  02/08[2024, 02052024,  02/03/2024,  02/08/2024,  02/08/2024,  02/052024,  02/08/2024,  02(08/2024,  02/06,2024,  02/05/2024,  02/08/2024
18:27:26 152726 152726 Is:27:27 152728 183753 153755 54 18:37:58 153755 183755 19:09:22 13:09:24 13:08:24 15:09:26 15:08:26
Top Five Intent Alerts
Intent Name Wep Execution Time. Intent Alers Sttus Code Count Intent Success Status Code Count Intent Status Code Summary Inten: Aler Decection
Interface Status Check (Cisco 105) EU-LO..  View Map 02/08/2024, 18:27:27 33 151 on EU-LON-R1, Interface Ethernet0/3 is do.. 1
Interface Status Check (Cisco 10S) EU-LO...  View Map 02/08/2024, 18:37:55 33 151 on EU-LON-R1, Interface Ethernet0/3 is do... 1
Interface Status Check (Cisco 10S) EU-LO...  View Map 02/08/2024, 19:09:24 33 151 on EU-LON-R1, Interface Ethernet0/3 is do... 1
Path Next Hop Stability Check EU-LON-R1  View Map 02/08/2024, 19:09:26 o EU-LON-R1 next hop IP 10.101.2.11 has N. 0
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Summary Dashboard:

Path Troubleshooting

Summary

Number of Intents Number of Devices Number of Alerts MNumber of Successes

4 0 198 978

Path

Number of Intents Number of Devices Number of Alerts MNumber of Successes

4 0 198 978

Device Results
Dashboard and Intent Group Intent Results

Total Device Results EU-LON-R1 US-BOS-R2 Us-BOS-5W1 EU-LON-SW1 Us-BOS-sW2 EU-LON-sw2
Pun TS Wioper G EE EEE G G (ISR EEE G
Total Alert Count - 24 24 15 12 12 12
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10.3Troubleshoot the path issue

Calculate the live path and compare it with the golden or cached path to view the path differences.

1. Open your path from the path browser, draw the live path, and then draw the Golden or
Cached path for comparison.

Path_Troublesnacting Tele x = o wy © Overali Health View % Network % Stencits % Map | & = + 100% ) X
© 30072024 112211 Lve) Y | Re.cacutate Parn ) Deta view B viniciion
[romee ] Thisis| DrawPath Cached patn Config Let of “US-80S-SW1" -
US-805 SW1ashow ru
| Config Let of “US-80S-R2" -
= aw.u.m % 5 2 ‘Buliging configuration
P g Let of "EU-LON-SW1' T
t ON-SW1Bshow run itacface Etnarnen 0 Current configuration - 2213 bytes
= description 1 LAN t
é ip acdress 10.1.22 255.295.255.0 ! Last configuration change ac 23.20:37 EET Fri May 24 2024
e 00t ! Current configuration - 2229 bytes '
! version 152
i 1Last configuration change at 23:29.41 EET Fri May 24 2024 - service smestamps debug datetime msec
I — e service timesiamps iog Setetime miec
g & o é o =

| nEsemens
an @ vseosrz
Cutvemes?

& marmaon

10.1.1.100

101011 1%5 3

e
as @ evLonrr
Cusrement

& 10101203 WmEVRY

2y & EuLon-swy

Config Let of “EU-LON-SWZ"

Labet vian11110.101.2 17724 Tans
qg 12191 103 HERS 110.491.1.9) Interface Vian111 EULONSW2 usgo;swz
H Ip address 10.101 211 265.255.255.0 S Gescripion AN 0886

06

G220 105 ez

9 101 1 30009

2 o

Conflg Let of “US-805-5W2" A

1D a0aress 101211 255.255.255.0

2. Runthe Wrapper Intent and view the intent results in the dashboard.

Path Troubleshooting )

Summary

MNumber of Intents Number of Devices

4 0

Number of Alerts

462

A 264

MNumber of Successes

2,282

Number of Intents Number of Devices

4 0

Number of Alerts

462

Number of Successes

2,282

4264 41,304
e Results
Dashboard and Intent Group Intent Results
Total Device Results EU-LON-R1 US-BOS-R2 US-BOS-SW1 EU-LON-SW1 US-BOS-SW2 EU-LON-SW2
Parh TS Wiapper AENE EE S S S R R S
Total Alert Count - 56 56 35 28 28 28
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11 Intent-based Change Verification and Assessment

NetBrain Change Management module is a comprehensive solution for controlling a network
change process. Within a single Runbook, network engineers can define a change, deploy the
configuration updates, and verify the impact of the changes in a fully auditable way and adherent to
existing approval processes.

With intent-based automation, you can upgrade the change process with more accurate verifications of
the change. One recommended change flow can be:

nNet3rain 220 SF X £y inciden: [EEEMEEERINGN & A O LbDomain )
T2 Map63 (Master) v * > Paget~ B Summary Overall Health View - Network ® Stencils . Map | & - + t00% @ B < X
A Intent 5] Data View
« A& + New Incident
Add a network subnet (for Cookbook) v Document | Aute Test Intent (Before Change) 1) Note (0) X
Sl Select Action = ase input desc ‘
o 141 Define Change ltems:4 4+ Add Intent
Intent Name Target Dev... Status Code CSV Repor... Actions
Ping Check 1
. Benchmark Before
L] ]
Assess OSPF neighbor st 1 ﬁ
- Check CPU 1 US-BOS-R2
= 0
Auto Test Intent (Before ... = rer Fan 10.8,1.240
o (_ - * Cookbook server farm 1 N Cisco Router
o & Execute
» N
o What is Changed Intent (L}L /\
Itemsi0  Filter Intent by Tags:|  type to select tags. Filter ~
172.16.8.0/22
Intent Name... Target Dev... Status Code CSVRepor... Diagnosis Tr... f&@’)
o Auto Test Intent (After C... g s
20
N o
—
Benchmark After
= L 10.81.242
p-BOS-SW3 Cisco 105 Switch
10.8.1.243
- 50 10 Switch
&lg - Compare
) Incident: 105XRX Run &

1. Map the devices you want to change and those that can be affected by the change, for example, the
L3/L2/routing neighbors.

2. Define the change.

3. Prepare the intents you want to run before and after the change. You can add as many as intents to
verify that the change does not violate the designs and that important operation status is normal.
At least you may want to run the batch ping for the key applications to ensure that they are still
accessible. Run these intents before the change.

4. Execute the change.

5. After the change, run an intent to highlight what has changed and verify that your change is indeed
successfully pushed to the devices.

6. Repeat the same intents as step 3 to verify that the change does not violate the designs and that
important operation status is normal.
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You may still use the “old” verification methods: benchmark the data before and after the change and
compare these data to check the difference. The comparison is based on the text only, while the intents
provide a more accurate way.

In this chapter, you will learn how to create the intent for the change flow. We will focus on two types of
intents: the intent to show what has changed and the other basic auto-test. Certainly, all intents you
have created up to now can be added to the CM workflow. For example, the general device health check
you created in Chapter 3 can be useful to verify that the device is healthy before and after the change.

As an example, we will modify the OSPF configurations of a router to add a new subnet.

11.1Build Intents for Change Assessment

11.1.1 What has Changed

To find out what has changed between two times (for example, the time when your network is good
and when your network is troubled) is not just useful for the change process but also essential for
the troubleshooting process and network assessment. In Chapters 5 and 6, you have learned how
to parse a subset of configurations, such as AAA, ACL, etc. and compare the configuration to the
golden template or the industry standard and best practices. You may run these intents before and
after the change.

For a change process, you can create an intent to find out the change of the whole configurations
before and after the change.

Create an intent, Configuration Change, select a seed device (for CM, you can select a device you
are going to change configurations), and add a Configuration Diagnosis. A Cisco IOS device
configuration will be like:

US-BOS-R2#show run

Building configuration...

Current configuration : 12524 bytes

I

! Last configuration change at 10:11:43 EST Wed Jul 31 2024 by nb
!

version 15.4

service timestamps debug datetime msec

You may notice that the bold lines can often change, and so you want to ignore them while
comparing the confiugrations. So, you define a variable $configurations, by the function
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LinesByVariable, starting from the line, version $float:version, to the end. You can click the link
Parse Lines to define the function LinesByVariable. Check the variable value to confirm its
correctness.

Configuration Diagnosis X

@ US-BOS-R2 Retrieve ~ with Live Data

1. Define Variable

Format1 v + Test on Devices: 0 =
(D) Double-click a variable to parse. Select multiple lines to parse a table Critical Variable (0) [ configurations ~ A Type:Single @ + New Pattern v =
Current Device ~ | 07/31/2024 02:28:29 PM Search... ‘?\ A v
< =, Var Line 1 | version $float:version =
1 -
; \‘/er‘sion 15.4 VarLine 1
9  service timestamps debug datetime msec Var Line 2 8 |version[54 > 1line

1@ service timestamps log datetime msecl
11 service password-encryption

12 VarLine 2 | LinesByVariable[$confiugrations]:fversion- =
13 hostname US-B0S-R2

14 U

15 boot-start-marker 8 > 1Line

16 boot-end-marker

17 ¥ I

B | + Field

19 lenable secret **¥xx==k

20 £ o

21 no aaa new-model Qutput + Parse Lines =

22 clock timezone EST -5 @

23 mmi polling-interval 6@ sversion (float) = 15.4

24 no mmi auto-configure

) Sconfiugrations (string) = version 15.4 service timestamps debug datetime msec service timest...
25 no mmi pvc

26 mmi snmp-timecut 18@
27 U

!
!
!
31 b
!
b
!

ECR » -

@ Help | Allintent Variables Cancel Apply

In the diagnosis, you compare the current and baseline values of $configurations using the
operator Pattern Match. If they do not match, create the status code to include the added and
missing lines:

Configurations changed. Added lines:
$Rule1.Unmatched_lines

Missing Lines:
$Rule1.Unused_pattern_lines

Note:

e Select the Pop up option from the menu at the right of the message to pop up the status code
editing window to enter the note with the multiple lines.

e You need to run the intent twice to have the last and current data.
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Original Text

Summary Text Search...

8 |ersion 15.4
9  service timestamps debug datetime msec

18 service timestamps log datetime msec
11 service password-encryption
12 I

13 hostname US-BOS-R2

14 I

15 boot-start-marken

16  boot-end-marken

17 I

18 u

19 |enable secret ****=x*x

28 I

Q

Diagnosis Message: + B variable
Configurations changed. Added lines:
$Rule1.Unmatched_lines
Missing Lines:
$Rule1.Unused_pattern_lines
Status Code for Device: + 5 variable
Configurations changed. Added lines:
$Rule1l.Unmatched _lines
Missing Lines:
4Rulal linucad nattarn linac
Cancel

@Help |

All Intent Variables

Run the intent and check the results:

~

OK

Ia)

-
3 What has Changed

21 no aaa new-model [
Diagnosis Message of Intent Diagnosis X

+ [E] Expression

-

+ [E] Expression

-

1. Define Variable 2. Define Diagnosis

[ Add Note I Add Diagnosis Can also click a variable on the left to add automation.
a
[ Loop Table Rows
v If
A @ US-BOS-R2 Current ~ Last -4
confiugrations ~ MP(Rule1) ~ || confiugrations ~
B | Selectvariable v

~ Then
[ Diagnosis Message: [ save to Incident =
~ | Configurations did not change
Set Status Code for Device
@ Success~  Configurations did not change

Set Status Code for Intent:

Add Logic~

v Else T Delets

[2) Diagnosis Message: [ save toIncident =

w | | Configurations changed. Added lines:  $Rulel.Unmatche

*!t-ﬁqenag------

=+ Add Elself

Delete

Cancel

Apply

Diagnosis Details and Compare - Configuration Change X

® US-BOS-R2 [ Configuration
| Diagnosis Details Compare
Summary Text  Original Text 08/01/2024 09:30:51 AM | Search...

1 | UsS-BOS-R2#show run
2 | Building configuration...
3
4 | Current configuration : 12566 bytes
5 !
6 ! Last configuration change at 21:49:12 EST Wed Jul 3!
7 !
8 ersion 15.4
9 | service timestamps debug datetime mse
18 service timestamps log datetime mse
11  service password-encryptio
12 !
13 | hostname US-BOS-R:
14 !
15 | boot-start-marke
16 | boot-end-marke
17 !
18 !
19 lenable secref **®wduk
20 !
7l
22 | clock timezone EST -5
23 | mmi polling-interval &
24 o mmi auto-configur
25
26 | mmi snmp-timeout 18
27 !
23 !
29 !
30 !
31 |4 3

Q

Execution Time: 08/01/2024 11:49:32 AM

Diagnosis Logic (What has Changed)
Anchor: version 15.4 service timestamps debug datetime msec servic...
if

A: & US-BO... Current ® US-BOS-R2 Last

$confiugrations MP:Rule1 $confiugrations | False
Es Value:vel
Configurations changed. Added lines:
Boolean Expressi lusername ik False
Missing Lines:
None

> Else

[2) Diagnosis Message:  Configurations changed. Ad[:?d lines:

Status Code for Device: @ Configurations changed. Added li...
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11.1.2 Auto Test

While making the network change, you want to ensure no accidental impart. For example, the
server farm is still accessible, and the traceroute to the critical server does not change, etc. You can
develop a set of automations for auto tests.

Let us use the ping as an example. To ensure that the critical server still functions, you may ping the
server |IP addresses from a set of devices that should have routes to the server. Ping for many
servers from hundreds and even thousands of devices manually is not feasible. However, you can
have the intents to do this for you automatically.

First, create an ADT including all pairs of the device and server IP. You can create a CSV file and
import the CVS file into the ADT table (make sure that you set the device name column as the data
type Device). The following is a small set of sample data:

ager

B Batch Ping Device and Target IP Table Builder Last Updated at: N/A &, Rebuild Table

Description:  Type description here...

Items: 4 Rows 3 Columns

No. s|Device Ping IP Ping Target
Us-BOs-R2 10.10.10.1 East Server Farm

US-BOs-R1 10.10.10.1 East Server Farm

US-SFO-R1 192.168.1.1 West Server Farm

F N

US-SFO-R1 192.168.1.3 Mail Server

L— e e e, T e v

Now, you can build a new Column Group, Ping Check:
1. Add a new group, Ping Check.
Select the Ping Check intent created in Chapter 2.
Select the Device Column.

2
3
4. Setthe macro variable, dest_ip, as the Ping IP column.
5. Add the intent output to the ADT.

6

Save and build.
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Automation Data Table Builder

Column Header: Reset All

=08 ca o} s o} o (1)
Ping Check Intent Intent Status Code Last Execution Time

)
]

Base ping Check + o Column Group (Ping Check): Select Column

Description:
n Ping Check Intent a ent Status Code q Last Execution Ti

Replicated Intent ‘U Intent Status Code ‘u Last Execution Time

Select Method to Build Group Table:

Intent Template ~

Intent Template: Ping Check o ’

Built-in Fields:
I (Drag and drop column header from the upper area or available data fiefd from the left here.)

] Replicated Intent
Intent Output: , Define Logic to Populate New Columns for Each Row

Intent Message Select Device Column to Replicate Intent:  Device ~ o

&  Intent Status Code 0 Set Macro Variables of Seed Intent Template:
Device Status Code 4 Seed Device Macro Variable Type Set Variable from ADT Field
Intent Devices ] 4 @ ISP-PO2
dest_ip string Ping IP v | OUse Qext as astring
Intent Map .

Intent CLI Commands
Replication Settings | Auto Sehntem Map for replicated intents: Settings
@  LastExecution Time (@

@ Auto-Build  No Scheduled Update &ncel Save Save and Build

Run the replicated intents once and check the results. You can also create a dashboard.

9 ‘_‘ 9 Lab Domain

rer @Help

i Batch Ping Table Builder Last Updated at: 08/01/2024 0243 PM & Rebuild Table Add Data Manually ~ = "‘

Description: Type description here...

Items: 4Rows 6 Columns Q| 7 Advanced Filter: Undefined jo}

No. & Device [5]Ping IP Ping Target Ping Check = Intent Status Code (1) Last Execution Time =
1 U5-BOS-R2 10.8.1.1 East Server Farm Ping Check US-BOS-R2 1 104 Ping succeeded 08/01/2024 02:49:09 PM -
2 US-BOS-R1 10.8.1.1 East Server Farm Ping Check US-BOS-R1 1 © Ping succeeded 08/01/2024 02:49:09 PM
3 US-SFO-R1 192.168.1.1 West Server Farm Ping Check US-SFO-R1 1 © Ping failed with the success ... 08/01/2024 02:49:09 PM
4 US-SFO-R1 192.168.1.3 I} = Mail Server Ping Check US-SFO-R1 © Ping failed with the success ... 08/01/2024 02:49:09 PM v
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11.2Intent-Driven Change Management and Assessment

In this section, we will walk you through the intent-driven change management and assessment
flow with a simple change: we will add a new subnet at one router, US-BOS-R2, and add this subnet
into the OSPF configuration.

Map the devices you are going to make changes to and add the possibly affected devices, such as
OSPF neighbors, in our example. Then, add a New Network Change task.

H Net3rain EEZD 6§
* e Overall Health view % Network % Stencils .. Map | e - + 100% B X
® d
ita View
New Map New Device Group New Dat: W & + New Incident
l@ Templats Docum =
e =
® B
Network New Intent New Automation Data New Runbook
Table
Fies
2 0
K3 ; &S
= New Inte ard | New Network (mange L o '
S &y Us-BOS-R2
10. 2" 240
= = e

30 (@ W (W %

ZI4 | compare

Bl =) incident: 105xxw

11.2.1 Define Change

Click the Define Change node, select the device, US-BOS-R2, and enter the config change, which
adds a new loopback interface and the subnet into the OSPF 1.

configt

interface loopback101

ip address 192.168.1.101 255.255.255.0
ip ospf 1 area 0

exit

router ospf 1

network 192.168.1.0 0.0.0.255 area 0
exit

exit
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Add a new subnet for Cookbook v Document  Define Change [] Note(0) @Help X

Select Action =

3 Devices Rollback
Start Config Change

Filter: Al v @ US-BOS-R2 Insert Variable Load Template

config t

interface loopbacklel

ip address 192.168.1.1081 255.255.255.0
ip ospf 1 area @

exit

router ospf 1

Planning All Devices v
@ US-BOS-R2 (9)

& Us-BOS-SW2 (0)

:'\ B & US-BOs-sw3 (0)

Benchmark Before

network 192.168.1.@ ©.8.0.255 area @
exit
exit|

D WONO N B W R

=

o() Execute

= Benchmark After B

L|& | Compare

You may also enter the configurations to roll back your change in case the change causes
unexpected results.

After you review the configurations to be changed, you can click the Planning node to request
approval. The change can only be executed after the change is approved. You can assign yourself as
the approver for the exercise.

11.2.2 Create Intent to Analyze Route Changes

Since we are going to make changes to the OSPF configuration, it will affect the routing. So, we
should add an intent to analyze the route changes.

Create a new intent, Compare Dynamic Routes, and select the device to which you will change
configurations. Enter the CLI command show ip route and retrieve the data. At first glance, it is hard
to parse the result. However, if you study the data closely, the routes have two types of formats:
one for the dynamic routes and one for the directly connected routes. So, you can create two
Paragraph Parsers to parse the dynamic and connected routes.

For the dynamic routes, copy a line to the ID Line A and replace the values with the variables (be
cautious to keep the number of spaces intact):

$mstring:protocol $subnet [$distance] via $next_hop, $§_dummy
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CLI Command Diagnosis X

@ UsS-BOS-R2 show ip route Hv Retrieve ~ Wwith Live Data
1. Define Variable
Format1 v + Test on Devices: 0 =
(D Double-click a variable to parse. Select multiple lines to parse 5 table. Critical Variable (0) & dynamic_routes ~ | #£ Type: Paragraph @ + New Pattern v =
Current Device v | 07/31/202411:29:26 AM Q a v
ID Line A tring:protocol bnet [$dist i t_h d =
14 4D*E2 ©.6..8/0 [118/1] via 16.8.1.51, 7wld, Etherneté/1 P1-ID Line A - $nstringiprotocol §subnet [$distance] via §next_hop, $ dumy
15 1.€.6.8/32 is subnetted, 1 subnets
16 40 IA 1.1.1.246 [116/32] via 18.8.1.48, 5wsd,| Ethernete/1 P2-D Line & o 14 [0*E2| [0.0.0.0/q [11071]f via [10:8:151], 7wod Ethernetos > 49 Lines
17 8.8.0.8/32 is subnetted, 1 subnets PIID Line A ’
18 40 8.8.8.8 [110/11] via 16.8.1.51, 7wed, Ethernete/1
19 18.6.9.0/8 is variably subnetted, 43 subnets, 7 masks P4-ID Line A ‘ +Field v
20 40 18.2.2.2/32 [1108/21] via 10.8.1.49, 5wSd, Ethernete/1 ps|
21 40 16.3.3.3/32 [116/22] via 18.8.1.49, 5u5d, Ethernets/1
22 40 IA 10.8.8.0/16 [118/3@] via 10.8.1.51, 7wed, Ethernet®/1 A"D“"EA
23 40 16.8.1.6/28 [116/21] via 10.8.1.49, 5u5d, Ethernete/1 - P7-D Line A
24 40 16.8.1.16/28 [110/21] via 10.8.1.49, 5wsd,| Ethernete/1 -
25 40 10.8.1.32/29 [118/28] via 16.8.1.49, 5w5d, Etherneté/1 P8-ID Line A
% C 10.8.1.48/29 is directly connected, Ethernet@/1 T
27 L 10.8.1.53/32 is directly connected, Ethernet@/1 .
28 ¢ 10.8.1.64/3@ is directly connected, Tunnele P10-ID Line A output + Parse Lines - —
29 L 16.8.1.65/32 is directly connected, Tunnele P10 Line A
3@ € 168.8.1.248/32 is diractly connected, Loopback2 $protocol ~v | $subnetEp ~ | $distance ~ | $next_hop v
31 4B 10.8.2.8/30 [20/0] via 104.1.1.1, 1wed P12-ID Line A
32 4B 16.8.2.4/30 [26/0] via 104.1.1.1, Swsd e O*E2 0.0.0.0/0 1001 10.8.1.51 -
33 4B 16.8.2.8/30 [26/0] via 104.1.1.1, 5wsd
34 4B 16.8.2.12/3@ [20/8] via 184.1.1.1, Swsd P14-ID Line A OlA 1.0.1.246 110/32 10.8.1.49
35 4B 10.8.2.16/29 [26/@] via 104.1.1.1, SwSd p—
36 4B 10.8.2.52/3@ [20/0] via 184.1.1.1, SuSd o 8388 10711 108151
37 4B 16.8.2.128/25 [20/@] via 104.1.1.1, 5u5d P16-ID Line A
38 4B 10.8.2.258/32 [28/@] via 164.1.1.1, 5u5d T — o 10.22.2/32 oz 10.81.49
39 4B 10.8.3.4/30 [26/8] via 104.1.1.1, 5wsd
40 4B 10.8.3.128/25 [20/8] via 104.1.1.1, 3u3d P1%-ID Line A o 10.3.3.3/32 o2z 10.8.1.49
E 40 E2 18.8.5.8/24 [116/20] via 18.3.1.51, 2dean, Etherneté/1 P19-1D Line A s P revan - -
£ d L DAN.IN lina & e J L
@ Help | Allintent Variables Cancel Apply
&

Review the table to confirm its correctness and completeness.
You can parse the connected routes similarly. We will leave it for your homework.

You can create a simple diagnosis to compare the current and last route tables without looping
each route entry. Create a message when the table changes. The system will automatically add the
summary message to show how many entries are changed, added, and removed. You can configure
the number of entries to be included by modifying the Table Compare Settings.
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2. Define Diagnosis

2) Add Note & Add Diagnosis Can also click a variable on the left to add automation

Name: Compare dynamic routes Anchor: v

Type description of the diagnosis...

() Loop Table Rows

~ If
A @& USBOSR2 Current v Last w Table Compare Settings X
dynamic_routes ~ | Does notequal ~ | | dynamic_routes v | &/
Output table-compare summary message
B | Select Variable v
Compare Table | dynamic_routes of @ US-BOS-R2
~ Then Between Current and Last
[ Diagnosis Message: [ Saveto Incident =
Sample Summary Message
v | | Dynamicroute changes Table Compare Settings * e.g. 'table’ of $device has changed (Current vs Baseline): 30
changed, 20 added, 10 removed.
v Set Status Code for Device: Fopup s
) Delete
© Error - Dynamic route changes Include Top | 20 Changed Entries
~HB] Set Status Code for Intent:
Include Top | 20 Added Entries
Add Logic v Include Top | 20 Removed Entries
+ Add Elself
Cancel Apply Cancel OK

If you want to get more details, you can create a diagnosis to find out all the changed, added and
missing entries. For this purpose, you can add a Compound Table to merge the current and last
tables. The system supports different rules for merging tables, and the most common one is the
full join:

Returns all rows when there is a match in left {table1) or right {table2) table rows.

/"' -"‘\h." - Left Table (Tabla1) Right Table (Table2) Merged Table
: — LColumn!  LColumnz R Columnl | R Columnz
Full Jain | Table1 | | Table2 Commnt | Columni HP Cobaret BP | Cotumn2 ; .
L} -__‘ ___-' 7 1 a - [
___.-’y'. . a4 = b 5F b ¥ b b x
d F ‘ C
3 c
d I

So, when you merge the current route table with the past route table using the subnet as the paired
key, the entry of a missing route will only have the values in the columns corresponding to the past
route table (the values of the columns corresponding to the current route table are empty) in the
merged table while an added route will only have the values in the columns corresponding to the
current route table.
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To create a merged table,
1. Click the All Intent Variables link at the bottom of the Diagnosis window.

2. Atthe dropdown menu, select Add Compound Table > Merged Table.

Intent Variables for Seed Logic

Intent Variable Use Automation Data Table Task Variable

+Add Compound Variable + Add Compound Table ~

b i Intent

4 @ USBOSR2 [ show ip route View Detail [v|

I 1= dynamic_routes Add Compound Variable
Add Compound Table >

> EH current_baseline_merged_routes ed Table
o Sul} Merged Table |Value)
r @ US-BOS-R2 3 Built-in Data

Sub Table (Filtered by Condition)

Appended Table

3. Inthe Edit Merged Table window,

a) Enter an easy-to-understand name for the merged table, e.g., current_last_merged_routes,
implying that this table merges the current and last routes.

b) At the right side of Table 1, select the table from the pulldown menu, dynamic_routes, and
then select the Current table (which is the default option) above.

c) Attherightside of Table 2, select the table from the pulldown menu, dynamic_routes, and
then select the Last table (which is the default option) above.

d) Select the subnet as the key for both tables.

e) Inthe Advanced Setting, you can select columns in the merged table and select the merging
rule. Here, you can use the default value.

f) Check the merged table for its accuracy.
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e
Au.anced Settings

columns in merged table:

1 Table 2:

Columns. Columns

<]

protocol (US-BOS-R2.dynamic_routes)

[<]

protocol (US-BOS-R2.dynamic_routes)

subnet (Us-BOS-R2.dynamic_routes) subnet (US-BOS-R2.dynamic_routes)

a
a

<]

distance (US-BOS-R2.dynamic_routes)

<]

distance (US-BOS-R2.dynamic_routes)

a

next_hop (US-BOS-R2.dynamic_routes)

a

next_hop (US-BOS-R2.dynamic_routes)

Table Merging Rule: | Full Join (Keep all rows in both tables) v @

Cancel OK

Now, you can define the diagnosis by looping through the merged table to find the missing, added,
and changed routes:

1. Loop through the merged table, current_last_merged_routes, and select both subnet fields as
the table key. Here, the pulldown options include the column tables from two tables (table 1
for the current route table and Table 2 for the last route table). The column names are
identical, with the top half corresponding to Table 1 and the lower half corresponding to Table
2. The same rule applies to all other pulldown options.

2. Inthe If condition, select the current subnet (the top one) and check whether it is empty. If so,
add a diagnosis message: The entry for $subnet1 is missing. You should use the last subnet in
the message.
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2. Define Diagnosis

[2) Add Note
Mame: |Compare current and |ast routes Anchor:

Type description of the diggnosis...

o Loop Table Rows [ current_last_merged_routes w Table Key: subnet, subnetr ~

v [ protocal
A @ USBOSR2 Current v 8 subnet
y [ distance
o subnet (Current') Is empty
===
B | Select Variable v
w Then
[ Diagnosis Message:

I Add Diagnasis Can also click a variable on the |eft to add automation.

~ | | The entry for $subnet] is missing.
Set Ststus Code for Device:

@ Error  ~ || Theentry for Ssubnet! is missing.

I__Ll—El Set Status Code for Intent

e r—r—”

3. Add an elseif condition to check whether a route entry is added.

4. Add another elseif condition to check whether the next hop changed.

FY
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’ 2. Define Diagnosis

[2 Add Note [ Add Diagnosis Can also click a variable on the left to add automation
~ Elself f Delete

A & US-BOS-R2 Current w

osubnet Lastr v | | Is empty W jm}
~t——

B Select Variable w

~w Then
[£) Disgnoszis Message: []5ave to Incident =
w | | A new route for sfsubnet is added
Set Status Code for Device:
D Error A new route for sfzubnet is added
Set Status Code for Intent:

@ Error A new route for sfsubnet is added

Add Logic w I}

w Elself i Delete
A & US-BOS-R2 Current ~ Current
o next_hop @u rre nt'Does not equal w | | next_hop Last' v
. o iy
B Select Variable v
~ Then
[£) Disgnoszis Message: []5ave to Incident =

~ | | The next hop of $subnet changes from $next_hopito $next_hop!

+—E| Set Status Code for Device:
-

+ Add Elself <+ Add Else

5. Save and run the intent. Check the result for its correctness.
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11.2.3 Organize and Run Automations Before Change

After you have all intents ready for a network change task, you need to decode/replicate the intents
so that it can be run for the change and possibly affected devices. You can use Auto Intent Wizard
so that users can replicate and run these intents under the Auto Intent pane in the map for the
network change. Refer to Chapter 4 for the detailed instructions. Another way (maybe more
organized and easier to manage) is to use ADT as follows:

1. Create a device group for the devices that will be changed or affected by the change. You can
create the device group from the map directly.

2. Create an ADT, For Add Subnet CM Task, for the change management task, and build the base
from the device group created in step 1.

3. Use the Intent Replication Wizard to replicate the intents (such as the Configuration Change
you created in 2.1.1 and Compare Dynamic Routes you just created in 2.2.3) to the ADT
created in step 2. You can select the device group created in step 1 as the intent qualification.
And add the additional fields into the ADT such as intent/device status code, and last execution
time.

The ADT will be like this:

fj For Add Subnet CM Task Table Builder Last Updated ar: 08/02/2024 02:23 PM &, Rebuild Table Add Data Manually = f

No. & Device 5]Wendor 5|Model 5]Software Version 5| Device Status Code Route Change Intent = [5Re5

US-BOS-R2 Cisco CG5-MGS-AGS 154274

Intentl

US-BOS-SW2 Cisco B;a;s-e 3560E 15.2(HI_20170202)FLO_DSGS7

US-BOS-SW3 Cisco 3560E 15.2(H1_20170202)FLO_DSGS7

You can set up an Intent Timer to run all replicated intents of this ADT, or you can just run once
before and after the change.

The Auto Test, such as Batch Ping, has its own ADT, and you should also set up an Intent Timer to
run these auto tests.

To remind yourself or others to run these intents, you can add intent nodes into the CM runbook.
To add an intent node into the runbook,

1. Click the + sign before or after an existing node where you want to add a node.
2. Inthe Select Action window, select the Node Pane tag.

3. Select Network Intent.
4

In the Select Intent window, uncheck all checkboxes at the lower pane and select the intents
you want to add. You can select more than one intent.
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Testl~

[ Document | Execute
Select Action

Start

(] Note (D) @Help X

Config Change ~ Rollback

. Expor: CSV Report /# Edit Config Change

Executed 1 outof 1 Devices By guangdongliao@netbraintech.com  Start 08/01/2024 04:07:01 PM
2z All'1#) Commands Sent 1
0 Approved Filter: Al ~
Select Al Clear All
Define Change a ® UsBOsR2 o
2\6 Benchmark Before

i1 AutoTest

Execute

1

Network Change

\ Execute CLI
Compare

Overall Health
View

Runbook Template

Ping
Commands

Traceroute  Retrieve Live

Compare Path
Data

1| o

Q

e

Select Action
~ o Node Pane Favorite
Benchmark After ~

g

o
Network Data View Verify Run Qapp Run Gapp Ansible Task Free Text
Intent Template Application
Name:'
' C |
Type: ommaon Intent ~ anee Add
Seorch...
Er— e Q ically Pre-check Hostame before Execution
incident: —_—
L Al ) (10.10.10.1(6) | [ 192.168.29.62(4) | | 3Com(5) | [ 5F >
4=

Change Assessment o
DM Auto Test - Batch Ping
o I Compare Dynamic Routes
[ Configuration Change
I (I Cookbook examples
O ch31 define text
KA cha1 simple diagnesis
[ cha12 If Condition
[ Cha12 Interface errors
O ch42 table diagnesis

(TN Ch422 Interface Table Operation

(] Show Intents Serving s Template Only

(] Show Intents for Devices on Current Map Only

(] Show Published Intents Only

Cancel OK
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Since you cannot select the intents of an ADT, so, in the node description, you may remind the

users of this runbook (which can be yourself or others) that they should run intents of a certain
ADT instead of just intents selected here.

3

£3  Cookbook for cha... (Master) » > Page 1% E Summary

i1 Intent ' Runbook 3] Data View
«

Document | Check Config and Route Change

E

Testlw

] MNote (D) X
Select Action Please go to the ADT For Add Subnet CM Task and run all replicated intents afte...

ltems:2 4 Add Intent

Start
Intent Name... Target Dev.. Status Code CSV Repor... Actions
Compare Dyna 1
o Approved
Configuration ¢ 1
)
<,
5 Define Change a
*  Benchmark Before
I Auto Test
ltems:0  Filter Intent by Tags:|  fype to select tags. Filtar
o Execute Intent Name... Target Dev.. Status Code C5V Repor... Diagnosis T...
o
- =
g1 Check Config and Route ...
NS
= Benchmark After
=t
ol& | Compare
Run &

E] Incident: 105X¥1
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After adding all intents to the Runbook, you may end up with an intent-based CM flow:

Select Action =

Start

o Approved

y?: Define Change o

+ Benchmark Before

=
(Ij Auto Test Before Change =
Oﬂ Execute

Ij Check Config and Route ...
|| Auto Test After Change
Benchmark After

.
¥
=

LIl compare

NetBrain R11.1b | 423



11.2.4 Execute Change

Executing change is straightforward. Click the Execute node, select the device, and click the
Execute button. You can select the execution mode: one by one automatically, in batch
automatically, or one by one manually. After the execution, you can select a device and view the
execution log.

Execute @ Help

Please input des

Executed 1 outof1 Devices By guangdongliac@netbraintech.com  Start 08/02/2024 03:58:57 PM Config Change Rollback

22 All'1® Commands Sent 1 T Export CSV Report # Edit Config Change

cav

Filter:  All v 3 US-BOS-R2

--- Commands to be sent to device ---
config t
interface loopbackl@l
& US-BOS-R2 (] ip address 192.188.1.181 255.255.255.@
ip ospf 1 arez @
exit
router ospf 1
network 192.168.1.9 8.8.8.2535 arez @
exit
exit

Select All Clear Al

--- Login to device and pre-check hostname ---
Pre-check hostname: Successful
Retrieved hostname "US-BOS-R2" matched

--- Login to device and send commands ---

Sending task(containing 9 commands) to Front Server{tid: 22420)
Dispatch the task to live thread

Telnet to device 19.8.1.248

User Access Verification

Username: nb
Password:
U5-B0%-R2>enable

D& Password:
U5-BOS-R2#enable
US-BD5-R2#terminal length &
U5-BOS-R2#config t
Enter configuration commands, one per lime. End with CNTL/Z.
US-BD5-R2(config)#interface loopbackl@l
US-BD5-R2(config-if)#ip address 192.168.1.1&1 255,255.255.9
U5-BOS-R2(config-if)#ip ospf 1 area @
US-BD5-R2(config-if)#exit
US-BD5-R2(configl#router ospf 1
US-BD5-R2(config-router)#network 192.168.1.8 ©.8.8.255 arez @
U5-B0%-R2(config-router)#

0 Devices Selected Execute @ | & One by One Automatically Pre-check Hostname before Execution
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11.2.5 Verify Change
After the change, you can run all auto-tests you want to, for example, Batch Ping, to verify that all
critical servers are still pingable.

In our example, you can open the ADT For Add Subnet CM Task, and run all intents to check the
configuration change and route change.

First, check the configuration changes in the change device to confirm that the configuration is
indeed changed as expected.

Diagnosis Details and Compare - Configuration Change

@ US-BOS-R2 B Configuration Execurtion Time: 08/02/2024 04:24:39 PM
Diagnosis Details Compare
. Diagnosis Logic (What has Changed)
Summary Text  Original Text 08/02/2024 04:24:30 PM | Seorch... C\ ~ A
Anchor: wversion 15.4 service timestamps debug datetime msec servic...
1 US-BO5-R2#show run -
2 Building configuration...
3 if
4 | Current configuration : 12685 bytes Configurations changed. Added lines:
5 | 1 A: @ US-BO.. |
; lusername **sssits
[ ! Last configuration change at 14:59:18 EST Fri Aug 2 1 Eale
7 |1 $conflugratl|  jnierface Loopback101 pl=c
§  [ersion 15.4 [ Configurations ... |
srsron 2. . ES Valuerw|  ip address 192.168.1.101 255.255.255.0
9 service timestamps debug datetime mseq
18 gervice timestamps log datetime mseg ipospf1area
i - i Boolean Expres| false
1y | [ pessword-encryptiod PT®  network 192.168.1.0 0.0.0.255 ares 0
13 | hostname US-BOS5-R2| !
14 H

> Else Missing Lines: ~
15 pboot-start-marken

16 | boot-end-markern

17 !

18 !

19 lenable secret ¥****3xy
28 !

21 no aaa new-model

22 | clock timezone EST -5 @
23 mmi polling-interval 68
24 | no mmi auto-configure
25 no mmi pvg

26 mmi snmp-timeout 134

27 H

[2) Disgnosis Messsge: Configurations changed. AddedNjnes:

Status Code for Device: Configurations changed. Added li...

!
29 !
h

31 |1 4 W

Secondly, check the dynamic route change. Here you should not just check the route changes of the
change device, but also of the neighbor routers. For example, the following is the result of the
intent, Compare Dynamic Routes, of a neighbor router, which shows that a new route is added as
expected:
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Network Intent (View Mod:

Routes/Compare

mic Routes U

ﬁ Compare Dynamic Routes US-BOS-SW2

Result: 08/02/202

.07 PM ~ & @

This intent execution is finished ar 08/02/2024 04:07 PM with 0 errors. You can View Execution Log

[5] Dynamic route changes 4

v & US-BOS-5W2 [3] Dynamic route changes dynamic_routes of US... 2

] chow ip route 2 Diagnoses

IJS-BDS-SMZ)shDu ip route
Codes: L - local, C - conmected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, 0O - 0SPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - I5-15, su - IS-IS summery, L1 - IS-IS level-1, L2 - I5S-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - pericdic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 18.8.1.18 to network .8.9.8
0%E2 ©.9.8.8/0 [11€/1] viz 10.8.1.18, 6wld, Vlanl®l I

[11@8/1] via 18.8.1.2, 6wld, V1anl@@
1.8.9.0/32 is subnetted, 1 subnets

o] 1.1.1.245 [116/11] via 20.8.5.2, 7w@d, Ethernet@s1
8.8.8.0/32 is subnetted, 1 subnets
o] 8.8.8.8 [110/22] via 10.8.1.18, 6éwld, Vlanldl

[118/22] via 16.8.1.2, 6wld, Vlanlaa
10.2.9.8/8 is variably subnetted, 45 subnets, 7 masks
o 18.2.2.2/32 [11@/2] via 18.8.1.18, 7wéd, Vlanlal
[110/2] via 10.B.1.2, 7w@d, V1anlee

. Open 0 &0 LEdt =

with Live Data

e

View v
From Seed Device: US-BOS-R2.
From Seed Command: show ip route (Device: US-BO5-R2).
-
[ Dynamic route changes dynamic_routes of US-...
[ A new route for 5192.168.1.101 is added
-
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12 Map and Document Your Network

In previous chapters, you have learned how to create the report and document for your network via
the ADT and intents. In this chapter, we will revisit these methods and cover how to create the map
with the intent.

The chapter covers the following topics:

Create a map with the intent

Review the built-in inventory report

Use ADT to build the inventory report

Create the report from the CLI command results using the pre-replicated intent template

Create the CSV report from an intent and ADT

12.1Create a Map

The NetBrain dynamic map provides full visibility of your network. There are many ways to create a
map manually. For example, you can map the device group and site, enter two IP addresses to

discover and map the path, or search and map the devices from the search results.

For example, you can search all OSPF devices by the keyword “router ospf”. Select all devices or a
subset of devices to draw them on the map.

rneSoin D B

Search Results(66) l
= [ Device (20/51) *

ipsec-source Site: Unassigned

Cisco 105v  Software Version: 15.6(2IT

Configuration
86 - fouterespf 10

Site: Unassigned
2 Neighbo

Cisco 105w Software Version: 15.6(2IT

Configuration
41 - outerospr 10
43 - fouterospl 20

@ ipsecesptransport  Site: Unassigned
interfaces 8 L3 Neighbo Neighbo
Cisco 105w Software Version: 15.6(2T

Configuration
33 - FoutErGERt 10

35 - fouterospf 20

@ ipsecgre Site: Unassigned
9lnterfaces 8 L3 Neighbors 1 L2 Neighbor
Cisco 10Sv  Software Version: 15.6(2IT
Configuration

28 - Fouter ospr 10

2Interfaces 813 Neighbors 2 L2 Nelghbors

=

v - -

nciders Y & # © Awmsonibon

Overall Health View
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The intent provides a programming way to create the map so that you can create a map according
to the CLI command output and have more control over what is mapped, for example,

e Map OSPF neighbors
e Map the multicasting tree

e Map the routing path

12.1.1 Create Map with Intent

In this section, we will create an intent to map the OSPF neighbors with the following steps:

Starting with a seed device, use the command, show ip ospf neighbor, to retrieve all ospf neighbors.
Use the table parser to parse all ospf neighbors from the CLI command output.

1. Inthe diagnosis, for each ospf neighbor,
a) Add a logic, draw device, to draw this device and the interface to the neighbor.

b) Add the other Logic, follow-up self, to call this intent for the neighbor devices. With this
logic, the intent will be run on the neighbors of neighbors recursively.

12.1.1.1Parse the OSPF Neighbor Table

From the Intent Manager, create a new intent and name it Map neighbor neighbors:

1. Select an OSPF device as the seed device. You can search the keyword “router ospf” (add the
double quote around the keyword for an exact match) to find the routers with OSPF
configured.

2. Add a CLI diagnosis.

Network Intent (Edit Mode)

Map neighbor neighbors |« X & Diagnosis Tree Run with Live Data Save | @Hep =

o Intent Map: Select v

Seed Logic Replication Logic

@ + Device o Intent Variables: Manager ‘ Tag: +Add =
v &7 US-BOS-SW3 B +Add Config Diagnesis +Add CLI Diagnosis

S e

3. Inthe CLI Command Diagnosis window, enter the command, show ip ospf neighbor, and
click the Retrieve button to retrieve the data from the live network.

4. Select the table header and first few lines, and click the Parse Table button. The system
automatically parses the table and creates a table variable.

5.  You may want to change the default table name, Table1, to a meaningful name, such as
ospf_nbrs.
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CLI Command Diagnosis X

& US—Bo show ip ospf neighbor Xwv Retrieve v ith Live Data
1. Define Variable 2. Define Diagnosis
Format1 ~ s Test on Devices: 0 =
(D Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) Name: Tablel Type: Table Cancel Apply =
Current Device v | 07/17/2024 01:56:36 PM Search... Q F 4 0 -
Header  Neighbor ID Pri State Dead Time Address Interface = #
1 US-BOS-SW1>show ip ospf neighbor
: (Taok reacer | : ‘
- Find 6 columns, enter semicolon to separate column.
3 Neighbor ID Pri State Dead Time Address w P
4 L L UL/ 00:00:31  10.8.1.19 | SR 4 0333 [] foLvoR o031 108149 [Maniod > 4lines
5 10.3.3.3 1 FULL/BDR 00:00:39 10.8.
6 155.16.178.124 1  FULL/DR 90:00:34  10.8 Parse Table g ’
7 ‘10.8.1.49 1 FULL/BDR 00:00:32 10.8.1.
8 1stline must be header Vv Set Table Column
Column Variable Type
Neighbor ID ~ & Sneighbor_id string ~ | 0
-
- .
Qutput -
$neighbor_id ~  Spri w  Sstate ~  Sdead_time ~  $address
I
10333 1 FULL/DR 00:00:31 10.8.1.19
10333 1 FULL/BDR 00:00:39 108.1.3
155.16.178.124 1 FULL/DR 00:00:34 10.8.1.14
10.8.1.49 1 FULL/BDR 00:00:32 10.8.1.33
4 » 4 »
@ Help | Allintent Variables Cancel Apply
#

12.1.1.2Map Device and Neighbors

After you apply the parser, add a diagnosis:
1. Change the diagnosis name to a meaning one, such as Map ospf neighbors.

2. Check the Loop Table Rows. Select the table table ospf nbrs and set the table key as
neighbor id.

3. Add if condition as: neighbor_id is not empty.

4. Add a logic: Device Map > Draw Device.
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& US-BOS-SW1 | show ip ospf neighbor X~ Retrieve v  with
1. Define Variable 2. Define Diagnosis
Summary Text Original Text Search... Q v A [2 Add Note & Add Diagnosis Can also click a variable on the left to add automation,
3 heighhor‘ pur) Pri  State Dead Time  Address .
4 10.3.3.3 1 FULL/DR 00:00:31 10.8.1.19 Name: Map ospf neighbors Anchor:  Select Variable ~
5  18.3.3.3 1 FULL/BDR ©90:090:39 10.8.1.3
6 155.16.178.124 1 FULL/DR 00:09:34 10.8.1.14 V1 Type description of the diagnaosis...
7 10.8.1.49 1 FULL/BDR 00:09:32 10.8.1.33 Et
Loop Table Rows B ospf_nbrs v Table Key: neighbor_id ~ o @
~ If
A &7 US-BOS-SW1 Current v
neighbor_id v | Isnot empty ~ o il
B | Select Variable v
Draw Device o
Intent Data View
Draw One-IP Table
Draw Map @
Draw Map Note O save to Incident =
Send Email
Follow-up Intent
fe:
Set Intent Baseline
T
Advanced >
Add Logic v
a D + Add Elself 4+ Add Else
@ Help | Alllntent Variables Cancel Apply
4

a) Under the Draw Device, select this_device. The device will be drawn on the map.

b) Select Include Interface Neighbor and select the interface variable of the table.

1. Define Variable 2. Define Diagnosis

Summary Text Original Text Search... Q = ~ % Add Note E Add Diagnosis Can also click a variable on the left to add automati
¥ Loop Table Rows ospf_nbrs Table Key: nei
3 feighbor 1D Pri  State Dead Time  Addr G Loop B ospfnbrs ~ i neighbor id @
4 10.3.3.3 1 FULL/DR 00:00:31 10.2 28 Map ospf neighbors v If
5 le.3.3.3 1 FULL/BDR 00:00:39 19.%
b 155.16.178.124 1 FULL/DR 009:00:34 10.8 A 47 US-BOS-S... @UET:
7 1@.8.1.49 1 FULL/BDR 008:80:32 18.%
neighbor_id v s notempty ~ ]
B Select Variable v
+ Then [y
[ Diagnosis Message: (J save to Incident =
~ || $intfis down... Pop up
|
Set Status Code for Device Move Down
(5] Set Status Code for Intent: Delete

< Draw Device:

Select Device: | this_device ~ e

Include: | interface neighbor ~ ~ || interface v || IPv4 L3 Topology vo
Add Logic v
4 » + Add Elself =+ Add Else
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5.
6.

Optionally, you can delete the message to make your intent more clear.
Save and run the intent. Click the icon View Current Map to confirm that you have the seed

device, and its OSPF neighbors drawn in the map.

Network Intent (View Mode) - All Network Intents/GD/Map ospf neighbors

' Map ospf neighbors

Result: 07/17/2024 02:52 PM ~ i Run | ~  Wwith Live Data

This intent execution is finished at 07/17/2024 02:38 PM with 0 errors. You can View Execution Log

mmm._..,*_.. e

H
/‘1 .
10.8.1.0/28
HSRP: 1(10.8.1.1); HSRP: 2{10.8.1.8)

vlan100 10.8.1,14/28

\
US-BOS-SW1, &, ’
7,
’7

’i(, US-BOS-SW4

[
~
10.8.1.16/28

HSRP: 1(10.8.1 1?]\

US-BOS-5W3
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12.1.1.3Map Neighbor Devices

Let us modify the intent to map the neighbor devices recursively. Add the logic, follow up intent,
and select Current Intent (Self). Click the Current Intent (Self) link.

a) Replicate the current intent to the Device by Variable, and select the
neighbor_id(ospf nbrs). The system will automatically transfer the IP address (neighbor _id) to
the hostname.

b) Set the maximum depth of the self's execution. The default is 2.

c) Change the annotations for the execution tree so that it can be easily understood.

2. Define Diagnosis Follow-up Self %

> Add Note [ Add Diagnosis

Repeat current intent’s logic in neighbor or next-hop device recursively.
Type description of the diagnosis Description: | When. é!—_’
3

Loop Table Rows BB ospf_nbrs v Table Key: neighbor_id e
T Replication Settings:
A &@USBOSS.  Curentw Reu‘kalﬂmno‘% [ Device by Variable ~ | | neighbor.id (ospf nbrs) v]
nelghbor_id v s notempty v | ) Merge multiple replicated intents into one
B Select Variable v Max Depth of Follow-up Self’s Execution: 2 o Follow-up Execution: Settings
L
~ Then
= Draw Device = ) Draw Arrow from This Device to Next
Select De-vici> this_device -
Annotation for Diagnosis Tree:
Include: interface neighbor  ~ | interface ~  IPvdL3Topology v

* Pre-execution Mode: | OSPF Neighbor o

- :ove ONeowork ke ® CumseimsmSel O $op E H.} o
;A:E‘m" e : “the nentis exeated: 0 Neightor 4G - '
Save and run the intent. Click the icon View Current Map to confirm that the OSPF neighbors of
the seed device’s neighbors are drawn on the map. You can also view the diagnosis tree, which
shows the intents are replicated for OSPF neighbors up to two depth levels.
Diagnoss Tr of Map aspf neghbors x
Source: 2 Current NI 11 Map ospf neighbors  Execution Time: 07/17/2024 04:07:54 PM ~ ) View Settings | 7 Auto Layout | 5 =

Pre-Execution | Post-Execution oS IE:
e )
o) At Maposplneignbors U USSOSSWI - epcsptnerbors
n & show ip ospfn...
6 Ospe
Ne
& Viap ospt neighbors U US-BOS-5W4 Map 0spf neighbors Ybors
@ show ip 0spT n.. E
)

Map ospf neighbors U US-B0S-3W2 Map ospf neighbors
il ) 0]

show ip ospfn...

2. , US-BOS-SW1 Map ospr neighbors
show ip ospf n. s n a E

osPE™ Map ospT neignbors U US-BOS-SW1 Map ospf neighbors
= B0 show ip ospfn.

a 9sPe

i

Map ospf neighbors U US-BOS-SW2 Map ospf neighbors htors
show ip ospf n. n 6
Map ospT neignbors U US-BOS-SW4 Map 0spf neighbors
show ip ospf ...
Legend
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12.1.2 Intent Data View

You can enrich the map with the data view, which can be defined with the logic, intent data view.
The following diagram is an example of the intent data view. Under the device and along the link,
you can select what variables to be displayed. Besides the variables from the intent parser, you can
also display the built-in device properties, such as model, software version, serial number (sn),
and location displayed here.

- |
US-BOS-SW4,
mod:’el: 3560F

ver: 15.2(HI_20170202)FLO_D5GS7

loc: Boston NS
sn: 69234702

= w
-~ I A
US-BOS-SW1
modlel: 356\0E
Ver: 15.2(H|_%O1?0202)FLO_DSGS
I:::c: Boston
sn: 69246996

o9
-r\é‘%’“

A
10.8.1.0/28
HSRP: 1(10.8.1.1); H5RP: 2(10.8.1.8)

You follow two simple steps to add a data view:
1. Add the device properties to the intent variables so that the intent can use these properties.

2. Add a new logic, Intent Data View.
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Let us edit the diagnosis in the previous session:

1. Click the link All Intent Variables at the left of the bottom.

2. Inthe Intent Variables for Seed Logic window, click Add Device Property and select all
device properties you want to add. You can search the properties.

InsentVariabls Use Automation Data Table Task Variable

+ Add Device Property

b I Intent

4 @ US-BOSSW1 BU show ip ospf neighbor

b @B ospfnbrs

- Ub’BOS-SWl [ Built-in Data v Search.

4 [=) Device Property = () _nb_features
o D N (] AP Mesh Role
5] model Display Name: Model Type: strin evice Proy
Isplay ype: string PQR’--*DAPMUde
name Display Name: Hostname Type: sing Defayl Delete All Device Properties O apGroupld
[ loc Display Name: Location Type: string Default value: Boston (O Appliance ID b
O Application
B sn Display Name: Serial Number Type: string Default value: 69246995
(O Asset Tag
ver Display Name: Software Version  Type: string Default value: 15.2(H|_20170202FF.. (] BGP Enabling

() BPE Enabling
() Bridge Group
(] cedge Ipsec_df
[ cedse rt df

Cancel

3. Under the Define Diagnosis tag, select Intent Data View from the Add Logic pull-down
menus.

OK

4. Inthe Intent Data View window, select the variables or properties you want to display for each

position under the device and along the link. While you first add an interface variable along the

link, the system may ask you to set the interface key, which is the variable $interface of the
OSPF neighbor table.
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Intent Data View

» 2. Define Diagnosis

|2 Add Note

Send Emag
SetIntentZaseline

Advanced

Add Logic v'

4+ Add Elsel 4+ Add Else

0
L

Add Diagnosis
D] 8

Type description of the diggnosis...

Loop Table Rows EE ospf_nbrs v Table Key: neighbor_id v @
~ If
A & US-BOSS..  Current v
neighbor_id ~ Is not empty v
B Select Variable v
~ Then
= Draw Device: =
Create Diagnosis Message
¥ -
LI Ma;‘ z por v | interface ~ | IPvd L3 Topology v

< Intent

Can also click a variable on the left to add automation.

a

@ Current Intent (Self) O Stop

Cancel Apply

%+ Device

Note

+ Device

9

% +Interface

Note

IPv4 Interface o B

Highlight

Hostname

o [#] model(string)

e [] ver(string)

e [] sn(string)

e [] loclstring)

b Define More

+ Relationship Arrow :e

© o|je ©

b Define More

1= neighbor_id

g pri

7 state o
7 dead_time

T address

T interface

Save and run the intent. Click the icon View Current Map to confirm that the data is displayed on
the map. You may need to zoom in to see the data along the link.
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12.1.2.1Add OSPF Configurations to Device Note

Often, it is useful to see the relevant configurations while troubleshooting a network problem or

documenting a network design, which can be done with the intent data view. Before we add the

configurations to the intent data view as the device note, you need to parse OSPF configurations

with the configuration diagnosis.

Continue editing the intent of the last section. Add a Configuration Diagnosis, in which you parse
the OSPF configurations as a single variable, ospf _conf:

1. Define Variable

Test on Devices: 0

Format1 v +
(@) Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) [ ospf_conf ~ £ Type:Single @ + New Pattern v =
Current Device ~ | 07/18/2024 06:00:48 AM route X| a w
179 1nTertace Vianlol N Start Line: | router ospf v @w
180 ip flow ingress
181 ip flow egress
182 ip address 1@.8.1.18 255.255.255.248 -
il . Al
183 standby version 2 i | vew
184 standby 1 ip 10.8.1.17
185 standby 1 timers 5 15
186 standby 1 priority 185 VarLine | | router ospf $int:id =
187 standby 1 preempt
188 ip ospf 1 area @
189 | 190 > 1line
Start Line

198 router ospf 1
191 router-id 18.2.2.2 Var Line 1
192 | . . . A _
193 ip foruard-protocol nd Var Line 2 VarLine 2  LinesByVariable[$ospf_config]:$id- =
194 ! End Line
195  ip flow-export source Vlanlel B 190 > 1Line
196  ip flow-export version 9
197 ip flow-export destination 172.16.9.6 12356

!
198 ) + Field -
199 no ip http server .
208 no ip http secure-server Output + Parse Lines - —
281 !
202 ip access-list extended OUTSIDE Sid (int) = 1
203 permit ip 10.8.1.@ ©.0.0.255 19.9.9.8 ©.255.255.255
204 permit ip 10.8.1.0 ©.0.0.255 20.08.0.0 0.0.7.255 $ospf_config (string) = router ospf 1 router-id 10.2.2.2
205 !
206  logging origin-id hostname
207 logging host 172.16.9.225
208 D M

End Line Al
.
Var Line 1 .
router ospf $int:id

Var Line 2

LinesByVariable[$ospf config]:$id-
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Close this diagnosis, navigate back to the CLI configuration diagnosis created in the last section and
click the Define link at the left side of the intent data view to edit it.

In the Intent Data View window, click the Device Note icon and set the following parameters of the

device note:

[i9] model(string)

b Define More
ver(string)

[)] loc(string)
sn(string)

b Define More

Device Note

Title: | QSPF Config

Content: []Insert Variable

ospf_config
Note Type: | Overwrite v
Note View: @ Collapsed O Expanded

—& 1 Device [ ™ +Interface
_— Notes Note
IPv4 Interface « pri(int) state(string)
>, + Device ﬁ : T —
Righlight *'?elat\omshlp Arrow neighbor_id(string) > +Interface
Hostname l ~ Highlight

Reset X

e Title: enter a meaning title such as OSPF Config.
e Content: inset the variable ospf config
¢ Note Type: can be Overwrite or Append.

¢ Note View: can be collapsed or Expanded.

Save and run the intent. Click the icon View Current Map to confirm that the device note is

displayed on the map. You may expand the note.
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OSPF Config Ca

router ospf 1
router-id 10.3.3.3

0 /
+)
-
Us-Bos-swa

\
— €23 15 z/Hngwe;oazsoGzogLo DsGS7
Y R
Ak US-BOSSW2 U2 e Ay

005 loc: Boston
o X model: 3560 . 2 & sn: 69234702
ver: 15. 2(H|_20|1 70202)FLO_DSGS7 h
loc: Boston
sn: 69249045

OSPF Config =

20.0.5.0/24

12.2Create the Inventory Report

12.2.1 Built-in Inventory Reports

NetBrain system provides the following built-in inventory reports:

o Device Report: contains properties of devices in the current domain, such as management IP
and device type.

¢ Interface Report: Contains the interface properties for all devices in the current domain, such
as IPv4/6 address and bandwidth.

e Module Report: Contains the module properties for all devices in the current domain, such as
module ports and slot numbers.

¢ Site Report: Contains the summary information for all sites in the current domain, such as
location and device count.

e Summary Report: Contains the summary information for all devices in the current domain,
such as module count and interface count.

e FRU Report: Contains the chassis hardware information about Cisco routers, Cisco 10S
switches, Juniper routers, and Juniper EX switches in the current domain.
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o Stackable Switch Report: Contains the stack information about Cisco Routers or 10S Switches
in the current domain.

e VSS Report: Contains VSS modules in the current domain.

e Router_If Report: Contains the interface properties for routers in the current domain.

e Switch_If Report: Contains the interface properties for switches in the current domain.

e Other_If Report: Contains the interface properties for other device types in the current

domain.

It is easy to create a built-in inventory report:

1. Click the start menu ﬂ and select Inventory Report.

2. Select the target report in the left pane to browse asset details in the report. Its asset details

are displayed in the right table.

3. Click the = icon and select Export.

c

Network
Network Analysis
Network
 One-IP Table
% Device Group

Site

2, Site Manager

%3 nextgen-t

Net3raln

i

Map-Base}

Built-in Reports

[2] Device Report o

nterface Report
Module Report

Site Report

ry Report

stomized Reports

(@& Shared Reports
, FRU Report

Other_If_Report

Switch_If Report

, VS5 Report

(& Private Reports

Jl Inventory Report o ﬁ
Change Analysis Report ’

Total Count: 98

Hostname
& CAYVZ-AS01-01
& CAYVZ-A501-02
@ CAYVZIRO1-D1
@ DEMUC-CRO1-01
@ DEMUC-CRO1-02
& DE-MUC-CWOI-.
& DEMUC-CWD2-
& DE-MUC-CWD3-
& FR-CDG-ASO1-01
& FR-CDG-ASO01-02
@ FR-LCOGRD1-01
® ipsecesptrans
@ ipsec-esp-tunne
@ ipsecgre

@ ipsec-greesp
& ipsecgw

@ ipsecintemal-g.
@ ipsecintemnal-g.
@ ipseclan

@ ipsecsource

® I15P-P01

@ I5P-PO2

Filter by: My Network

Mgmt IP
0.10.2.3
10.10.2.4
10.10.22
10.20.1.2
020.1.3
10.20.1.4
02015
10.20.1.6
020.23
020.24
020.2.2
56.2.0.15
56.2.0.14
56.2.0.12
56.20.13
56.2.0.1
56.20.18
56.2.0.17
156.20.16
56.2.0.11
172.16.0.100

4002

Mgmt Interface
Management!
Management]
em0.0
Ethernet0/0
Ethernetd/0
Ethernetd/0
Ethernet0/0
Ethernet0i0
Management!

Management!

Ethernetd/0

Ethernetd/0

GigabitEthernetd/

abitEthernetd/l

Ethernetd/0

Ethernetli3

Ethernetd/0

Device Type

Arista Switch

Cisco 105 Switch

Cisco 105 Switch

Cisco 105 Switch

Switch

sta Switch

Juniper Router

sco Router
sco Router
isco Router
sco Router

isco 105 Switch

[«
[«
[«
[«
[«
Cisco Router
Cisco Router
Cisco Router
Cisco Router
Cisco Router

Cisco Router

sysObjectiD Vendor
1.3.6.1.4.1.30065.1.2... Arista
1.3.6.1.41.30065.1.2... Arista
13.6.1.41.2636.1.1...  Juniper
136141911 Cisco
136.1.4.1.9.11 Cisca
136141811227  Cisco
136141811227  Cisco
136141911227  Cisco
13.6.1.41.30065.1. 2. Arista
13.6.1.41.30065.1.2.. Arista
1.3.6.1.41.2636.1.1...  Juniper
136141811041 Cisco
136141811041  Cisco
136141911041  Cisco
1.36.1.41.9.1.1041 Cisco
136141811227 Cisco
136141811041 Cisco
1.36.1.41.9.1.1041 Cisco
136141911041 Cisco
136141911041 Cisc
136.1.4.1.8.11 Cisca
136.1.41.8.1 Cisca

Serial Numb
System

System

6710888

= @Help GoToManage Reports P
Copy URL

Madel n
Export

VEOS aT7.2F

VEOS A172F

MX150 14.1R48

CGS-MGS-AGS 15,4274

CG5-MGS-AGS 15402174

35608

35608

35608

VEOS

VEOS

MX150

CGS-MGS-AGS

CGS-MGS-AGS

15.2(2017080%:1942...

5.2(20170809:1942.

6710896

6710980¢

6710958

5.2(20170809:1942... 6710966

4172F
417.2F
4.1R4.8
5.6(2)T
15,627
15,627
560207
15.2(HI_20170202)FL...
5627
5.6(2)T
15.6(2)7
15,627
15402174

15.4(2)T4

System

System

SBIVRO3C
SUABASS
939L4jxV
SQVOAIHI
6711718¢
9D9KLJIC
SBGUKOE
OFVSYFM
9JDUHOC
6710894

6710924¢

Though it is easy to export a built-in inventory report, you cannot customize the fields you want to

export. To create an inventory report according to your requirements, build an ADT and export the
ADT table to a CSV report.
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12.2.2 Use ADT to Build Inventory Report

ADT provides a flexible way for you to build the inventory report according to your requirements:

1. Inthe Automation Data Table Manager window, right-click a folder and select the menu item
New Table.

2. Inthe New Automation Data Table window, enter a name, such as the Cisco Device
Inventory Report and click the Save button.

ey e

Cloud Assessment Reference ADT (... v

4 Cookboo@ 5) v

Gold MNew Table o
ACLC

New Folder

ACL B
Rename

New Automation Data Table

Name: | Cisco Devicd}nventory Report e

Cancel Save

BGP
BGP |
BGP!

Move to

Delete

Critic  FXPO™t

Import

Devic

Device Properties and CPU

Down Interfaces

HRSP Devices

NTP Server Check against Golden

OSPF Neighbor Status

Spanning Tree Switches

Chatbot

T T

Specific Server Farm Rechability

e o
1 > Empty Automation Library (10)

3. Select the table you just created.
4. Click the Table Builder to open the Automation Data Table Builder window.
a) Select the method Devies of Device Group as the method to build the base table.
b) Select a device group, such as a device group to include all Cisco Devices.
c) Drag the fields you are interested into the right pane. You can change the header name.

d) Click the Save and Builder.
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NetS3rain 2220 Search Anything and Create Map... Q

e ma Table Build
Uloud Assessiment Rererence ADT (28] 0 Cisco Device Inventory Report able Builder
410 Cookbook (16)

Description:  Type description here..
Golden Template (1)

£ ACL Configuration Drift Items: 0Rows 0 Columns

Fo ACLName List Automation Data Table Builder
B} BGP Automation Table

B} BGP Documentand TS

Column Header:

Reset All
B BGP Wrapper
Ey Cisco Device Inventory Report e 1] < CR] @ CIS e CI “ B e 1] © g
B Critical Application Device Mgmt IP Mgmt Interface Model Software Version Serial Number
24 s
B Device Performance Data 8
Location
B Device Properties and CPU
Base | + Column Group (Base): Select Column v
Description:
A Device o Mgmt IP Mgmt Interface
© Device | © Mgmt P Mgmt Interface
Select Method to Build Base Table:
Devices of Device Group v
Model A Software Version Serial Number
Select Devices by Device Group: Select 0 ‘U Model ‘U Software Version Serial Number
W moun =
@ Ssoftware Version Location
& Serial Number  [5]
Site [s]
o Location e
ESXI Host [5]
Contact [s]
System Memory Size (Drag and drop column header from the upper area or available data field from the left here.)

© Auto-Build  No Scheduled Upda

Cancel Save Save and Build°

4

Click the Build button in the pop-up window Build Table.

Build Table X
Build the column groups: A@

Log: @ Production Mode Only show major execution process log

(O Debug Mode Show all the detailed log

Cancel Build

Wait for the system to finish building the table. Some data cells may be blank. Click the menu
bar at the top right corner and select Export to CSV Only to export the data into a CSV file.
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Automation Data Table Manager @Help
Search QA S« . ) = . .
 Cisco Device Inventary Report Table Builder Last Updated at: 07/15/2024 03:11 PM €, Rebuild Table Add Data Manually
4 Shared Tables (465) , A -
+ M OPractice (149) Description:  Type description here... mport from System Table
W Automation Library (30 Lock Settings
utomation Library (30) Items: 30 Rows 7 Columns Q|| Execution log o
W Automation Library Kunal (43)
Export
W Automation Library PKG11 (0) No.  @Device [ElMgmt IP [EMgmt Interface [5IModel [ElSoftware Version u=
© I Build-Auto Template by Plugin (2] Export to CSV Only
» W Build-Auto Template by Plugin (2) 1 Berlin-R1 172.16.8.60 Ethernetd/1 CGS-MGS-AGS 15.4(2T4 Erport Detosets o Fle =
M Build-Auto Template by Plugin PKG (2)
- MUC-CRO1- 3 Dataset Tag Settin k
B Build-Auto Template by Plugingés () 2 DE-MUC-CRO1-01 10.20.1.2 Ethernet0/0 CGS-MGS-AGS 15.4(2)T4 67 g Settings 4
M Cloud Assessment Reference ADT (28) 3 DE-MUC-CRO1-02 10.20.13 Ethernetd/0 CGS-MGS-AGS 15.4(2)T4 67 [Table Settings -4
<M Cookbook (16) 4 15P-P02 4002 Ethernst0/0 CGS-MGS-AGS 15.42T4 67109248
+ M Golden Template (1
place.(1) 5 ISP-PEOT 1.0.0.2 Ethernet0/0 CGS-MGS-AGS 15.4(2)T4 67109152
B ACL Configuration Drift
B, ACL Name List 6 1SP-PEO2 2002 Ethernet0/0 CGS-MGS-AGS 15.42)T4 67100024
# BGP Automation Table 7 15P-PEQ3 3002 Ethernet0/0 CGS-MGS-AGS 15,4174 67108992
B BGP Documentand TS 8 |P-TYO-CRO1-01 10.30.0.2 Ethernetd/0 = CGS-MGS-AGS 15.42)T4 67109104 DC-3
# BGP Wrapper
9 |P-TYO-CRO1-02 103003 Ethernet0/0 CGS-MGS-AGS 15.420T4 67109088 DC3
&, Cisco Device Inventory Report
. - 10 NORI20148WRATA 10.87.122.5 TenG:gablelhefﬂelDﬂw ASR1001-HX 16.12.05 TKM21080352 Us-
& Critical Application )
% Device Performance Data 1 NORIZ0148WRCOB 10.87.122.130 TenGigabitEthernet0/1/5 ASRI001-HX 16.12.05 TKM21110248 Us-
#, Device Properties and CPU 12 RT01-VNDR-SYKE-ASH-V... 10.78.252.1 Loopbackd ISRA431/KD 16.12.05 FJC2332406R
I f;
% Down Interfaces 13 RT01-VNDR-SYKE-CENT-.. 10.78.253.122 GigabitEthernet0/0/0.100 ISR4431/K9 16.12.08 FJC2332A06Q
 HRSP Devices
) NTP Server Check against Golden 14 RTO1-VNDR-TTEC-AUST... 10.78.16.1 Loopbackd ASRI002-HX 161205 FX52144006)
B OSPF Neighbor Status 15 RT01-VNDR-TTEC-CENT-.. 10.78.24.22 TenGigabitEthernet0/1/... ASR1002-HX 16,120 FX52144Q065
B Spanning Tree Switches 16 RT02-VNDR-SYKE-ASH-V... 10.78.252.133 GigabitEthernet0/0/1.100 ISRA431/K9 16.12.05 FJC2332A065
Specific S Fi Rechabill
% Specific Server Farm Rechability 17 RT02-VNDA-SYKE-CENT-... 10.78.253.2 Loopbackd ISR4431/K9 16.12.05 FJC2332A06T
- M Empty Automation Library (10}
» B Empty Staging Automation Library (24) 18 RT02-VNDR-TTEC-AUS... 10.78.16.133 TenGigabitEthernet0/1/... ASRI002-HX 16.12.05 FXS2222Q2XH }
» M NetBrain Essential Automation Library (.. = < »

Similarly, you can create an inventory report at the interface level. Follow the same steps and select
the method Interfaces of Device Group at step 6a. In step 6b, you can only select the device group
that is created with the static interface or dynamic interface search.

Column Header: Reset All
8 o ] @ it 018 @ 5] 6 )
Device Interface Name IPv4 Address Bandwidth Speed Duplex Inbound ACL Live Status
Base + Column Group (Base): Select Column ~
Description:
8 Device a Interface Name 8 IPv4 Address 8 Bandwidth a Speed
| Device | ‘ Interface Name 1Pv4 Address Bandwidth Speed
Select Method to Build Base Table:
f
Interfaces of Device Group ]
3 Duplex 3 Live Status
Select Interfaces by Device Group: Shared Devic... | Duplex ‘ vﬁstatus
HH Bandwidth Lil
] Speed L
] Duplex
3 Live Status 5]
MAC Address
Slot#
Module Type
Description [5]
Routing Protacol
Tunnel Mode
(Drag and drop column header from the upper area or available data field from the left here.)
Multicasting Mode
@ Auto-Build o Scheduled Update Cancel Save Save and Build
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You can view the interface data and export it to a CSV file.

B Automation Data Table Manager @ Help
> E§ Interface Level Inventory Report Table Builder Last Updated at: 07/15/2024 03:39 PM € Rebuild Table Add Data Manually v = |f
Description:  Type description here.
Items: 325 Rows 8 Columns Searc Q T Advanced Filter: Undefined | G
No.  @Device [Slinterface Name [5]IPv4 Address [[1Bandwidth [S1Speed [s]Duplex [5]Live Status &lnterface =
21 ITE_EXTEND GigabitEthernet0/45 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab. -
22 ITE_EXTEND GigabitEthernet/44 = 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab...
23 ITE_EXTEND GigabitEthernet0/43 @ 10000 auto auto down/down ITE_EXTEND - Gigab.
24 ITE_EXTEND GigabitEthernet0/42 10000 auto auto down/down ITE_EXTEND - Gigab...
25 ITE_EXTEND GigabitEthernet0/41 10000 auto auto down/down ITE_EXTEND - Gigab.
26 ITE_EXTEND GigabitEthernet0/40 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab.
27 ITE_EXTEND GigabitEthernet0/39 10000 auto auto down/down ITE_EXTEND - Gigab.
28 ITE_EXTEND GigabitEthernet0/38 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab.
29 ITE_EXTEND GigabitEthernet0/37 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab.
30 ITE_EXTEND GigabitEthernet0/36 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab.
31 ITE_EXTEND GigabitEthernet0/35 10000 auto auto down/down ITE_EXTEND - Gigab...
32 ITE_EXTEND GigabitEthernet0/34 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab.
33 ITE_EXTEND GigabitEthernet0/33 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab...
34 ITE_EXTEND GigabitEthernet0/32 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab.
35 ITE_EXTEND GigabitEthernet0/31 10000 auto auto down/down ITE_EXTEND - Gigab.
36 ITE_EXTEND GigabitEthernet0/30 10000 auto auto down/down ITE_EXTEND - Gigab...
37 ITE_EXTEND GigabitEthernet0/29 10000 auto auto down/down ITE_EXTEND - Gigab.
38 ITE_EXTEND GigabitEthernet0/28 1000000 a-1000 a-full up/up ITE_EXTEND - Gigab...
»

12.3Create the Report from CLI Command Results

If the built-in data cannot satisfy your need, you may retrieve the data from the CLI commands and
create a report from the output of the CLI commands. As you have learned from the previous
chapters, there are two ways to create a report from the CLI command results:

e Create a CSV report from an intent and replicate the intent to an ADT. Then from the ADT, you
can create a summary report, which combines the CSV reports of all replicated intents.

e Build an ADT base from Pre-Replicated Intent Templates. In the intent replication setting, define
all variables you want to export to the ADT as the signature variables.
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12.3.1 Create CSV Report from CLI Command Results

In section 5.2, you have learned how to create a CSV report of all ACL configurations. Let us review
the key steps with a simple example: create a report for all interfaces which has input errors larger
than 0.

Create an intent Interface with Input Errors. Issue the CLI command, show interfaces, and parse
the interface name, status and input errors with the Paragraph Parser. The Paragraph Parser has
the ID line, $if name is $status, line protocol is, and Var Line 1 as, $int:input_err input errors. You
may add other variables such as input rate, CRC error, etc.

CLI Command Diagnosis X

G US-BOS-SW1 show interfaces K Retrieve ~ with Live Data
Format1 v + Test on Devices: 0 =
(@ Double-click a variable to parse. Select multiple lines to parse a table. Critical Variable (0) < interfaces ~  # Type:Paragraph @ + New Pattern v =
Current Device v | 07/18/2024 02:46:47 PM Search... ‘?\ A V¥

- - - IDLineA $if_name is $status, line protocol is =
2 4Ethernet@/@ is up, line protocol is up (connected) P1-D Line A rs
3 Hardware is Ethernet, address is aabb.cc09.1480 (bia aa
4 MTU 1500 bytes, BW 10088 Kbit/sec, DLY 1000 usec, 2 [ethernet0/0]is [upl. line protocol i up (connected) > 18 Lines
5 reliability 255/255, txload 1/255, rxload 1/255
6 Encapsulation ARPA, loopback not set
7 Keepalive set (10 sec) ) A )
8 Half-duplex, Auto-speed, media type is RJI4%S VarLine 1  $int:input_err input errors =
9 input flow-control is off, output flow-comtrol is unsup
10 ARP type: ARPA, ARP Timeout 94:00:00 21 .UCRC.Uframe,ODverrun, Oignor.. » 18 Lines
11 Last input @8:00:81, ocutput 00:08:80, output hang never
12 Last clearing of "show interface" counters never
13 Input queue: 8/2000/0/@ (size/max/drops/flushes); Total

. . + Field v
14 Queueing strategy: fifo
15 Qutput queue: 8/8 (size/max) =
16 S minute input rate @ bits/sec, 8 packetsfsec Output + Parse Lines - _
17 5 minute output rate 2008 bits/sec, 4 packets/sec
18 18275792 packets input, 884746524 bytes, @ no buffer $if_name Bp ~ | $status v S$input_err v
19 Received 9493391 broadcasts (8 multicasts)
20 @ runts, @ giants, @ throttles VarLine 1 Ethernet0/0 up Q
21 @ input errors, @ CRC, @ frame, @ overrun, @ ignored
22 @ input packets with dribble condition detected Ethernet0/1 up 0
23 88962979 packets output, 6955392766 bytes, @ underru
24 @ output errors, @ collisions, @ interface resets Ethernet0/2 up 0
25 @ unknown protocol drops
26 @ babbles, @ late collision, @ deferred Ethernet0/3 up 0
27 @ lost carrier, @ no carrier
28 ® output buffer failures, ® output buffers swapped o PaiDLneA Ethernet1/0 up 0
29 4Ethernet@/1 is up, line protocol is up (connected)
10 . F— - . . Ethernet1/1 up a
» h -
@ Help All Intent Variables Cancel Apply

1. Add a diagnosis to export the interfaces with the input errors.

a) Loop through the table variables defined in step 1, interfaces. Define the condtion as, If the
input_errs is greater than 0, add a logic, Export to CSV Report.

b) Define the CSV report.

c) Click the link Manage All CSV Reports and add a CSV report file. Define the file name and
column names, which are separated by the comma (,).

d) Define the mapping between the variables and column names.
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2. Define Diagnosis

[2) Add Note [ Add Diagnosis

Anchor:

Name: |Report Interface with input errors

Type description of the diagnosis..

Loop Table Rows = interfaces v Table Key: if name v

v If
A & US-BOSS... Current v
input_err v | Greater than ~ 0 e
B Select Variable v
v Then

B Export to CSV Report: Define

@

€SV Name: Interfa(eswitf.wput Errors

Add Logic~ '

Can also click a variable on the left to add automatio

Intent Settings

Intent Map and Data View Execution Settings Embedded Incident CSV Report Files Follow-up Intent

Define the CSV report files

+ Add CSV
*CSV Name: | Interfaces with Input Errors o

* Columns:  Hostname, Interface name, Intput errors
(O 5ave CSV Report to Files

* Location: Browse

*CSV File:

@ The CSV file name will be reset as file name + intent name when this intent
is used as intent template/intent cluster.
Cancel oK

2. Replicate the seed intent to a new ADT. Select the Intent Replication Wizard from the intent
menu bar and follow the wizard to create a new ADT:

a)

b)

0

In 1°* step (Seed Intent), select the template for Device-based Replication.

In 2" step (Define ADT), select Create a New ADT. Define the name and select the device
group(s) to include deivces for the intent to replicate on.

In the 3" step, define the intent qualification. You can qualify by the device group and

select the same device groups as step b.

In the 4™ step, build and replicate the intents.
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New ADT by Device Group

Name:  Interface with Errors ‘ Location: | Cookbook

Description:

Create from Selected Device Groups: 2 Device Groups v

- Additional Columns

3. Openthe ADT created in step 3 and wait for the replication process to finish.

a) Select the cloned intent column and select Run Intents Once. Wait for the system to finish
the executions.

b) Select the cloned intent column and select View Summary Report.
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nd Create M Top3 Solution Lab
ager @ Help
& Interface Having Input Errors. Table Builder Last Updated at: 07/18/2024 04:45 PM € Rebuild Table Add Data Manually v = of
-
Description:  Type description here...
Items: 47 Rows 2 Columns Q Y Advanced Filter: Undefined |
No. &Device Replicated Intent ==
29 UK-LHR-CRO1-02 Interface with Input Errors UK—LHR—(ROT—02° Run Intents Once 2
30 UK-LHR-CWO01-01 Interface with Input Errors UK-LHR-CW01-01 1 i Intent@a e ]
31 UK-LHR-CWQ1-02 Interface with Input Errors UK-LHR-CW01-02 1 Open Seed Intent
32 US-BOS-CRO1-01 Interface with Input Errors US-BOS-CRO1-01 1 Rebuild Intent-related Column Group
33 US-BOS-CRO1-02 Interface with Input Errers US-BOS-CR01-02 1 Removelbmptyiiaphegliitent
Enable Auto Intent
34 US-BOS-CWO01-01 Interface with Input Errors US-BOS-CW01-01 1
35 US-BOS-CWO01-02 Interface with Input Errors US-BOS-CW01-02 1 Export Diagnosis Result to CSV
26 US-BOS-R1 View Summary Report
Export Intent Qutput Map
37 US-BOS-R2 Interface with Input Errors US-BOS-R2 1
Debug Empty Cells
38 US-BOS-SW1 Interface with Input Errors US-BOS-SW1 1
33 US-BOS-5W2 Interface with Input Errors US-BOS-SW2 1 g St i
40 US-BOS-SW3 Interface with Input Errors US-BOS-SW3 1 Edit
41 US-BOS-SW4 Interface with Input Errors US-BOS-SW4 1 Delete
i Set as Table Key
42 US-NYJ-CRO1-01 Interface with Input Errors US-NYJ-CR01-01 1
43 US-NY)-CRO1-02 Interface with Input Errors US-NY}-CR01-02 1 Submit Related Commands to Benchmark
44 US-NY}CWO1-01 Interface with Input Errors US-NY}-CW01-01 1 Riesliit=arpashboard
45 US-NYJ-CW01-02 Interface with Input Errors US-NYJ-CW01-02 1 ®
46 VXLAN-MGMT
. &7 Wireless_DHCP_Switch -

The following is an example of the summary report. You can export to a CSV file.

View Summary Report - Replicated Intent (28 intents)

Create summary report of all the CSV reports generated by intents in this column:

Only merge CSV reports generated in: | 1 Weeks b Create 28 of 28 intent results fiftered

Interfaces with Inp...

Items: 5 rows 3 columns Search... Q.
Hostname Interface name Intput errors
ISP-PED2 Ethernet1/1 1328 -
US-BOS-R2 Ethernet0/2 43768
ISP-PED1 Ethernet1/0 2
Berlin-R1 Ethernet0/0 469
Berlin-R1 Ethernet0/3 3013 -
Export Close
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12.3.2 Create Report by Pre-Replicated Intent Template

The other method to create the report is to build an ADT via the method Pre-Replicated Intent
Template. The key concept is the signature variables, which can be defined in the intent
replication setting and exported to the ADT base. For the signature variables to be imported, you
have to install and decode the intent in the Intent Based Automation Center.

Let us reuse the intent in Section 2.3.1 to create an ADT to display all interfaces with the input
errors. Edit the intent, keep the parser and diagnosis (optionally, you can remove the diagnosis to
keep the intent clean), and then,

Add a subtable to filter interfaces with input errors.
a) Click the All Intent Variables link.

b) Under the seed device, select Add Compound Table > Sub Table (Filter by Condition).

Intent Variables for Seed Logic

Intent Variable Use Automation Data Table Task Variable

+ Add Compound Variable + Add Compound Table ~

b I8 Intent

4 &7 US-BOS-SW1 [ show interfaces View Detail

b = interfaces Add Compound Variable

Add C d Tabl >
I & USBOSSWI [ Built-in Data el Merged Table

Sub Table (Filtered by Value)

Sub Table (Filtered by Cﬂndit\on)]

Appended Table

¢) Inthe Add Sub Table window, enter a table name, select the base table (interfaces), and
define the filtering logic: Only Keep table rows where intput_err > 0. The filtered table is
displayed at the lower half of the window.

448 | NetBrain R11.1b



Add Sub Table (Filtering Row by Condition)

Table Name: | Interfaces_with_error
FF Base Table: | interfaces

Filtering Logic: | Only Keep ~ | table rows if values match the below condition

A |input_err v Greater than

B | Please Select v

Boolean Expression:| A

Calculate £%

Base Table (interfaces) = New Table (Interfaces_with_error)

& US-BOS-SW1

if_name (string) @ v | status (string)

© Help

show interfaces ,= interfaces

v | input_err (int)

Cancel OK

4. Define the replication logic.

5. Under the Replication Logic tag,

a) Enable Save as Template for and select the option Device-based Replication.

b) Define the intent qualification via Dynamic Search and select the search criteria as the

device type equal to Cisco Router or Cisco 10S Switch.

c) Define the signature variables in the Advanced Setting.
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Network Intent (Edit

Interface with Input Errors & Diagnosis Tree . Run | withLive Data - @Help =
Type description here... :: Intent Map: Select ~
1 seed Logic
L Serve as Template for: O Path-based Replication (3 Enable Neighbor Pair Replication o
o Intent Qualication: O via Device Groups/Sites: Select @ via Dynamic Search: Defined o B
. . . R J Advance Setting o |
@ Define Rules to Replace Macro Variable in Seed Command 070 H © Define Critical Variabl,
v & US-BOS-SW1 L
4 B0 show interfaces Command Macro Variable:

d) Click Add via Table Columns and the subtable you just created, select Interfaces_with_error.

e) Inthe Add Signature Variable window, enter a variable name and edit the display names.

Select Table Columns

Search...

4 & US-BOS-SW1
4 @ show interfaces
[ B8 interfaces
O if_name
O [ status
OE input_err

if_name
[ status
[ input_err

Cance‘ -

4

v

Name: |
N
Selected Seed Devices and Tables Display Name of Column:
o ‘ Interface Name ‘ ‘ status ‘ ‘ Input Error | +
Seed Device: Table:
‘ & US-BOS-SW1 | | BB Interfaces_wit... ‘ ‘ if_name ~ ‘ ‘ status ~ ‘ ‘ input_err v | o

‘ +Add Table Columns |

@ How it works. Cancel -
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6. Install and decode the intent in the Intent Based Automation Center.

a) Open the Intent Based Automation Center and click +Add an Intent Template. Select the
intent you just saved.

b) Click Decode Now to decode the intents.

c) Wait for the system to finish replicating and decoding intents. You can see the number of
devices already decoded. Click it to view the execution log.

s Intent Based Automation Center @ Help

Installed Intent Templates

4 Intent Template Name ... Location Intent Decoding Decoded Device Auto Intent Cloned Intents Basic

/GD  Last Decoded at 04:45 ... 31 62 Intent Decoding o

et. All Network Intents/GD... Last Decoded at 02:29.. 15 15 Recurring Decode

nabl.. All Network

Interface with Input .. All Network Intents/GD  Last Decoded at 02:59 58 16 hd

7. Create an ADT from the pre-replicated (installed) intent. Create a new ADT from the
Automation Data Table Manager and click the Table Builder,

a) Select the Pre-replicated Intent Template as the method.
b) Select the intent template you just saved.
c) Drag and drop the signature variables to columns.

d) Click Save and Build to build the ADT.
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Automation Data Table Builder

Column Header: Reset All

& = CI = 18 = 518 = Ls)

Device Interfaces - Interface N... Interfaces - status Interfaces - Input Error
Base + Column Group (Base): Select Column v
- Device o Interfaces - Interf... Interfaces - status o Interfaces - Input...
Device U‘mterfa(e_with_ermr... interface_with_error... Uimerfa(e_with_ermr...

Select Method to Build Base Table:

Pre-replicated Intent Template ’

Intent Template: Interface with Input Errors ° '
Built-in Fields: "

] Device 8| A

Intent

Device Signature Variable:
, (Drag and drop column header from the upper area or available data field from the left here.)

E interface_with_error - .

= Filter Row
) interface_with_error - s...[5]

a . Filter devices of cloned intent and member intent by Device Group/Sites: Select
O interface_with_error - ... [5]

Intent Output:

‘ Intent Message |

‘ Intent Status Code  [5] |

@ Auto-Build  No Scheduled Update Cancel

S° Save and Build

A sample result is shown as follows. You can create a dashboard from this ADT or export it to a CSV
file.

No. & Device Interfaces - Interface Name [Slinterfaces - status [s]interfaces - Input Error
41 ITE_EXTEND GigabitEthernet0/9 up 137
42 ITE_LEXTEND GigabitEthernet0/11 up 93
43 ITE_EXTEND Port-channel2 up 137
44 ITE_EXTEND Port-channel3 up 93
45 CP-sw3 I} =
46 UK-LHR-CW04-02
47 DE-MUC-CW01-01
48 US-BOS-CW04-02
49 US-BOS-CRO1-01
50 JP-TYO-CW02-01
51 US-BOS-CW02-02
52 JP-TYO-CWO01-01
53 SG-SIN-CW02-01
54 ISP-PED2 Ethernet1/1 up 1337
55 ISP-P0O2
56 ISP-PEO1 Ethernet1/0 up 2
57 Berlin-R1 Ethernet0/0 up 469
58 Berlin-R1 Ethernet0/3 up 3021
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