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approach to network automation spend six
or more hours per week maintaining and
debugging those tools.

Figure 1. How much time per week does your team currently spend supporting, ma
and debugging homegrown or unsupported open source network automation too

None . 1.2%

Less than 1 hour. 1.8%

3to 5 hours @ZNSLZ
6 to 10 hours @rXeLZz
11 to 20 hours@leW

21 to 30 hours

31 to 40 hours . 1.2%

More than 40 hours . 1.2%

€Ef

Don’t know

2.7%

PEMA

intaining,
Is?

Sample Size = 331

Network Automation: Projects Over Products . 2
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&RQEIJXUDWLRQ DQG &KDQJH 0D RedideHImbbarting

Z ® ° ° ° . o o
. . oo . Y . . . o o ° .
oo o . e o oo e (@ .

Network automation engineer with a Senior network engineer at a midsized Network engineering manager with a

large collaboration solution provider 8 6 SQDQFLDO WHFKQRORJ\ F D QU.S.-based Fortune 500 retailer
“We focus on standardizing the whole change (7TKH PDLQ WKLQJ LV SXVKLQJ FR Q Sifiwetdk®ardwidd QUQdR e box and connect
PDQDJHPHQW SURFHGXUH IURP S Wid#&8ng®dcaisé e e @heXkchange with a lot it to an uplink, our automation should pull all the
prepping the changes, validating the changes, RI FXVWRPHU FRQQHFWLRQV , WKLFKRNQ RIXIUD W VRRKR QERP WKH FORXG
pushing them, and anything that comes along generation and deployment.” deploy a switch on the East Coast or West Coast,
EHIRUH ZH SXVK WKH FKDQJH VXFK DV %,V WUD-F we can just hire a cable technician over there and
bandwidth okay if we push this change?” we can ship him the switches. As soon as he plugs

it in, it comes online in no time.”
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Compliance and Standards Enforcement

o o . . , Network automation engineer at a U.S.
oo o e o u medical school and hospital network

“We have standards, and then we run jobs or playbooks against those devices

EDVHG RQ D SUHGHSQHG WHPSODWH :KDWHYHU GH)
templates, we use Ansible or other automation to correct it.”

..............................

necessarily report on the devices they cannot reach.

1 Network engineer at a large
Network Troubleshooting PXOWL QDWLRQDO SKDUPDFHXWLEDO FRPSDQY
] m ] ] ]
“ .o . (<RX ORRN DW \RXU ZRUN<*RZ LQ DOO WKRVH WYRXEO
e EHHQ LQ DQG \RX WU\ WR QG WKH FRPPRQ GHQRPLC(
. . looking at? What data would be nice to have immediately to troubleshoot a

problem? What were the last log messages? Were there any routes removed or
added to the route table? Were there any peering changes?”

Network automation engineer with a

PLGVL]IHG 8 6 SQDQFLDO VHUYLFHV FRPSDQ\
“Right now, if [end-user support] thinks they have a network problem, the y just
send it to the network team. | want to change that. They need to do some basic
network troubleshooting through scripts, like running traceroutes a nd pings
and hunting down which ports and which switches are involved.”

Network Automation Use Cases . 7
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Network engineering manager with a
U.S.-based Fortune 500 retailer

Firmware and OS Updates

“We used to manually log into routers and

— (1] [ L[] [ cE
o .3 . . o switches and manually upgrade them. Now, we can
. - . . upgrade up to 100 devices at a time. It is saving us
© o “« oY 5 o a lot of time.”

Senior network engineer with a
PLGVLIHG 8 6 SQDQFLDO WH
FRPSDOQ\

DOCU mentatlon and I nve nto ry M an agement “We get our network inventory into ServiceNow

for inventory management. | built something
< . . . that goes into all my network devices all the
“ . . . time. It has all the right information about device
. models, serial numbers, etc. | exposed it via an API
endpoint to ServiceNow, which scrapes it nightly
and ingests it into its asset database.”

Network Automation Use Cases . 8
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Stage 1. Stage 2: Stage 3:
Standalone Scripts +LJK &R GH :RUNHM&2Egrown Software
I : 2UFKHVWUDWLRQz - - -
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Typical Homegrown Automation Journeys . 10
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64% of IT organizations are seeking low-
or no-code network automation solutions.

Figure 2. What are your organization’s goals in terms of the minimum amount of ¢ oding skills
networking personnel will need to have when using your organization’s ne twork automation tools?

No code — users Low code — users High code — users should Don'’t know
should not need should have some write code on our
coding skills coding skills automation platforms

Sample Size = 354

€ 7 e " 3 < o’ 0 S e o

Why Scripts and Playbooks Dominate Network Automation. 12
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Cost and Budget Constraints

%o * :
. . L] . L]

Network Engineering Struggles to Sell IT Leadership
on Commercial Tools

Network automation engineer,
large collaboration solution provider

“Our management is very open source-minded and not willing to pay third
parties. We're trying to develop anything that we need as homegrown rather
than pay for it. We're not even evaluating paid solutions unless they solve a
major pain point. But that hasn’t been the case so far.”

Senior network engineer at a midsized
SQDQFLDO WHFKQRORJ\ FRPSDOQ\

PEMA

Network automation engineer at a large
XQLYHUVLW\ LQ WKH (DVWHUQ 8 6

“Our network is so large, and most vendors charge per device. The average

FRVW >TXRWHG E\ YHQGRUV@ ZDV D \HDU ZzZKl
WKLQJ >LQ KRXVH@ ,W ZLOO WDNH D OLWWOH PRUF
worth of work to get to the same place on our own.”

Network automation engineer at large
XQLYHUVLW\ LQ WKH :HVWHUQ 8 6

“Is it saving me enough time to justify the cost? If it's costing me as much as a
junior employee’s salary, but it's only 20 hours a week of savings, it's kind of a
wash.”

(<RX FDQ PDNH D FODLP DERXW ULVN UHGXFWLRQ DQG IXWXUH HeFLHQF\

improvements, but it's very hard to put a dollar value next to that.”

Why Scripts and Playbooks Dominate Network Automation. 13
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Customizability and Control

S. L] L] L] L] £ S L] L]
éo e o o ° j—
The Power to Tackle Any Use Case $GDSWLQJ WR 8QLTXH I
. .. - Networks
° ° [ 1] e ° o0 . . _ .
° v“ e S o . £ S .
- - £S. . y
~ ° S
° ° . . L] %0 L] L[] L]
. 0 oo oo Network automation engineer at a U.S. e e .. . o
s £ . . medical school and hospital network . . e 7
° y e “There will be something that comes up that you . %oo oo
° want to change, that you want to customize, that
you want to extend.” ‘ . .
L] —.A 2 L]
Network automation director at a large ¢ ~ ¢
XQLYHUVLW\ LQ WKH (DVWHUQ 2.6 o oo Z° $
. S "
Network automation lead at a
“The big issue with these commercial products (XURSHDQ ,7 FRQVXOWDQF\
is that they’re not customizable enough to the
granular level that we might need, because you're (TKHVH IUHH DQG RSHQ VRXUFH WRROV RQO\ UHTXLUH
kind of built for everyone’s general use case. | feel some time to learn them, then you get the power

OLNH ZH KDYH YHU\ VSHFLSF XVH FR&dbhMat ydi €t Xdto when you need to do it
GL'HUHQW >QHWZRUN DXWRPDWLR@@®elySSOLFDWLRQV WKDW
DUH XVHG E\ YHU\ GL'THUHQW NLQGV RI WHDPV WR JHW

their jobs done.”

Why Scripts and Playbooks Dominate Network Automation. 14
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Embedded Network Automation Anywhere

PEMA

Fighting Vendor Lock-In

—_— e e o o o o

Network automation engineer, large

XQLYHUVLW\N LQ WKH (DVWHU

“The entire job of our developers is to make

Network automation engineer at a

“l don’t want to get into the position of building

DSSOLFDWLRQV >IRU SHOG WHFK Q lamavbaptyn@tiomplatori. Krhl i@ theé rocess of
SQGLQJ VA\VWHPYV WKDW ZH KDYH D @UdddDsEtemskamive’ reat & the mercy of what

have several people who [script] the automation.
We are developing tons of apps. Some of the tools
are are simple things, like moving a switch port. It's
just a simple website where you go see a stack of
switches, pick one, and drag and drop a port. They
only need to do this one thing, rather than open an
application that has a billion things in it where they
will get confused.”

latch onto. We have a site system manager that we
use to build out sites. I'm talking to the folks that
do the data modeling there, then we want to have
the network topology live there.”

PLGVLIHG UHQHZDEOH HQHU.

Network engineer, large multi-national
SDSKDUPDFHXWLFDO FRPSDQ\

“What'’s appealing about using just straight
B3\ WKRQ LV WKDW ZH&UH DEOH WR

the vendor gives us.”

Network automation engineer, large
collaboration solution provider

(:H KDG WR XVH D GL'THUHQW SURG
vendors, and we had to put all that together. Now,

we need to maintain several products and we need

to train engineers on several products, which

causes a lot of headaches.”

Why Scripts and Playbooks Dominate Network Automation. 15
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“EMA
Open Source Tools are Industry Standards
: : °t *e ° e Senior network engineer with a
N e L = PLGVL]HG 8 6 $§QDQFLDO WH
° o¢ Z o o ° § ° A)OS d FRPSDQ\
L] & .é LN ] L] L] L]
é : . ° e o o o ° o o §. ° (GRPH YHQGRUV KDYH WKHLU RZQ‘
ODQJXDJHV IRU TXHU\LQJ GDWD LC
They’re trying to create a proprietary walled
. .. . & garden that you have to plant yourself in to really
g LN ] —

leverage the tools.”

Evolution Through Modularity and Reusability

“
°

Network automation engineer with a Network automation lead with a
large collaboration solution provider (XURSHDQ ,7 FRQVXOWDQF\

“Scripts are the smallest units of code within our orchestration. We've developed a change management
system in which everybody can write their own code, and that becomes the smal lest unit that needs to be
WHVWHG YHULSHG DQG DSSURYHG

“We build our tools so that they’re modular. If we

come across something that can be segregated
H EXLOGGIOVWDVHFK IF@ @ KELH- IS XK Rikibladi st iBerb ok Bf code, llike parsing
PHUJHG DQG FRPELQHG LQWR GL'HUHQW YDULDWLRQV WKDW ZH FDOO PMHHRSDIDWHNVWY RI WKH FRQSJXUDW

change snippet, we tend to build it as a separate
module that can be reused in other projects.”

Why Scripts and Playbooks Dominate Network Automation. 16
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The Human Capital Gap

.Y o0 0 o S L] L] L]
L] e . .
£ —_— L] L]
. e oo o é . °

Network engineer with a large multi-

QDWLRQDO SKDUPDFHXWLFD

“[Software development hasn’t] been historically
taught to network engineers. Half the battle

is getting everybody on the same page and
understanding this new skillset. It's one thing

if | write an awesome script, | share it with my
team, and they just hit run. But it’s another thing
entirely if | can share that script with them, we

can collaborate, and use that code to solve other
problems. That’s way more valuable and impactful
to the organization.”

Network automation director at a large

SDX@QLLYHUVLW\ LQ WKH (DVW

“Developers who have networking experience are
a very small subset of people out there. My most
recent hire is an amazing developer, but it took
about a year for him to grasp some of the network
knowledge, to understand what the heck he’s
doing.”

.............................

right mix of skills to build code-heavy
network automation tools.

Challenges to Homegrown Network Automation . 18
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Tool and Project Complexity

lS ~ e o o

Network automation engineer at a
PLGVLIHG UHQHZDEOH HQHUJ\ FRPSDQ\

“Sooner or later, these tools turn into this Frankenstein’s monster. Bef ore you
NQRZ LW \RX&YH JRW JUDQNHQVWHLQV UXQQLQJ
lot of distinctness. It's kind of a hassle to build functions and make sure you can
UHFUHDWH WKHP LQ GL'HUHQW HQYLURQPHQWYV )

Network automation director at a large
XQLYHUVLW\ LQ WKH (DVWHUQ 8 6

“I've reached a point where I've lost track of what’s going on as a managetr.
We had more people come on board, and they kind of became kings of their
own little kingdoms. It’s gotten to the point where some people own certain
parts of the environment, and it’s only in their heads. | would like to get better
documentation or better cross-training.”

PEMA

Usability Issues

Complex Toolchains

Network automation and tools engineer
ZLWK D ODUJH XQLYHUVLW\ LQ WKH :HVWHUQ 8

IEL;(L SGW¥L9VUKH DD oY HV\l/J \R? LR\<(W H I(')EDXSWDH G Ptgz G H OPRIR RRIQ
uns a sé?ipt, butthey don't pu'ﬁ the exact rlgwt inventory ou?oc’? our source of
WUXWK WKHQ DV ZH SXVK RXW WKH FRQSJV WKDW

switches, for instance.”

=

Unexpected Use Cases

Network automation director at a large
XQLYHUVLW\ LQ WKH (DVWHUQ 8 6

“We don’t know with 100% certainty what end users are going to do with [our
automation]. We don’t know every little use case that could possibly be done
in one of our applications. We can’t anticipate the errors that could happe n
because we don’t know all the processes that are users are following.”

Challenges to Homegrown Network Automation . 19
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Maintenance and Support Security Risk

. €f... “ . .y

Figure 3. How often does your team update the documentation Network automation engineer at a
for its homegrown network automation? PLGVL]HG UHQHZDEOH HQHU

With every code change @KL/ o :
“Security is a concern, especially when you

With most code changes (TR talk about exposing automation to users. | want
o 0
to make it so only internal services can access
- the APIs, and that we use the best and most

With some code changes @&REZ ] o }
appropriate authentication mechanisms.”

Rarely or never| 0.3%

Sample Size = 331

Network automation engineer at a

.............................

“It's very hard to maintain network automation 2QO0\ RI QHWZRUN DXWRP

code. I'm the only person on our network team update their documentation every time
WKDW NQRZV 3\WKRQ $OVR \RX FEeg&Naké a\cMane o diveode.

to some developer. They might understand the

code, but they’re not really going to understand

what’s happening with the network.”

© 7 o ° ‘ < oF i © T €:€f

eulemedrown Network Automation




How Platforms can Transform and
Operationalize Homegrown Automation
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Figure 4. Which of the following are the most compelling
reasons to adopt commercial network automation
solutions, as opposed to DIY network automation?

Security/Compliance requirements @EREA
Platform requirements
. . 31.1%
(stability, scalability, etc.)
Breadth/Depth of functionality @84
Time to value/fast implementation @ZELS
Better cross-team visibility into data @2ZReE/
Integrations with other tools
(vendor-supported connectors) 2

Better collaboration/sharing automation 22 6%
across groups '

Customer support and services @AUkL/

Preexisting strategic vendor relationships @RS
Lack of software development 0

expertise/need for no-code tools 16.1%

Cultural (network team has no history with 12 1%
using homegrown tools) :

Other 1 0.3%

PEMA

...............................

Many network automation engineers want to bring their
homegrown tools to vendor platforms.

Senior network engineer with a midsized
8 6 SQDQFLDO WHFKQRORJ\ FRPSDQ\

“I would like a platform to onboard my scripts, stitch them together, and wra p

them in a nice package. | don't have to tell people to go log into a Linux server and
UXQ DQ $QVLEOH SOD\ERRN ,QVWHDG WKH\ JHIWVFWKL
GUI, and you'll see little boxes turn green as it progresses through the steps’

Network automation engineer at a large
collaboration solution provider

(3XWWLQJ P\ FRGH WRJHWKHU DQG PDNLQJ LW LQWE
be very valuable. Especially if | could say ‘run this if this happens’ and ‘run hat if
that happens.”

€Ef

How Platforms can Transform and Operationalize Homegrown Automatio . 22



Architecture

Governance and Security

Centralized Control

Network automation engineer at a U.S.
medical school and hospital network

“You would need access privileges, then you need
the ability to have somebody authorize changes.
Someone would need the ability to view the code
before it is merged.”

Mitigate Security Risk

Applying DevOps
Principles

oo 777

Network automation engineer at a
PLGVLIHG 8 6 SQDQFLDO VHL

“It would have to be as simple and easy to work

with as GiitHub, so that | can fork and make
GL'HUHQW EUDQFKHY DQG VHH DOC
have made. And it would have to allow multiple

users to work on the same code at the same time.”

How Platforms can Transform and Operationalize Homegrown Automatio . 23
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Modularity, Extensibility, and Integration

e £S5
< é' °
[S o

Network engineer with a large multi-

Senior network engineer with a midsized

86 SQDQFLDO WHFKQRORJ\

“l want extensibility without proprietary vendor
nonsense. Whatever integrations they give me out
of the box, | should be able to create my own and

QDWLRQDO SKDUPDFHXWLF Dlghgu%%gg)o%\o stitch them together through a

“I'd want it to integrate nicely with Git. It's top

dog for version control. | would want that industry
standard system over something proprietary. A
lot of network engineers are going through the

standard language, like Python. | should not have
to learn a proprietary vendor language or system.
This makes it intuitive to anyone else who knows
Python. If | get hit by a bus, my organization won’t
have much trouble hiring someone who can take

SURFHVV RI OHDUQLQJ WKH GL'HU%\%rVanVC&lﬁn%evrugni Iélig,HG WR

automate. They’re going to be more familiar with
Git, and they won'’t want to learn a proprietary
version control system.”

PEMA

Integrations
F D QMNetwork automation director at a large

XQLYHUVLW\ LQ WKH (DVWHL

“All our applications talk to an API, and that API
talks to our [script-based and playbook-based

DXWRPDWLRQ@ OD\EH RQH GD\ WK

the-shelf product that we can move to, and all we
have to do is go to the API and change how it talks
to things.”

o o .
. L) ° °e
.éo oo o °

How Platforms can Transform and Operationalize Homegrown Automatio . 24
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Logging, Reporting, Low-Code and High-Code Options

and Dashboards Expand Adoption of Automation Address Niche Use Cases
Better Visibility L T L o
. o o £S. . & oo “
. . “ e o e o o N . £S.
. Tt ) Network automation engineer at a Network automation and tools engineer
PLGVL]HG UHQHZDEOH HQHU. SDAQWK D ODUJH XQLYHUVLW\ L
RO lnSIthS “You're always going to have people who are at “I need the ability to spin up something very
‘ ¢ ° " GL'HUHQW H[SHUWLVH OHYHOV <R&&@Witk Dodidg,DeCRUSOsdmEthnias low-
©t * ZDQW WR ZRUN LQ >D ORZ FRGH@ Z®RIUisveRZimibQ B teRnX & Obuilding
’ have folks who are really experts at coding. This EORFNV R'"HUHG /RZ FRGH DQG QR
enables folks to contribute to the same platform. | VWUXJJOH WR KDQGOH FRPSOH][ ZF
Network automation and tools engineer think they’re going to coexist for a long time. There
ZLWK D ODUJH XQLYHUVLW\ LQWY¥RPHVWMHYQWKEDW MXVW ZRUNV E!@"VHU >LQ VFULSWV@ <RX
FDQ WHVW TXLFNHU , FDQ JHW LQ! W Benor atiomatigo gngineerp).S. GPU
“Being able to show upper management what is ORW TXLFENHU ) as a service cloud provider
actually occurring will get buy-in. A dashboard
WKDW VKRZV WKDW D VFULSW VDYHG XV  GD\V WKLV \HDU “With low-code you can do maybe 80% of what
would be great.” you need to do, but then you still have these

FRUQHU XVH FDVHV WKDW UHTXLU|I
would embrace low-code 100%."

How Platforms can Transform and Operationalize Homegrown Automatio . 25
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Assistance with Code Generation
and Maintenance

1HWZRUN DXWRPDWLRQ HQJLQHHU DW D PLGVL]HG UHQHZDEOH |

“I'd like a tool that can identify mistakes in my code. And it would be nice to have the ability to
scan for obvious security oversights.”

1HWZRUN DXWRPDWLRQ HQJLQHHU DW D PLGDIQHG 8 6 $QD

(,] ZH XSJUDGH DOO RXU SUHZDOOV LW ZRXOG EHGIRRK DO & KMK B C
VFULSWV DQG DFFRXQW IRU DQ\ FKDQJHV LQ WKH $3, IRU WKDW Q




Conclusion
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EMA recommends that network engineers engage with vendors

that are focused on adding value to existing homegrown tools.




Example Vendors that Integrate with and
Support Custom Network Automation
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Gluware Intelligent Network Automation Platform
IBM Rapid Infrastructure Automation (formerly Pliant)
Itential Platform and Itential Automation Gateway

S NetBrain Next Gen
NetBox Labs
Network to Code Nautobot
Red Hat Ansible (IBM)

Resolve Actions

Example Vendors that Integrate with and Support Custom Network Autortien . 30
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Founded in 1996, Enterprise Management Associates (EMA) is a leading IT research and consulting firm dedicated to delivering actionable insights
across the evolving technology landscape. Through independent research, market analysis, and vendor evaluations, we empower organizations to
make well-informed technology decisions. Our team of analysts combines practical experience with a deep understanding of industry best practices
and emerging vendor solutions to help clients achieve their strategic objectives. Learn more about EMA research, analysis, and consulting services at
www.enterprisemanagement.com or follow EMA onX or LinkedIn .
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